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ABSTRACT

Message-passing parallelism is widely used in High Performance Computing
(HPC), and will continue to be used in the foreseeable future. HPC applications
perform complex and expensive computations that are of fundamental importance for
science, engineering, and society. It is therefore critical that these programs are correct,
and effective methods for verifying the correctness of message-passing programs are
needed.

This dissertation presents a new method for specifying and verifying correctness
of message-passing programs. The method is based on procedure contracts. These
provide a natural and intuitive way to decompose the specification and verification
tasks.

While procedure contracts have been widely-studied for sequential programs,
it is not obvious how to generalize them for message-passing parallel programs. The
approach presented here is based on the notion of collective contract, which is analogous
to the notion of collective function in message-passing programming.

The first contribution of this dissertation is a rigorous theory of collective con-
tracts, presented using a “toy” message-passing language. Second, we present an auto-
mated approach for verifying such contracts, given a bound on the number of processes,
using model checking and symbolic execution techniques. Our third contribution is a
specification language for C/MPI programs, which deals with many of the complexi-
ties of those languages. Finally, we have implemented a verifier for specified C/MPI
programs using a general verification framework, CIVL. This system is evaluated with

a number of simple, but realistic, C/MPI programs.

XV
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PRELIMINARIES



Chapter 1

INTRODUCTION

1.1 Motivation

Message-passing is used pervasively in high-performance computing (HPC).
This is expected to continue for the foreseeable future. For example, a recent sur-
vey [16] reported that among 28 applications and 49 software technology projects under
the U.S. Department of Energy’s Exascale Computing Project, 100% of the applica-
tions and many (28/49) software technology projects are currently using the Message
Passing Interface (MPI, [85]).! Furthermore, 93% of those projects plan to continue to
use MPI for the exascale version of their applications in the future.?

These applications are run on the world’s most powerful supercomputers—
machines which are extremely expensive to build, operate, and maintain. Time on
these machines is very valuable, and the machines consume an enormous amount of
energy. Time spent debugging at scale, or re-running programs after a defect was
discovered at scale, wastes these resources.

Moreover, HPC projects deal with issues of fundamental importance to science,
engineering, and society more generally. They include applications to predict earth-
quake damage [58], model the global climate [34], perform atomic-level simulations

of chemical and biological systems [110], and to investigate the electronic structure

L Table 2, The “Using MPI” column, a breakdown of the numbers of ECP projects
reporting that they are actually using MPI.

2 Table 4, Question 20, “Do you expect the exascale version of your program to use
MPI?”. Based on the 77 projects which responded to the survey, out of a total of 97
active projects. For the reported result, “application” includes application and software
technology projects.



of matter [81], among many others. These programs inform both profound scientific
conclusions and decisions of the utmost importance to society.

For all of these reasons, it is imperative to develop effective methods for verifying
correctness of message-passing HPC programs. Indeed, there is a growing consensus in
the HPC community that better methods are needed to verify the correctness of HPC
applications [27,28,42,45-47,84].

There are many aspects to the correctness of a program. A programming lan-
guage, such as C, imposes certain generic correctness requirements that apply to all
programs in that language. For example, any correct C program should not use an
array index that lies outside the bounds of the array, dereference a null pointer, or in-
voke free on a pointer that was not returned by an earlier call to malloc. The use of
concurrency APIs, such as MPI, imposes further generic requirements; for example, a
correct MPI program should not deadlock, or have processes in a communicator invoke
collective operations in different orders.

While the work of this dissertation does apply to these generic properties, the
focus is more on program-specific correctness properties. These properties assert that a
program—or an individual procedure within a program—should behave in the intended
way, and should compute what the developer expects.

By their very nature, program-specific properties require the developer to specify
intended behavior. While there are many different approaches to specifying programs,
one of the most influential is the code contract. This approach was introduced by
Bertrand Meyer [87] and realized in the Eiffel programming language [86], and has
since spread to many contexts. Larch [112] was one of the early specification languages
and was applicable to multiple programming languages, the Java Model Language [71]
was developed to specify Java programs and has been extremely influential, Spark [3]
is a highly successful specification language for Ada [2], and ACSL [1] is a specification

language for C that is used with the Frama-C analysis platform.



The most fundamental kind of code contract is the procedure contract. A pro-
cedure contract consists primarily of a pair of pre- and post-conditions. These con-
ditions specify a relation between the input and the output of the procedure. The
contract asserts that if the pre-condition holds when the procedure is called, then the
post-condition will hold when the procedure returns. This fundamental semantic idea
originated in Hoare logic [50], but is extended in several ways to deal with procedure
calls, side effects, and other complexities that arise in real programming languages.

The contract approach enables modular and composite verification of programs.
For every procedure in a program, one verifies whether it satisfies its contract under the
assumption that all other procedures satisfy their contracts. By doing so, the verifica-
tion problem is decomposed into a number of smaller and independent sub-problems.
This sort of decomposition, or something like it, is the only way that verification has
any chance of scaling to software of the considerable size and complexity seen in modern
HPC.

There are many different ways to “verify” that a procedure satisfies its contracts.
These include the automatic insertion of assertions for runtime checks [5,93], and auto-
matic generation of test cases [67,119]. Such approaches cannot verify with certainty,
but only provide varying degrees of evidence for the likelihood that a contract holds.

The most rigorous approach to contract verification is deductive reasoning, which
works by generating verification conditions that are individual theorems, which, if
proved, imply a contract holds. Advances in automated theorem proving [12,26,33,65]
have eliminated much of the human effort previously required to discharge the proof
obligations, but even the best tools still require significant manual guidance in the form
of invariants, lemmas, and various “hints” for the theorem provers. This methodology
has been realized in many contract verification tools, e.g., [8,10,11,13,31,32,38,43,72,
74].

A common point of the majority of these tools is that they are only suitable
for sequential programs. There has been some work extending the ideas for shared-

memory concurrent programs (e.g., [4,18,25]), but almost nothing for message-passing



parallelism.

In fact, it is not obvious that procedure contracts are suitable for reasoning
about message-passing programs. First, in a message-passing parallel program, the
behavior of a procedure depends not only on its inputs but also on the behaviors of
other processes that run in parallel. Second, there is not a clear notion of pre- or
post-state because processes can enter and exit a given procedure at different times.
Nevertheless, the need to “divide and conquer” the verification task is as evident for

message-passing programs as it is for sequential programs.

1.2 Contributions
1.2.1 A contract theory for message-passing programs

The first contribution of this dissertation is to cope with the problems above
by developing a theory of contracts for message-passing programs. The basic idea of
this theory is to use a contract to specify the collective behavior of a procedure that
is executed by all processes collectively. We call such procedures the collective-style
procedures.

This theory is applicable to programs containing non-collective-style procedures,
it simply does not provide a way to decompose the specification/verification task for
such procedures. In other words, if a collective-style procedure f calls some non-
collective-style procedure g, then f and g will be specified and verified as a unit: the
user will write a contract for f (but not write one for ¢g) and the verification of f’s
contract will require the definitions of both f and g.

Obviously, this approach is only useful to the extent that there are many
collective-style procedures in real message-passing programs. We contend that such
procedures are ubiquitous. For starters, all of the official MPI collective functions are
collective-style, and the MPI collectives are widely used. As the ECP teams responded
in [16], 80% of them use MPI collective functions in their current applications and this

percentage increases to 82% for exascale version of their applications.



Furthermore, we have examined source code in two large, state-of-the-art MPI
applications: the Monte Carlo particle transport code OpenMC [95], and a module
(parcsr_ls) in the algebraic multigrid solver AMG [114]. OpenMC consists of over
24 thousand lines of C++ code, and the AMG module is over 35 thousand lines of C
code. Through a combination of static analysis and manual inspection, we confirmed
that every function in these codes either involves no MPI communication (in which

case the usual sequential contract techniques can be applied) or is collective-style.

1.2.2 A method for verifying collective contracts

The second contribution of this dissertation is a method for automatically verify-
ing that a collective-style function satisfies its contract. As explained above, deductive
reasoning is typically used for this sort of verification in the case of sequential programs.
The main advantage of deductive reasoning is that it can perform complete verification
for an arbitrary configuration of a program. But it costs the user’s effort in specifying
every single function and loop in the program with a contract and a loop invariant,
respectively, and possibly additional annotations specifying theories, lemmas, and so
on.

Instead of deductive reasoning, our method is based on model checking [23,82]
and symbolic execution [24,63]. The main advantage of this method is that it requires
no invariants or annotations beyond the procedure contracts, and given those it is
completely automated. Furthermore, in order to verify that a procedure f satisfies
its contract, it is not necessary to have contracts for all procedures called by f. The
called procedures without contracts will effectively be executed when verifying f. This
enables a very incremental approach to the specification and verification work.

The cost is that our method performs bounded verification—it requires small
bounds to be placed on the number of processes, and possibly on other parameters. If
the verification succeeds, it is theoretically possible that a contract could be violated

with a larger number of processes. The effectiveness of this approach relies on the



Small Scope Hypothesis [17,55,68], which posits that almost all defects can be found
by exhaustively exploring all possible behaviors in all small configurations of a system.

Both the contract theory and the verification method will be formulated in this
dissertation using a “toy” message-passing language, which we call MiniMP. Using a
simple language with a mathematically precise semantics is the best way to elucidate
the essential ideas, and also allows us to state and prove precise statements about the

soundness of the verification method.

1.2.3 An MPI Specification Language

The simple MiniMP language leaves out many of the “accidental” complexities of
C and MPI. These includes pointers and pointer arithmetic, specifying buffers through
void* pointers and byte-counts, use of multiple communicators, representing types
and reduction operations as values, and so on. A practical specification language for
message-passing programs must deal with all these issues.

As the third contribution of this dissertation, we present such a specification
language for C/MPI programs. The language extends the existing ACSL language for
sequential C. It adds new “MPIl-aware” primitives which realize many of the central
concepts that arise informally in the MPI Standard. These include the notion of a
region of memory specified by a void* pointer and size (i.e., a buffer); a predicate for
asserting that two buffers contain the same typed values; predicates that compare mem-
ory across different processes, and so on. The contract system supports a significant
subset of MPI, including standard mode blocking point-to-point communication, the
wildcards MPI_ANY SOURCE and MPI_ANY TAG, all blocking collective communication,
all kinds of pre-defined MPI data types and operations, and multiple communicators.

We believe this new specification language has significant practical potential,
even without a corresponding verification tool. For example, it could be used to make
formally precise the semantics of the MPI collective functions, which are currently
described using only natural language in the MPI Standard. It could also be used by

programmers simply to document the intended behavior of their code. The language



is sufficiently intuitive and readable that it can be easily understood by programmers

who are not experts in formal verification.

1.2.4 A Prototype MPI Contract-Based Verification Tool

The fourth contribution of this dissertation is an actual verification tool for
C/MPI programs specified using the language described above. The prototype tool
implements the theoretical verification approach, based on model checking and sym-
bolic execution, described in §9.3.

The tool was developed using a general verification framework, CIVL [101,117,
118]. The framework is based on an intermediate verification language, CIVL-C, which
provides a small set of generic concurrency primitives on top of standard C. We have
added an automatic transformer which consumes a C/MPI program with contracts
and produces a CIVL-C program. The CIVL-C program contains assertions and as-
sumptions, in such a way that if all assertions hold on all executions, then the original
contract must hold.

This prototype implementation was evaluated with a number of simple C/MPI
programs, including MPI collective implementations used by CIVL itself, advanced

MPI collective algorithms and typical MPI computational applications.

1.3 Outline

The dissertation is composed of three parts.

Part 1 includes chapters for preliminary information. Chapter 2 introduces
background knowledge and related work. Chapter 3 presents general notation that will
be used throughout the document.

In Part II, we describe a theory of message-passing contracts and their verifi-
cation using the simple MiniMP language. The syntax and semantics of the language
proper are formally described in Chapter 4. In Chapter 5, we present a specification
language for MiniMP and show how the correctness of a MiniMP program can be

expressed using this specification language. Chapter 6 presents an inference system,



which consists of four rules, for reasoning about MiniMP programs with specifications.
Chapter 7 presents a system based on that inference system for verifying MiniMP
programs, using model checking and symbolic execution techniques.

Part III focuses on bringing the theoretical approach to practice. Chapter 8 gives
an overview of the CIVL framework, on which a contract system for verifying C/MPI
programs will be built. In Chapter 9, we introduce our MPI contract language and the
implementation of an C/MPI contract system. Chapter 10 presents our evaluation of
the contract language and system. It also includes a discussion of the experimental
results.

Finally, we conclude this dissertation in Chapter 11.



Chapter 2

BACKGROUND & RELATED WORK

In this chapter, we give a summary on background and related research work.
The background knowledge includes an introduction to classical Hoare style verifica-
tion approaches for sequential (§2.1) and concurrent programs (§2.2), two semiformal
verification approaches: model checking (§2.3) and symbolic execution (§2.4), and the
MPI standard (§2.5). The state-of-the-art verification tools for message-passing paral-
lel programs, as well as their relations to this dissertation, are described in the second
part. The second part consists of three sections: §2.6 talks about automated model
checkers; §2.7 gives an overview on other automated tools, including static analyzers
and runtime verifiers; finally, existing deductive verification tools are briefly described

in §2.8.

2.1 Hoare Logic

Hoare logic [50] provides a proof system for deriving safety properties of sequen-
tial programs. It is the basis for deductive verification.

The key notion in Hoare logic is the Hoare triple, {P} S {Q}, where S is a
program statement, and P and @) are logic formulas. The formula P is called a pre-
condition, and (@) is called a post-condition. The Hoare triple is wvalid if the following
holds: whenever S is executed from a state in which P holds, if S terminates then @)
will hold in the resulting state.

Hoare’s original paper uses a simple “while” programming language which has
assignments, while loops, if and if-else statements, and sequential composition (;). A

set of inference rules are defined for reasoning about Hoare triples over this language.
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This rule set is called the Hoare calculus. Each inference rule has a set of premises—
Hoare triples assumed to hold—and a conclusion—the Hoare triple which one can
conclude holds given that the premises do.

Fig. 2.1 shows the inference rules in Hoare calculus. The rules are presented
in the standard syntax where the premises appear above the horizontal line and the
conclusion below the line.

The skip rule shows that a pre-condition will be preserved by a no-op.

The assignment rule has no premise. It states that the post-condition () of the
assignment a := e can be ensured, if the pre-condition is obtained by substituting a
with expression e in ).

The sequence rule states that if there is a condition that can serve as the post-
condition of a statement Sy as well as the pre-condition of another statement Sy, a
Hoare triple for the composite statement Sy;.S; can be inferred.

The consequence rule introduces a side condition, which is a logical formula over
the pre- and post-conditions of two Hoare triples. The rule states that for a statement
S, one triple can be inferred from the other if the side condition is valid.

The conditional rule expresses that a Hoare triple of a conditional statement
can be inferred from Hoare triples corresponding to the two branches.

The loop rule states that a Hoare triple of a while-loop can be inferred with a
condition I, if [ is an invariant of the loop body. This is the rule that makes proving
programs with Hoare logic hard. The problem is that there are an infinity of loop
invariants I (i.e., formulas I for which the premise of the loop rule is valid), but there
is no algorithm to find just the right loop invariant to make a proof go through. Most
program verification systems based on deductive reasoning require the user to provide
the loop invariants. This requires intuition about the program and experience.

Given appropriate loop invariants for each loop, the proof process of apply-
ing Hoare calculus to Hoare triples can be automated with the verification condition
generation (VCG) [10, 43, 74] technique. Given a Hoare triple, the VCG algorithm

automatically computes a set of formulas in the underlying logic with the property
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(P} skip (P} EP)

{Qle/a]} a := e {Q} (assignment)
{P} 50 {R}, {R} S1 {Q}
{P} So; 51 {Q}

(sequence)

m (consequence) if P= P ANQ = Q
{P/\ C} S() {Q}, {P/\ _'C} Sl {Q} (COHd)
{P} if C then Sy else S {Q}
{CAI}SA{I} (Ioop)

{I} while C do S {-C A I}

Figure 2.1: Inference rules of Hoare calculus.

that the validity of the formulas implies the existence of a Hoare logic derivation of
the triple. The key step in the VCG algorithm is the computation of the weakest
pre-condition (WP) of the statement with respect to the post-condition. Most of the

deductive verification tools for sequential programs are based on VCG.

Example 2.1. Figure 2.2 shows a derivation for a Hoare triple of a while program
using Hoare calculus. In this figure, auxiliary variables X and Y are used to represent
the values of x and y at the pre-state, respectively. Auxiliary variables are not part of a
program, hence they will retain their values in the post-state. The VCG computation
for this example is given in Fig. 2.3. Note that the term abs(x) in the code stands for
the absolute value of x. By VCG, the validity of the Hoare triple is represented by the

following condition:

(x=XAy=Y)= WP(if x >= 0 then y = x else y = -x, y = abs(x))

ie, (x=XAy=Y)=true

This verification condition is obviously true hence the Hoare triple is valid. [
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{x=XAy=Y} if x>=0 then y = x else y = -x {y = abs(x)} (cond 1, 2)
1 {x=XAy=YAX>0} y=x {y=abs(x)} (conseq 1.1)
1.1 {x=abs(x)} y = x {y=abs(x)} (assign)
2 {x=XAy=YANX<0} y=-x {y=abs(x)} (
(

1.2 {—x=uabs(x)} y = -x {y =abs(x)}

conseq 1.2)

assign)

Figure 2.2: The derivation of a Hoare triple. X and Y are auxiliary variables holding
the values of x and y, respectively, at pre-state. The symbol abs represents the absolute
value function in the underlying first order logic.

WP(if x>=0 then y = x else y = -x, x = abs(y)) (cond)
= x>0=WP(y = x, x=abs(y)) A (assign)
x<0=WP(y = -x, x=abs(y)) (assign)

= (x>0=x=abs(x)) N (x<0=x=abs(-x))

= true

Figure 2.3: The computation of the weakest pre-condition, WP(S,Q), for a given
statement S and desired post-condition Q).

Design by Contract™ [87] (DbC) is a methodology developed by Bertrand Meyer
for software correctness'. The idea of an important part of DbC is to use pre- and post-
conditions to document, as well as check the correctness of, program procedures. A pair
of a pre- and post-conditions for a procedure is called a procedure contract. Procedure
contracts are built-in constructs in the Eiffel [86] programming language. They can be
checked as assertions during runtime executions.

Procedure contracts is also absorbed by many programming languages for play-
ing the role of specifications. Why3 [38] and Boogie [10] are verification programming
languages with rich built-in specification constructs, including procedure contracts.
Both of them at the same time also refer to the deductive verifiers that can prove the

functional correctness of Why3 and Boogie programs, respectively, against procedure

1 The term was trademarked and the trademark is now owned by Eiffel Software.
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contracts and other kinds of specifications. There are other programming languages
adopt the idea of procedure contracts. For example, ACSL, JML [44] and Spec# [11]
are specification languages for C, Java and C#, respectively. Spark [9] is a dialect of
Ada for describing specifications. Dafny [72] is a programming language with built-in
primitives for specification.

A number of tools are developed for verifying programs with respect to procedure
contracts and other kinds of specifications. Such as the static verifiers powered by
Boogie, including HAVOC [8,69], the Spec# verifier and the Dafny verifier. Spark-
2014 [3] and Frama-C [30] with its plug-in WP [31] are the verification tools using
Why3.

2.2 Formal Methods For Concurrency

Hoare’s original logic is not suitable for specifying and proving concurrent pro-
grams. A Hoare triple describes a statement in terms of its input and output. However,
in a concurrent program, the behavior of a process executing a statement depends on
not only the input but also the behaviors of other processes that run in parallel. Be-
sides, Hoare logic cannot describe liveness properties, which are crucial for concurrent
programs.

Owicki and Gries [90], Lamport [70] and Takaoka [106] introduced extensions
to the original Hoare logic for proving properties of concurrent programs.

Owicki and Gries introduced a new technique in [90] based on Hoare logic for
proving safety properties of concurrent programs. In their work, concurrency is en-
abled by two general statements: (1) cobegin Sy // ... // S, coend means that
each statement S;, 0 < i < n, is executed by a separate process and all these processes
are run in parallel; (2) await B then S means that the process has to stop at §
unless B is true and once B is true, the process executes S in an atomic step. Formal
semantics for these two statements are defined with new Hoare-style rules. Then for a

concurrent program S that consists of the extended set of statements, the validity of

{P} S {Q} can be derived using the rules.
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The key idea in this work is the semantics of the cobegin ... coend statement,

{P1}S1{Q1},{P2}52{Q2}, ... are interference-free
{PLANPyA ..} cobegin Sy // Sy // ...coend {Q1 AQ2 A ... }

which is straightforward except for the term “interference-free.”

Given a cobegin S; // ... // S, coend statement. Suppose there are
Hoare logic derivations for {P;} S; {Q;}, for 1 <i < m. For each sub-statement S” of
S;, there is an assertion immediately precedes S’ in the derivation, denoted pre(S’). A
sub-statement 7" of S;, 1 < j < m, is said to not interfere {P;} S; {Q;}, if both of the

following hold:

1. T preserves pre(S’) for every sub-statement S’ in S;.

2. T preserves the post-condition Q); of .S;.

To prove the correctness of the cobegin statement, one must show that every
atomic sub-statement of S; cannot interfere S, for 1 < i # j < m. Usually, in order
to prevent a triple {P} S {Q} from being interfered, the user needs to weaken P to
accept the behaviors of other parallel statements.

Lamport [70] generalizes Hoare logic by refining the meaning of the triple
{P} S {Q} so that (1) P must be strong enough to guarantee that @ will hold upon
termination even if the execution starts from any location inside S; and (2) P must
remain true as long as the control is in S, where S is a concurrent program composed
of sequential statements as well as the cobegin statement used by Owicki and Gries.
There are three predicates that refer to program locations with respect to a statement
S: immediately before S, inside S and immediately after S. For a sub-statement S in
a cobegin structure, a strong enough pre-condition usually takes program locations of
different processes into consideration.

Takaoka [106] proves a triple { P} S {Q} for a parallel program S by analyzing a
program graph representing S, where vertices are sets of locations of running processes
and arrows bridging vertices are labeled by program statements. In addition, each ver-

tex has an associated assertion. Initial locations are attached with pre-conditions and
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final locations are attached with post-conditions. Then for every arrow, the assertion
of the destination vertex can be derived from the assertion of the source vertex with
respect to the statement labeling the arrow. The rules for the assertion derivation are
defined in Hoare style. The triple {P} S {@} is valid iff such a graph is successfully
constructed. In Takaoka’s work, parallel programs contain synchronizing statements.
A process p can “wait for” another process g by executing call until ¢ executes accept.
A similar program-graph-based analysis was done by Newton [88] earlier. In [88], pro-
gram locations can be used to express properties in assertions though the parallel
programs have no synchronizing statement.

A more intuitive approach [7] was investigated earlier by Ashcroft. Compared to
the Hoare-style based approaches described above, many researchers, including Lam-
port?, believe that Ashcroft’s approach is a better way to prove correctness of con-
current programs. In [7], safety properties of a concurrent program are expressed as
a global invariant, i.e., an assertion that is supposed to hold at any location of the
program. The proof is constructed by showing that every atomic step in the program
preserves the invariant.

A liveness property claims that a desired event must eventually occur during
an infinite execution of a program. Liveness properties involve the concept “eventu-
ally”. Temporal logic, which extends the ordinary logic with temporal operators such as
“henceforth” and “eventually”, is widely used to express liveness properties. There are
different techniques for proving liveness properties. The well-founded set approach was
originally applied by Floyd [39] and later adapted by Manna and Puneli in [80]. Other
examples include the proof lattice approach [91] and the rely-guarantee approach [104].

Modern tools for verifying concurrent programs in an axiomatic way include

2 Leslie Lamport comments on his publication number 23: “Ashcroft got it right.
Owicki and Gries and I just messed things up. It took me quite a while to figure
this out.” He comments on his publication number 40: “I think Ashcroft was right;
one should simply reason about a single global invariant, and not do this kind of
decomposition based on program structure.” from http://lamport.azurewebsites.
net/pubs/pubs.html#proving
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VCC [25], COMPLEX [4], KeY [13], Chalice [73] and VeriFast [56]. VCC is a static
verifier for concurrent C programs. The user of VCC needs to annotate invariants
and other specifications for programs. COMPLEX is a verification framework that
targets general imperative programming languages. It is based on the aforementioned
proof system proposed by Owicki and Gries. KeY verifies Java programs against their
specifications written in JML [44]. It generalizes Hoare logic for Java to the first
order Java Dynamic Logic. Chalice uses a permission based approach to reason about
multi-threaded concurrent programs. VeriFast utilizes separation logic [94] for verifying
multi-threaded C and Java programs.

Most of the extensions to Hoare logic for coping with concurrency problems
target the shared-memory concurrency. To the best of the author’s knowledge, only

very few such efforts were contributed to the message-passing concurrency.

2.3 Model Checking

Unlike the deductive verification techniques described in the previous two sec-
tions that can verify infinite state systems, model checking [23] is a technique for veri-
fying finite state systems. Although the technique is restricted to finite state systems,
model checking has the benefit of being performed automatically. In addition, model
checking is widely used for hardware verification because many hardware systems have
a finite number of states. Furthermore, one can convert an infinite state system to a
finite state system through a combination of abstraction and restriction. For example,
to apply model checking to a message-passing concurrent system, one can (1) abstract
the actual complex communication protocols to simple message channels [98-100], and
(2) bound the number of processes or the size of the message channels. In many
cases, errors in systems can be found by model checkers with small bounds on program
parameters.

Transforming a system to a finite state model is the first step of using model
checking. The second step is to give a specification, which is commonly in the form of

temporal logic assertions.
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A model checker verifies the satisfaction of a finite state model to a specification
by searching all reachable states in the finite state space of the model. A state space
is usually structured as a directed graph, where a node is a state and an edge is a
transition which alters a state in an atomic step.

Model checking is effective for verifying properties of concurrent systems. A con-
current systems can be abstracted to an interleaving model. In an interleaving model,
the real-world asynchronous executions are represented by nondeterministic choices on
atomic transitions. For example, the parallel execution of two atomic commands a
and b can be modeled as a nondeterministic choice over two transition sequences: a
followed by b or b followed by a.

A challenge in model checking is the state explosion problem. Typically, the
number of states grows exponentially when the number of components in a concurrent
system increases. Hence, many model checkers can only scale to programs whose inputs
are bounded with small concrete values. But model checking is still widely used to solve
real problems for two reasons. First, there is a belief in the Small Scope Hypothesis [55],
which states that most bugs can be found by exploring all possible program executions
with inputs, the number of processes/threads, and other program parameters being
bounded in small scopes. Second, many sophisticated reduction techniques allow model
checkers to only search in a sub-space of the full state space without loss of soundness.
For example, using the partial-order reduction (POR) technique [41,60,111], a model

checker usually only needs to explore one among a number of commutative transitions.

2.4 Symbolic Execution

Symbolic execution is an approach for testing and analyzing programs [63]. It
replaces the concrete program inputs with symbols, each of which represents a set of
concrete values. During the symbolic execution, a boolean formula, the path condition
(PC), is maintained. PC denotes the condition under which an execution path is

feasible. Symbols are also known as symbolic constants. Expressions over constants
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and symbolic constants are called symbolic expressions. In symbolic execution, PC and
variable values are all symbolic expressions.

Symbolic execution is able to explore all possible paths of a program that a
concrete execution may take unless there are an infinite number of them. Different
paths are generated from the different choices that a concrete execution can make at
branches. During the exploration of each path, PC initially is assigned the true value
and gets updated at each branch. The updated value is a conjunction of the old PC
value and the branch condition corresponding to the choice made in the path. Once
PC becomes unsatisfiable, the path being explored is infeasible and will be ignored
immediately. Automated theorem provers [12,26,33] are used to reason about symbolic

expressions during the exploration.

Example 2.2. Considering the following C code:

if (x >= 0)
y =%
else
y = =%

Suppose the variable x holds a symbolic expression X. A symbolic execution
engine will explore two paths for this code snippet: one path leads to a result where
the variable y has value X and its PC becomes X > 0; the other path leads to a result

where the variable y has value —X and its PC becomes X < 0. [

2.5 MPI

The Message-Passing Interface (MPI) standard specifies a library for writing
message-passing parallel programs in C/C++ and Fortran. This library includes a
large number of functions, constants, and data types. For an MPI program, every
process has its private storage but shares nothing with others. Communication among
processes is carried out by transferring data using different MPI functions. By far the

most common way that it is done, an MPI program is written, compiled, and linked
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to generate an executable file. The program is executed by instantiating a number of
processes, each of which runs a copy of the executable.

In MPI programs, a communicator is an abstraction of a “communication uni-
verse” for processes. A communicator comprises an ordered group of n (1 < n) pro-
cesses. Processes are identified by 0,1,...,n — 1. The numerical identifier of a process
in a communicator is called the rank of the process. A process may belong to multiple
communicators and is assigned different identifiers in each of them. But there is a
default communicator, named MPI_COMM_WORLD, which contains all processes that are
invoked when a program is launched. The rank of a process in the default communi-
cator can be used as the unique ID. By branching on process ranks, different processes
may behave differently even though they run the same program.

Communication operations are performed through communicators. Conceptu-
ally, a communicator includes a set of message channels. Every message channel can
be identified by an ordered pair (i,j) (0 < 4,5 < n). In general, a channel behaves
like a First-In-First-Out (FIFO) queue for buffering messages that were sent from a
process ¢ but have not been received by process j. When a process receives an message
with a specific message tag, it attempts to pull out the first message matched the tag
in the corresponding channel. If a wildcard message tag (MPI_ANY_TAG) is used for
the receive operation, the message channel behaves in exact FIFO order, i.e., the first
message in the channel will be dequeued.

In MPI, communication can be nondeterministic. A process can perform a
receive operation without specifying an exact sender by using the pre-defined constant
MPI_ANY_SOURCE as the source argument. Such a receive operation is called a wildcard
receive. Conceptually, a wildcard receive performed by process ¢ nondeterministically
chooses an integer j (0 < j < n) for which channel (j,7) contains a matching message.

It then dequeues the first such message from the channel.

Example 2.3. Figure 2.4 is a simple C/MPI program. Constructs defined in the
MPT library all start with an “MPI_" prefix. MPI_COMM_WORLD is the constant that
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1 #include <mpi.h>
2 int main(int argc, char *argv[]) {
3 int rank, dat = O;
MPI_Init(&argc, &argv);
MPI Comm_rank(MPI_COMM_WORLD, &rank); //gets the rank of this process
if (rank == 0)
MPI Send(&dat, 1, MPI_INT, 1, O, MPI_COMM_WORLD);
else if (rank == 1)
MPI Recv(&dat, 1, MPI_INT, O, O, MPI COMM WORLD, MPI_STATUS IGNORE);
10 MPI Finalize();
11 }

© w0 N O O b

Figure 2.4: A simple C/MPI program. Process 0 sends and process 1 receives a message.
The remaining processes perform no operation.

refers to the default communicator. The MPI_Init function initiates the message-
passing environment. Every process can obtain its rank in a communicator by calling
MPI Comm_rank. The MPI_Finalize function terminates the environment.

In this example, the process of rank 0 sends a message to the process of rank
1. The point-to-point (P2P) communication is carried out by a pair of standard P2P

send and receive functions:

1. the MPI_Send function (at line 7) sends the data, which is stored in dat and of
the size of one MPI_INT, to the process of rank 1 in the default communicator
with a tag 0.

2. the MPI_Recv function (at line 9) receives the message tagged by 0, in which the
data is expected to be no larger than the size of one MPI_INT and will be saved
in dat, from the process of rank 0 in the default communicator.

No communication action is performed by any other process. [

2.6 Model Checkers for MPI

Many automated formal verification tools for MPI are based on model checking
[23]. ISP [109] and DAMPI [113] are dynamic MPI model checkers. They actually
execute the MPI program being verified but exhaustively rearrange different schedules
so that eventually all possible schedules will be covered. These schedules differ in

the matches of MPI send and receive operations, as well as the choices made at a
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nondeterministic point (e.g. wildcard receive or MPI_Test). ISP and DAMPI support
a wide range of MPI primitives, including blocking and non-blocking point-to-point
communications as well as collective communications. They are able to check deadlock
freedom and other safety properties for MPI programs.

The advantage of such dynamic model checking approaches is that each schedule
can be explored almost as fast as running the parallel program in a sequential way.
Nevertheless, these model checkers can only verify a program for a single concrete
setting at a time, i.e., both the number of processes and the program inputs have to
be concrete.

The model checking technique can be combined with symbolic execution [63].
With symbolic execution, a model checker can verify an MPI program for arbitrary
program inputs. MPI-SV [116] uses a symbolic execution engine to explore paths of
an MPI program by letting processes execute in a round-robin manner. These paths
cover all possible choices that processes can make at different branches while contain
a small amount of interleavings of processes. Once a violation-free path is explored,
a Communicating Sequential Processes (CSP) [51] model will be generated from the
path. The model is then fed to a CSP model checker, which explores all alternative
interleavings and nondeterministic choices that could be made along the path. MPI-SV
verifies MPI programs for deadlock freedom and user-customized properties expressed
in temporal logic.

MOPPER [40] and HERMES [62] are similar to MPI-SV. They generate SAT
formulas from an execution of an MPI program. The SAT formulas encode the deadlock
freedom problem. If all the SAT formulas are proved valid, the corresponding path is
free of deadlock regardless of the possible interleavings or MPI communication matches
that can happen along that path.

MOPPER generates SAT formulas from only one execution so it does not guar-
antee to cover all possible paths. It means that MOPPER cannot deal with multi-path
programs. A multi-path MPI program contains branches that depend on program in-

puts or wildcard receives. For a multi-path MPI program, two different runs may result
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in different paths.

HERMES generates SAT formulas for all the paths that are explored by a sym-
bolic execution engine hence it is sound for multi-path programs.

MPI-SV, MOPPER and HERMES leverage the symbolic execution technique
to cover all possible choices that processes can make at different branches. But none of
them utilizes symbolic execution for verifying functional correctness of MPI programs.

Other tools such as MPI-Spin [99], TASS [102], and CIVL [79] combine model
checking and symbolic execution by having symbolic expressions as values in states.
In addition, a path condition is associated to each state, which is a boolean symbolic
expression. The model checker ignores a state if its path condition is unsatisfiable. Au-
tomated theorem provers are used to reason about the symbolic expressions. MPI-Spin
provides libraries in the Promela language for MPI primitives and symbolic operations.
To use MPI-Spin, the user needs to write a model for an MPI program in Promela with
the provided libraries. Properties of the program can be customized in temporal logic.
The model is eventually checked by the Spin model checker [52].

CIVL uses an intermediate verification language, CIVL-C, to model various con-
currency APIs, including MPI. MPI programs are automatically translated to CIVL-C
programs and then sent to a CIVL-C verifier. TASS is the predecessor of CIVL.

The Spin model checker has been highly optimized to the Promela language. So
for an MPI program, MPI-Spin is able to explore many more states than CIVL within
the same amount of time. There is less chance for the CIVL verifier to be optimized for
a specific concurrency API due to its generality to multiple such APIs. Although CIVL
cannot run as fast as MPI-Spin, CIVL outperformed MPI-Spin in same cases [79] due
to CIVL’s effective POR algorithm. Moreover, CIVL can deal with programs using not
only different concurrency APIs but also the combinations of them.

Because of the use of symbolic expressions, program inputs can be as general
as unconstrained symbols, and program outputs are consequently expressions over
those symbols. By asserting on the outputs, functional correctness of programs can

be verified. One disadvantage of such an approach is that operations on symbolic
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expressions are more expensive than operations on concrete values.

A common challenge that model checkers confront is state explosion. Typically,
the number of states in the state space of a program grows exponentially with the
number of processes. In addition, model checkers require the state space to be finite.
So the number of processes as well as some of the program inputs have to be bounded.
Model checking based tools for monolithic verification usually cannot be scaled to
verify large codebases with realistic configurations. Therefore, we propose a composite
and modular approach in this dissertation. One of the motivations of our approach is
to divide the verification problem of an MPI program into a number of smaller and

independent sub-problems.

2.7 Static Analysis and Runtime Verification for MPI
2.7.1 MPI Static Analyzers

Compared to model checkers, static analysis tools reason about programs for
arbitrary inputs and usually have better scalability. A common limitation to static
analysis approaches is that the analyzed result is not always exact because of lack of
dynamic information. Moreover, static analysis tool developers often face the tradeoff
between precision and efficiency.

MPI-Checker [35] is a static analyzer for MPI programs that was built on the
Clang Static Analysis [22] framework. It can check various MPI-specific errors with a
close to zero false positive rate, such as deadlock caused by communication mismatch,
invalid type of arguments to MPI calls and incorrect message buffer referencing. The
analysis is performed on an Abstract Syntax Tree (AST) of an MPI program. MPI-
Checker was applied to MPI applications, some of which have tens of thousands of
lines of code.

In addition to the AST, the Control-Flow Graph (CFQG) is a typical abstraction
of a program where static analyzers perform data-flow analysis. In [21], the authors
propose an analysis approach on CFG for Erlang [6] message-passing programs. The

message-passing model in Erlang is very similar to the conceptual model of MPI used
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in this dissertation. Analysis is performed on a communication graph, where a vertex is
the CFG of a function that may be run by a separate process at runtime, and a directed
edge corresponds to a message channel for the two connected processes. This analyzer
is able to detect message-passing related errors such as deadlock caused by a receive
without a matching send, or potential deadlock caused by a send without a matching
receive. The analysis is approximated, i.e., neither the detection of all deadlocks nor
the freedom of false alarms can be guaranteed.

The concept of CFG has been extended for representing concurrent programs.
The PARCOACH [53] static analyzer relies on Parallel Program Control Flow Graphs
to detect collective errors of parallel programs using concurrency APIs such as MPI.
A collective error in MPI programs is a mismatch of MPI collective functions. PAR-
COACH is efficient in analyzing large HPC applications but may produce false positives
and false negatives. To avoid false positives or false negatives, studies [20, 105] have
been made toward improving the precision of static analysis for message-passing via
extending CFGs.

Authors of [115] combines the static analysis and symbolic execution approaches
for detecting anomalies [19]. An anomaly is a suspicious code that does not meet
the expected coding style. Most anomalies are true program defects. Other cases
include coding-style violations or inelegant code. For MPI programs, anomalies can
reveal true MPI defects including deadlock caused by communication call mismatch,
message buffer type mismatch and simultaneous accesses to a same message buffer.
This approach first performs static analysis to a whole MPI program and collects
MPI-related control flow information. Then, symbolic execution is only performed to
program segments specified by users. The biggest advantage of this approach is that
the partially applied symbolic execution largely increases the precision of the analysis
while mitigating the path explosion problem. Another advantage is that the symbolic
execution task on each code segment is independent hence there is a potential to
parallelize these tasks. One disadvantage of this approach is that an anomaly is not

equivalent to a defect so that false alarms will be reported.
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In general, static analyzers may report both false positives and false negatives.
Most of the static analyzers detect a set of pre-defined errors but cannot check the
functional correctness of programs.

Many static analysis approaches are not monolithic. For example, [115] applies
symbolic execution to program segments instead of a whole program. Our composite
and modular verification approach performs model checking and symbolic execution
to program segments as well. Unlike [115], our approach does not include a static
analysis prephase, hence we have to assume a weaker condition at the beginning of
every symbolic execution, compared to [115]. For example, we assume that a pointer
value can be arbitrary while [115] has a concrete set of candidate pointers. We will

explore the possibility of combining static analysis with our approach in the future.

2.7.2 MPI Runtime Verification

There are runtime verification tools, such as Marmot [66] and its successor
MUST [49]. MUST intercepts MPI calls during the execution of an MPI program
and collects the state of MPI communication operations. After the execution, the tool
studies the wait-for dependencies among processes and determines if MPI-related er-
rors, such as deadlock or message type mismatch, can happen in alternative executions.
Compared to the actually observed execution, alternative executions may have different
interleavings, different matches for MPI wildcard receives or different results returned
from MPI_Test. Runtime verification tools, such as MUST, are generally more scalable
than static analysis based tools. Besides, this kind of tools benefit from dynamic infor-
mation, so it does not report a false alarm. However, based on the observed runtime
executions, there is no guarantee that all analyzed alternative executions are complete.
Therefore, a runtime verification tool may miss a defect if the defect is not revealed in
the executions to which it is applied.

Runtime verifiers are efficient in catching a large number of program defects
but may miss corner cases. Besides, they cannot verify the functional correctness of a

program.
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2.8 Deductive Verification for MPI

The related work described in previous sections all have a certain degree of
automation: no human effort is required during the verification and little knowledge
about verification is needed. On the other hand, these approaches face limitations.
First, they have to balance between precision and scalability. In addition, these ap-
proaches verify programs only against a set of pre-defined properties (e.g., deadlock
or runtime error freedom). Some tools accept customized assertions or temporal logic
formulas. But in general, verification against a user-defined specification is not well
supported.

In contrast, deductive verification approaches can formally verify the confor-
mance of a program to a specification for arbitrary program inputs. The user is re-
sponsible for providing a specification and usually is required to interact with the
verification tools to guide the verification.

ParTypEs [76] verifies an MPI program with a protocol. A protocol consists of
vectors of term types. A subset of MPI operations, such as standard send and receive
functions and collective functions, can be represented by term types. Well-formed
term types are deadlock-free. Whether a protocol is well-formed is decidable and will
be proved by SMT solvers.

VCC [25] is the underlying theorem prover used by ParTypes. To verify the
conformance of an MPI program to a protocol, PARTYPES translates the protocol to
VCC contracts and then feeds both the program and the contracts to the VCC verifier.
In addition to a protocol, the user needs to annotate branches in the program to inform
the verifier about the control flow.

ParTyPES’s protocol language cannot express the functional correctness of a
program. Furthermore, PARTYPES cannot deal with MPI_ANY_SOURCE. The subset of
MPT supported in PARTYPES is deterministic, i.e., given the same inputs, the way that
the send and receive operations are matched is always the same. In this dissertation,
we will show that our approach becomes much more efficient if we assume that an MPI

program is free of wildcard receives.
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In [89], Oortwijn et al. present their work for specifying and verifying MPI
programs modularly. They use process algebra [14] terms, which are named futures,
to model MPI operations. The user can use futures to “predict” (or specify) the
communication behavior of each procedure in an MPI program for arbitrary inputs.
Whether a procedure conforms to its futures is proved by Hoare style reasoning. The
global communication correctness is carried out by a model checker in the mCRL2 [29]
tool set, which reasons about all the futures for an arbitrary number of processes.
The current state of this work is preliminary: only a limited set of MPI primitives
are supported, including standard send and receive operations and a few collective
operations. Receiving from “any” source is supported.

Compared to this “future-based” contracts, our approach attempts to minimize
the communication details involved in contracts and encourages the user to pay more
attention on expressing the functional correctness properties.

A different preliminary work for message-passing deductive verification is done
by Luo et al. [78]. The authors verify a simple message-passing program with contracts
and a global invariant. The approach used in this work was originally proposed by
Ashcroft in [7]. The verification is complete, i.e., both termination and functional
correctness of the program is proved for arbitrary inputs and number of processes.
The cost of such completeness is a significant amount of user effort. The user has
to provide a global invariant, function contracts, and loop invariants to the program.
Figuring out a proper global invariant is hard. The deductive reasoning, which shows
the global invariant is preserved by every program statement, is done by Frama-C/WP.
Although the tool is automated, authors spent much time in manually guiding the proof
with intermediate assertions.

Being different from Frama-C/WP, which is based on VCG techniques, our
approach uses model checking and symbolic execution, hence it has a higher degree of
automation: contracts on functions and loops are optional. For the code that has no

contract, it will just be simply executed.
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Chapter 3

NOTATION

The following notation will be used throughout this dissertation.

Let X and Y be sets. X — Y denotes the set of functions from X toY. X x V
denotes the Cartesian product of X and Y, i.e., the set of ordered pairs (z,y), with
reXandyeY.

Let Z be the set of integers and N = {0, 1,...} be the set of natural numbers.
For n € N, we use [n] to denote the set of natural numbers {0,1,...,n — 1}. [0] is an
empty set.

Let S be a set. The power set of .S, i.e., the set of all subsets of S, is denoted
§2(S). The set of all finite sequences of elements of S is denoted S*. Formally,

S*=J(n] = 9).
n>0
However, we will often use the standard notation sys; ---s,_1 to denote the sequence
€: [n] — S such that £(i) = s; for 0 <i < mn.

Let & = s9$1---Sp,—1 be an element of S*. The length of £, denoted [£], is
n. The empty sequence, i.e., the unique element in S* of length 0, is denoted e. If
¢ =sp---s,_; is also an element of S*, then the concatenation of £ and (, denoted
£o(, is the sequence s - - - S,_15y -+ - b, 1. Note |EoC| =n+m. If || > 0/, head(&) = s¢
and tail(§) = s,_;. (Note head(e) and tail(e) are undefined.)

There are various structures, e.g., sequences, tuples and expressions. Let t be
some structures. A substitution notation, t[a’/al], denotes the structure of the same

type as t that is obtained by substituting all appearances of a with o’ in t.
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Let X and Y besets. Let f: X - Y,a€e XandbeY. fla—b: X =Y
denotes a function defined by:
b ifa=c
fla = b](c) =
f(c) otherwise.
Let ¢ be a tuple and ¢ a component of t. Let ¢ be a structure of the same type
as ¢. We use t[c := (/] to denote the tuple that is obtained by changing ¢ of ¢ to ¢.
Let A, B and C be formulas in a logic. An inference rule has the form %
It means that if the premises A, B, ... are derived, the conclusion C can be derived.
Propositional logic operators are written as follows: A denotes and, V denotes
or, = denotes negation, = denotes implies. In addition, Vx € X.p denotes a universally
quantified expression, where x is a bound variable, X is the domain of x, and p is a
predicate. Similarly, 3z € X.p denotes a existentially quantified expression.
Let [ be a variable, and let s and e be mathematical expressions. We use “let
[ = s in e” to denote the expression resulting from replacing every occurrence of [ with

sin e.
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Part 11

THEORY
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Chapter 4

THE MINIMP PROGRAMMING LANGUAGE

In this chapter, we introduce a “toy” message-passing programming language—
MINIMP for the purpose of focusing on message-passing only. Real programming
languages have too much complexities, such as pointers and memory allocations in C
language, that are essentially irrelevant to the theory of our approach.

MINIMP contains a minimal set of basic primitives that are common in most
of the imperative programming languages, such as C or Java. There are procedures in
MINIMP because this dissertation is about decomposing a program into procedures.
Procedure parameters are all pass by value. There are also arrays since they play one of
the most important roles in many algorithms. To keep the syntax of MINIMP simple,
this language is dynamically typed.

For message-passing, MINIMP provides the basic send and receive operations.
Unlike MPI, in MINIMP, messages have no tag and there is a single communication
universe for all processes. MINIMP does allow the use of wildcards in receive opera-
tions.

MINIMP will be used to illustrate the idea of our approaches through Part 11
of this dissertation. The syntax of MINIMP is given in §4.1. We describe an abstract
representation, called the “MINIMP model”, of this language in §4.2. The semantics

of MINIMP is then defined using the MINIMP model in §4.3.

4.1 Syntax
Figure 4.1 shows the grammar of MINIMP. The grammar is defined to be general
in a way that it is actually parameterized. We leave ... in the definitions of Constant,

unary operator Un0Op, and binary operator Bin0Op for marking that these non-terminals
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List-of-T =7 (, T)* |

Constant := true | false | IntegerLiteral | ...

UnOp =-|1t]..

BinOp =+ |- x|/ =|1=]&]| I |==>]..

Ezpr PID | NPROCS | Constant | ( Ezpr ) | LEzpr | len ( LEzpr )

UnOp Ezpr | Ezpr BinOp Ezpr | new [ Ezpr ] | { List-of-Ezpr }
LExpr Identifier | LEzpr [ Ezpr ]
Statement := LEzpr = Ezpr ;
| if ( Ezpr ) Statement (else Statement)?
| (LEzpr =)? Identifier ( List-of-Eapr ) ;
| while ( Ezpr ) Statement
| send Ezpr to Ezpr ;
| recv LEzpr from Ezpr ;
| recv LEzpr from any LEzpr ;
| return Ezpr ;
| { Statement* }

Procedure := fun Identifier ( List-of-Identifier )
{ (var Ltst-of—Identtftef)? ; Statement* 3
Program = (var Ltst—of—Identtfter)? ; Procedure+

Figure 4.1: The grammar of MINIMP. An Identifier is a character sequences. An
IntegerLiteral is an integer literal. An { List-of-Constant } is an array literal.

are extend-able. Extending the grammar with any other kind of constants (e.g., real
number literals), unary operators (e.g., increment) or binary operators (e.g., logical
exclusive or) results in a new MINIMP language and the theory introduced in this
dissertation is still applicable to every such MINIMP language. For this dissertation,
... can be ignored since Fig. 4.1 contains all the primitives that we will use.

We use the word procedure for the MINIMP construct, and the word function for
a mathematical function. A MINIMP procedure can return a value, and may modify
global variables. A MINIMP program consists of procedures and sets of variables.
There must be an “entry” main procedure. Variables declared outside of any procedure
are called global variables. Variables declared inside the procedures are called local
variables.

A MINIMP program is executed by specifying a number of processes, each of
which executes a separate copy of the program starting from the main procedure.

(This is similar to the usual usage of MPI.) There is no variable that is shared by
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multiple processes. Each process is assigned a unique ID. The IDs are consecutive
integers 0,...,n — 1, where n is the number of processes. A process can access its own
ID and the total number of processes through pre-defined constants PID and NPROCS,
respectively. Processes interact through the communication statements: the send expr
to dest and recv expr from src is a pair of basic statements for sending a value to
or receiving a value from a specific process; in addition, MINIMP provides a wildcard
receive statement recv expr from any src, which receives a value from “any” possible
sender in a nondeterministic way. The actual sender’s ID will be assigned to src.

In MINIMP, an array is a finite sequence of values. The expression new [m]
returns a new array of length m, in which every element has an “undefined” value.
Array elements can be accessed through the subscript expression a[:i], with an array
a and an index i. The expression len(a) represents the length of an array a. The
binary operation ==> stands for logical implication.

Other kinds of expressions and statements in Fig. 4.1 are common in many

imperative languages, like C or Java.

Example 4.1. Figure 4.2 shows a MINIMP program that uses a bcast procedure. In
this procedure, process root sends a variable dat to all other processes. Every other

process receives the variable from process root. The received variable is returned. [

Example 4.2. Figure 4.3 shows a MINIMP program that uses a gather procedure. In
this procedure, process root receives values from other processes in a nondeterministic
way. The received value will be stored in an element of the array dat with the index
being equal to sender’s ID. Every other process simply sends a value to process root.
On the process 0, the array holding values gathered from all processes will be returned.

On all other processes, the returned value is “undefined”. [

Example 4.3. Figure 4.4 shows a MINIMP program that uses a scatter procedure.
In the scatter procedure, the process root sends every i-th element in an array to

the process ¢. Every other process simply receives a message from the process root.
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1 fun bcast(dat, root) { 14 fun main() {

2 var i; 15 var buf;

3 if (PID == root) { 16 if (PID == 0) {
4 i=0; 17 buf = 0;

5 while (i < NPROCS) { 18 }

6 if (i != root) 19 buf = bcast(buf, 0);
7 send dat to i; 20 return buf;

8 i=1i+1; 21 F

9 }

10 } else

11 recv dat from root;

12 return dat;

13 }

Figure 4.2: A MINIMP program in which the main procedure (right) uses the bcast
procedure (left). By the end of an execution of this program, each process will have
value “0” in its variable buf.

Eventually, the process root returns the root-th element in the array buf, and every

other process returns its received value. [

4.2 The MiniMP Model

In this section, we define an abstract representation for a generic MINIMP pro-
gram. We call such an abstract representation a MINIMP model. A MINIMP model
accurately represents a MINIMP program while minimizing the information that is

needed for execution.

Definition 4.4. A MINIMP wvocabulary is a tuple V = (Procedure, Var, Global, locvar),
where

e Procedure is a set of procedure names,

e Var is a set of variables,

e Global C Var is the set of global variables, and

e locvar : Procedure — §2(Var) is a function which, given a procedure name, returns
the set of local variables for that procedure

such that
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1 fun gather(val, root) {
2 var i, y, dat;

3 if (PID == root) {

4 i=0;

5 dat = new [NPROCS];
6 dat [root] = val;

7 while (i < NPROCS) {
8 if (i '= root) {

9 recv val from any y;
10 datly] = val;

11 }

12 i=1i+1;

13 }

14 } else

15 send val to root;

16 return dat;

17 }

18 fun main() {

19 var buf, result;

20 buf = PID;

21 result = gather(buf, 0);
22 return result;

23 }

Figure 4.3: A MINIMP program in which the main procedure (right) uses the gather
procedure (left). By the end of an execution of this program with n processes, the
process 0 will have a sequence of values “012...(n — 1)” in its variable result.

1 fun scatter(buf, root) {

2 var i, result;

3 if (PID == root) {

4 i=0;

5 while (i < NPROCS) {
6 if (i == PID)

7 result = bufli];
8 else

9 send bufl[i] to i;
10 i=1i+1;

11 }

12 } else

13 recv result from root;
14 return result;

15

15 fun main() {
16 var buf, result, i;
17 if (PID == 0) {

18 buf = new [NPROCS];
19 i=0;

20 while (i < NPROCS) {
21 buf[i] = 1i;

22 i=1i+1;

23 }

24 }

25 result = scatter(buf, 0);
26 return result;

27 }

Figure 4.4: A MINIMP program where the main procedure (right) uses a scatter
procedure (left). By the end of an execution of this program, the process ¢ will have

wpm
7

value in its variable result.
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e Vf € Procedure, locvar(f) N Global = (), and
e Vf g € Procedure, f # g = locvar(f) Nlocvar(g) = 0. O

Definition 4.5. Given a vocabulary V = (Procedure, Var, Global, locvar), the set of pro-
gram expressions over Var is denoted Expry,, and the set of program expressions of

boolean type over Var is denoted BExpr,,. [

We next define the atomic statements that will be used to label transitions in a

program graph representation.

Definition 4.6. Given a vocabulary V = (Procedure, Var, Global, locvar), the set of

atomic statements over V, denoted AStmty,, consists of elements of the following forms:
1. skip
2. return e to x

3. x =e€

=~

send ey to e
5. recv ey from e
6. recv ¢y from any e;

7. 0d (e, ...)

with z, e, eg, e; € Expry, and id € Procedure. Besides, z must be an expression such that
it is allowed to be at the left-hand side of an assignment by the MINIMP grammar.
The skip statement is simply a no-op. The return e to x statement assigns the returned
value from the last call to x. Atomic statements 3-7 are MINIMP program statements.
Remark that the statement 7 means that the entering from a call site to the starting
location of a called procedure is atomic. The execution of the whole body of a called

procedure is not atomic. [
Procedures in a MINIMP program is modeled as procedure graphs.

Definition 4.7. Let V = (Procedure, Var, Global, locvar) be a vocabulary, and let f €

Procedure. A procedure graph for f is a tuple
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(Loc, Iy, T),
where
e Loc is a set of program locations,
e [, is the start location, and

o T C Loc x BExpry, x Loc x AStmty is a set of local transitions.

Let (I,¢,0',a) € T. The location [ is called the origin of the transition, !’ is the target.
The boolean expression ¢ is the guard of the transition, and a is the atomic statement

of the transition. The variables that occur in ¢ and a must belong to Global U locvar(f).

[]

Local transitions that model conditional statements or recv statements have
non-trivial guards. For example, a recv statement shall block the execution if there is
no message that has been sent to but not received by the receiver. To express guards
of recv statement, we extend the definition of BExpry (given in Def. 4.5) with new
elements of the two forms: empty(src) and allempty. When these two kinds of boolean

expressions are used in guards of local transitions,

1. empty(src) means that the message channel from src to the process associated
with the local transition is empty; and

2. allempty means that the message channels from all processes to the process asso-
ciated with the local transition is empty.

Suppose there is a state s where a process p is at a location [. If there is a
local transition (I, ¢, ', a) such that the guard ¢ is true at s for p, p can execute the
statement a in one step. The execution of a by p from s leads to a new state where p
is at the location [’.

We next describe how to translate a procedure in a MINIMP program to a
procedure graph.

We need a translation process that has such properties: (1) the translation

result of a Statement in the body of a procedure f must represent a sub-graph of the
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procedure graph of f; and (2) the translation result must have a unique pair of entry
and exit locations. Figure 4.5 shows such a translation process transStmt(/, S) using a
pseudocode. The transStmt takes an entry location [ and a Statement S, and returns
a pair (I, T) where I’ is the exit location and T is a set of local transitions. In Fig. 4.5,
integers are used to represent locations.

Note arecv v from e statement is guarded by 'empty(e), and a recv vy from
any v; statement is guarded by !allempty.

Given a MINIMP procedure f, a procedure graph of f can be constructed as
(Loc, Iy, transStmt(ly, {SpS1 ... })), where {S3S; ...} is the body of f, [y is the entry

location, and Loc is the set of the locations used in transStmt(ly, {SoS ... }).

Example 4.8. We present the procedure graph of the bcast procedure in Fig. 4.2 as
an example here: ({0,---12},0,7T), where

T ={

PID == root, skip, 1),

i < NPROCS, skip, 3),
true, send dat to i, ),

(1, true, i = 0, 2),
(3,
(5,
i == root, skip, 6), g
(
(

i = root, skip, 4),
rue, skip, 7),
rue, skip, 7),

o, t

6, t

8, true, skip, 2),
0

9

true,i = i + 1, 8),

7,

2, i >= NPROCS, skip, 9), , PID != root, skip, 10),
10

1

, lempty(root), recv dat from root, 11), , true, skip, 12),

1 true, skip, 12),

(0,
(2,
(4,
(3,
(
(2,
(
(

Figure 4.6 visualizes this procedure graph. [

Definition 4.9. A MINIMP model M over a vocabulary (Procedure, Var, Global, locvar)

is a tuple:

M = (main, pg),
where
e main € Procedure: the main procedure

e pg is a function that maps from Procedure to procedure graphs. [
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Input: integer [, Statement S
Output: ordered pair (integer [, transition-set R)
begin transStmt(l, 5)
R + 0;
if S is an assignment, a return, or a send statement then
R <+ {(l,true, S, 1+ 1)};
[+1+1
else if S is recv ¢y from e; then
R <+ {(I, 'empty(e1), S, + 1)};
[—1+1
else if S is recv ey from any e; then
R <+ {(l, 'allempty, S,l + 1)};
[+1+1
Ise if Sisz = f(...) then

let e be the return expression of f in
R« {(l,true, f(...), 14+ 1), (I + 1,true,return e to z,l + 2) };

)

l—1+2
else if Sis {S;...S5,_1} then
foreachi:0 .. n—1do
(I, Ry) < transStmt(l, S;);
R+ R, UR
end
else if S is if (e) Sy else S; then
entry < [;

R+ {(entry, e, skip,l + 1)};

(I, Ry) < transStmt(l + 1, .Sp);

R+ Ry UR;

exity < [;

R <+ RU (entry, 'e,skip,l + 1);

(I, Ry) < transStmt(l + 1,.57);

R+ Ry UR;

exit; < [;

R <+ R U {(exity, true, skip, [ + 1), (exit;, true,skip,[ + 1)};

[+ 1+1
else if S is while (e) Sy then

entry < [;

R «+ {(entry, e, skip,{ + 1)};

(I, Ry) < transStmt(l + 1,.S));

R+ RyUR;

R <+ RU{(l, true, skip, entry), (entry, le, skip,l + 1)};

[+~ 1+1
end

return ([, R)
end

Figure 4.5: The pseudocode definition of the translation process.
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PID == root true i < NPROCS i != root
0 - 1 - 2 - 3 . 4
skip i=0 skip skip
i >= NPROCS i == root true
PID !=root . .
_ skip skip| send dat to i
skip
10 9 6
true
lempty(root
pty(root) skip
recv dat from root
true
11 - 12 8
skip

Figure 4.6: Procedure graph of the bcast procedure in Fig. 4.2. Boxes are program
locations. Arrows are labeled by an atomic statement and a guard (in red). Trivial
statement skip and trivial guard true are omitted. Two boxes, including the arrow
that connects them, represent a local transition. The bold boxes 0 and 12 are the sole
entry and exit, respectively.

A MINIMP model can be converted from a MINIMP program by converting
every procedure in the program to a procedure graph using the well-defined translation

process described above.

4.3 Semantics
4.3.1 Process States and Global States
In a state of a MINIMP program, variables hold values corresponding to a

domain.

Definition 4.10. The domain Val that contains a special value UNDEF that stands
for undefined values, integers, boolean values and sequences of values are defined re-

cursively by

Valp = {UNDEF} UZUBU...,
Val;y1 = Val; for ¢ > 0, and

Val=ValpuVal;uValbUu... . O
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Recall that MINIMP is extend-able, therefore the base values in a domain must
at least include UNDEF, Z and B, and more is possible. In Def. 4.10, Val; is the set of
values of i-dimensional arrays, ¢ > 0.

A frame is an entry in a process’s call stack. It stores information about the
current procedure for that process: the location within the procedure’s program graph,

and the values of the procedure’s local variables.

Definition 4.11. Let (Procedure, Var, Global, locvar) be a vocabulary, Val be a domain,

and M = (main, pg) be a MINIMP model. A frame of a procedure f in M is a tuple:

(I, mem),
where
e [ is a location in pg(f).

e mem: locvar(f) — Val is a local memory.

Let Framey ¢ be the set of all frames of f in M. Let Framex be the set of all frames

of all procedures in M. [
The state of a single process is called a process state.

Definition 4.12. Given a vocabulary (Procedure, Var, Global,locvar), a domain Val,

and a MINIMP model M. A process state is a pair:

procState = (stack, gmem),
where
1. stack € Framey, is the call stack, which is a sequence of frames.

2. gmem: Global — Val is a global memory. [

In a process state, the last element of its stack is the top of the call stack. The
current location of a process in a state is the location in the top of the call stack.

Let n be a positive integer. Recall that [n] is the set of all integers between 0
and n — 1, inclusive. Now we define a state of a MINIMP program with n processes,

each of which is identified by a unique integer in [n].
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Definition 4.13. Let (Procedure, Var, Global, locvar) be a vocabulary, Val be a domain,

and n be a positive integer. A state with n processes is an (n + 1)-ary tuple:

state,, = (procState,, ..., procState chan),

n—1-
where
e procState; is the process state of process i.

e chan: [n] x [n] — Val* is the channel function that maps ordered pairs of integers
to sequences of values.

Let State, be the set of states with n processes. We may simplify State,, to State when

n is understood in the context. [

Given an ordered pair of integers (i, j), the value sequence chan(i, j) represents
the message channel from process 7 to j.
We introduce the following shortcut notations for the sake of brevity in the rest
of this dissertation. Let p € [n].
e procState,(s): the process state of process p of a state s
e stack(s, p): the stack on the process state of the process p in a state s
e top(s, p): the top frame in stack(s, p), i.e., tail(stack(s, p))
e toploc(s, p): the location of the frame top(s, p)

e mem(s, p): the union of the local memory of top(s, p) and the global memory of
procState, (s)

e chan(s): the channel function in state s

e s[l :='],: the state obtained by changing the “current location” (i.e., the location
in the top frame) of process p to I’ from s.

e s/ ,f (push frame) denotes the state obtained by appending a new frame f to
stack(s, p), i.e.,

s pf = let a = stack(s,p) in
let b = procState,(s)[stack := a o f] in s[procState, := b].
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s 1 , (pop frame) denotes the state obtained by removing the last frame in
stack(s, p), i.e.,

s 7T, = let a = procState,(s)[stack := £] in s[procState, := a|, where
¢: Frame); is defined by 3f € Framey,. stack(s,p) = o f.

s[var := val], (assign) denotes the state obtained by assigning a value val to a
variable var at a state s for a process p. It is either the case that only the local
memory of stack(s, p) or only the global memory in procState,(s) is changed from
s to s|var := val|, such that

mem(s|var := vall,, p)(var) = val.

s[(p, q)'val] (enqueue) denotes the state obtained by appending a value val on
the channel identified by the ordered pair (p, q), i.e.,

s[(p, q)'val] = let a = chan(s)(p,q) in
let b = chan(s)[(p, q) — a o val] in s[chan := b].

s[(p, q¢)?var] (dequeue) denotes the state obtained by removing the first element
from the channel identified by the ordered pair (p, ¢), and then saving the removed
element in var. That is,

sl(p, q)?var] = let a = chan(s)(p, q) in
let b = chan(s)[(p, q) — £] in s[chan := b][var := val|,, where
&: Val* and val: Val is defined by a = val o £.

The notations ! and ? are borrowed from CSP [51].

4.3.2 Interpretation

To describe behaviors of a MINIMP program, one needs to describe how an

expression is evaluated and how a local transition alters a state.

Definition 4.14. Given a vocabulary V and a domain Val, the n-processes evaluation
function [e], : State, x [n] — Val evaluates an expression e € Expry, for a process at a

state. The definition of [e],, is given in Fig. 4.7. O
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= ¢, where ¢ € Val
= D

- n

= [v]n(s, p)([e]n(s, p))
= |[e]n(s, p)|

= Est.olet m=[e],(s,p) in [{] =mA
€[i] = UNDEF for 0 <i<m

[n(s:p)
[n(s,p)
[n(s,p)
[v]n(s,p) = mem(s,p)(v)
Jn(s,p)
[n(s,p)
[n(s,p)

[eo bop e1]n(s,p) = leoln(s, p) bop [e1]n(s, p)
uop €].(s,p) = uop [e].(s,p)
[empty(e)ln(s,p) = T, if chan(s)(p, [e]n(s, p)) = €
[allempty],.(s,p) = T, if Vq € [n].chan(s)(p,q) =€

UNDEF, in any undefined case

Figure 4.7: MINIMP expression evaluation, where s is a state, p is a process, v is a
variable, e, eg, e; are expressions. The bop stands for a binary operator (e.g., +, -,
...). The uop stands for a unary operator (e.g., !, -, ...).

The evaluation function is complete. For undefined cases, such as reading an
uninitialized variable, an out-of-bound array access, division by zero, the function
returns UNDEF. For brevity, we may simplify [ ], to [ ] when the number of processes

is understood.

Definition 4.15. Given a vocabulary and a n-processes evaluation function [ |, the
n-processes interpretation function I, : State x [n] x T — 25t describes the states,
each of which is a possible result of executing a local transition (I, g,a,l’) € T from a
state s € State by a process p € [n]. The definition of I,(s,p, (I, g,a,l')) is given in
Fig. 4.8. [0

When the number of processes in understood in a context, we may simplify I,
to I.

We briefly explain Fig. 4.8,
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L(s,p,(l,9,a,1)) =

or, {sll =1},

or, let s = 3[

or, let & =s[l:=10], in
let idx = [ep](s,p) in

let val = [e;](s,p) in
let arrval = [v](s, p)[idx — val] in
{s'[v = arrvall, },

or, Suppose ag, ...,

let B; = [ei](s,p) for 0 <i < mnin
let fr = (lp, mem) in

{(s 4 )l o = Bolyl.-

[e] (s, p) in
{(s 1 p)[x = vall,},
or, let & =s[l:=1],in

let val = [eg](s, p) in
let dest = [e;](s,p) in {s'[(p, dest)!vall},

or, let val =

or, let & =s[l:=10],in
let src = [e](s,p) in

{(s/[(sre, p)?o])},

or, let & =s[l:=10],in
{s" € State |
Jq € [n]. 8" = $'[(q, p)7vo] 01
|chan(s’)(q, p)| > 0

2

:CI]:D/\

] [Ckn,1 = ﬁnfl]l)}7

if [g](s, p)
if a is skip

= F V toploc(s, p) # 1

ifaisv = ¢

ifaisvleg] = e

a,_1 are parameters of f,and [y is the start location of f,

if ais f(ep,...,€n-1)

if a is return e to x

if a = send ¢; to e

if @ is recv v from e

if a = recv vy from any v,

Figure 4.8: The definition of the n-processes interpretation function I, that describes
the results of executing a local transition from a state by a process.
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A local transition cannot be executed by a process from a state s, if the guard
evaluates to false at s, or the location of the process at s does not match the
origin of the local transition.

e An execution of a local transition alters the current location of the running pro-
cess. If the local transition is associated with the skip statement, nothing else
will be changed by the execution.

e [f a local transition is associated with an assignment, either the local memory of
the top entry in the call stack, or the global memory, of the running process will
be updated after an execution.

e If a local transition is associated with a call, a new frame will be pushed onto
the call stack of the running process, and the results of evaluating the actual
arguments will be assigned to the formal parameters, after an execution.

e If a local transition is associated with a return e to z action, an execution of it
includes the following three sub-steps that will be done together in one atomic
step: e will first be evaluated, and then the top frame of the running process will
be popped, finally the value of e is assigned to x.

e If a local transition is associated with a send statement, after an execution, the
sending value will be appended to the message channel identified by the ordered
pair (p, q), where p is the sender and ¢ is the receiver.

e It a local transition is associated with a recv v from src statement, after an
execution, the first element in the message channel identified by (p, ¢) is removed
and is assigned to v, where p is the sender and ¢ is the receiver.

e If a local transition is associated with a wildcard recv v from any src state-
ment, an execution nondeterministically selects a message channel among those
that are non-empty and are identified by (p, ¢) for some sender p € [n] and the
receiver q. With the selected message channel, the execution alters the state as
if a deterministic recv is performed on that channel.

4.3.3 State Space Graph
Definition 4.16. Let [, be an n-processes interpretation, S be a set of states and T
be a set of local transitions. We define
nexts, (S,7) = U L(s,p,t). O
s€SteT,pe(n]
Definition 4.17. Denoted by nexts’ (S, T), the repeated i applications of nexts,, for
1 > 0 is defined by
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nexts? (S, T) = nexts, (S, T),
nexts:™ (S, T) = nexts, (nexts (S, T),T). O

We say a state s is reachable from a set of states S over a set of local transitions
T, if there is a non-negative ¢ such that s € nexts? (S, T).

The behaviors of a MINIMP model are described by a state space graph.

Definition 4.18. Let V be a vocabulary, M be a MINIMP model, and 7" be the union
of local transitions of procedures in M. Given an positive integer n, a finite state space

graph G of M with n processes is a tuple:

G - (307 S7 W)a
where

e g is the initial state where

— variables are all assigned UNDEF and message channels are all empty;
— every process has only one frame associated with main in its call stack; and
— every process is at the entry location of main.

e S is the set of states that are reachable from s, over T

e ~-,: State x [n] x AStmty, x State is the global transition relation defined by

{(s,p,a,s) | s € I(s,p,a),s€ S,p€[n,ac T} O

For a global transition t = (s, p, «, §), we call s the source state, denoted src(t),
and s’ the destination state, denoted dest(t). We use proc(t) to denote the process of t.
If taking states as vertices and global transitions as directed edges, a state space

graph G is a directed graph.

Definition 4.19. Let G be a state space graph. A path p in G is a finite sequence of
transitions ¢yt ts...t,,—; such that for any pair ;¢ ,,0 < i< m— 1, 1in p, src(tjy1) =

dest(t;). O
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Definition 4.20. Given a path p, Tr(p) denotes the set of transitions in p and St(p)
denotes the set of states in a path p, i.e. St(p) = U {src(?),dest(?)}. O
teTr(p)

Definition 4.21. Let G = (s, S, ~) be a state space graph. An ezecution 7 in G is a
path such that the the first state src(head()) is s¢ and there is no transition emanating

from the last state of m, formally, V¢ €~-.src(t) # dest(tail(7)). O

We are interested in acyclic executions. Paths that contain cycles mean that
there are infinite loops or recursions, but we only care about programs that will even-
tually terminate. Therefore, a path containing a cycle is considered an erroneous path.

An error-free path is acyclic.

4.3.4 Actions

In the rest of this dissertation, for a global transition ¢, instead of referring to
the atomic statement associated to t, we will refer to the action of t. An action is a
dynamic instance of an atomic statement in that (1) an action comprises only concrete
values (i.e., constants) and [-values while an atomic statement comprises expressions;

(2) there is no action corresponding to the wildcard receive statement.

Definition 4.22. Given a vocabulary (Procedure, Var, Global, locvar) and a domain Val,

an expression e is said an l-value if it has one of the following forms:

1. v, for v € Var

2. v[c|, where v is an l-value and ¢ € Val. [

Definition 4.23. Let v be an l-value, ¢, src and dest be constants. An action is one of

the following forms:

1. skip,
2. v = ¢
3. send(c, dest), and

4. recv(v, src). [
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Definition 4.24. Given a vocabulary, a domain and a MINIMP model, we have an n-
processes evaluation function [ | and an n-processes interpretation function I. Denoted

by act(t), the action of a transition t = (s, p, a, s’) is defined by

x, if x € Var
let Iv(z) = in
v(z)[[](s,p)], if = matches the form a’[i]

v(z) =1
I

nd([eo](s,p), [e:](s,p)),if v is labeled send ey to e

1. act(t e](s,p), if o is labeled = = e

(
2. act(t
(

3. act(t

ecv(lv(z), [€](s,p)), if « is labeled recv = from e
ecv(lv(z), ¢), if a is labeled recv = from any z’, where

)
)
)
)

4. act(t

q is the sender s.t. chan(s)(q,p) is the only message channel changed from s to s'.

We leave other cases of ¢ that are obvious to readers out here. [

Note an action is deterministic.
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Chapter 5

THE SPECIFICATION LANGUAGE FOR MINIMP

In this section, we introduce a specification language MINISPEC for MINIMP
programs. A MINISPEC specification specifies partial correctness properties for a MIN-
IMP substatement. Inspired by Hoare logic, as well as Lamport’s “Hoare Logic” for
concurrent programs [70], we invented an abstract representation, called a collective
triple, for a MINIMP substatement with its specification. When it is clear in the
context, we may use “triple” to refer “collective triple” for brevity.

This chapter is structured as the follow. §5.1 describes an abstract representa-
tion, called program segment, of a MINIMP substatement. §5.2 talks about the notion
of path predicates. Syntax of MINISPEC is given in §5.3. Semantics of MINISPEC
with respect to a MINIMP program segment is described in §5.4. Finally, we define
the meaning of that a MINIMP substatement satisfies a specification using collective

triples in §5.5.

5.1 Program Segment

In MINIMP, the body of a procedure is a statement. To refer to a segment of

a procedure body, we give the intuitive term, substatement, a precise definition.

Definition 5.1. Let V be a vocabulary, 7, j, m be integers such that 0 < i < j < m,

and ¢ € BExpry,. Given a MINIMP Statement C, a substatement of C is defined
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inductively by

{CiCH—I . Cj}, if C' matches {C()Cl c. Om}
C,Cy or C1, if C matches if (1) Cy else ()
C or Cy, if C' matches while (¢) Cj

C, otherwise. [J

Note that a substatement is also a Statement.
A program segment is an abstract representation of a substatement of a MINIM P

Statement.

Definition 5.2. Let ¥V = (Procedure, Var, Global, locvar) be a vocabulary and M =
(main, pg) be a MINIMP model. Let C' be a substatement of the body of a procedure
f in M such that there is no return substatement of C. A program segment of C,

denoted [: C' I, is a tuple
(Loc, 1,1, T),

where

e Loc is a set of program locations,
e [ € Loc is the sole entry location of C,
e [’ € Loc is the sole exit location of C', and

e T is a set of local transitions such that (I, 7) = transStmt(/, C') and T is a subset
of the location transition set of pg(f). O

Example 5.3. A program segment associated to the loop Statement of the bcast

procedure (line 5-9) in Fig. 4.2 is given by the follow
({2,...,9}4,2,9, 7),

where T' = {
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i < NPROCS i != root
2 skip 3 skip 4
i >= NPROCS i == root true
skip skip| send dat to i
9 6 5
tru tr?e
skip skip
t
g ' ?ue 7
i=1i+1

Figure 5.1: The program segment of the loop Statement in the bcast procedure
showed in Fig. 4.2.

2, i < NPROCS, skip, 3), 3,1 != root, skip, 4),

4, true, send dat to i, 5), (5, true, skip, 7),

7, true,i = i + 1,8),

( (

( (

(3, 1 == root, skip, 6), (6, true, skip, 7),
( (8, true, skip, 2),
(

2,1 >= NPROCS, skip, 9),
}

Figure 5.1 visualizes the program segment. The visualization makes it clear that

the program segment is a sub-graph of the one of bcast given in Fig. 4.6. [

As aforementioned, we will introduce specifications for program segments later.
A specification of a program segment specifies the behaviors of the program segment,

which is defined in term of a state space graph.

Definition 5.4. Given a vocabulary V, a domain, a positive integer n, a MINIMP
model M and a program segment [: C' I’ = (Loc,[,l’,T) corresponding to M, the state

space graph of [: C' I with n processes is a tuple:
(SO> S7 O l’)>

where

e S5y is a set of initial states, at each of which, every process is at location [,
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e S is the set of reachable states from Sy over T’

e ~. ¢ p: State X [n] x AStmty, x State is a set of global transitions defined by

{(s,p,a,8") €~ |§ € [(s,p,a),s€ S;pe[nl,acT} O

Let G be a state space graph of a program segment [: C' I’. A path p in G is
said a path of [: C'I’. An execution 7 in G is said an execution of [: C'I'. For brevity,
we also say (G is a state space graph of C and p is a path of C' when there is no possible
ambiguity.

Given a program segment and a path p, there are two kinds of global transitions

in p that we have special interests.

Definition 5.5. Let [: C' I’ be a program segment and p be a path. A global transition
t € Tr(p) marks the first entering of C' by a process p on p, denoted entergp, if ¢ is the

first such transition on p that

toploc(src(t),p) =1 A proc(t) = p.

. C o . oy .
Given enter; € Tr(p), a global transition ¢ € Tr(p) marks the eziting of C' by process

p corresponding to enter® . denoted exit®

b o.po 1 T is the first such transition appearing

c
after enter, , on p that
1. toploc(dest(t),p) =1" A proc(t) = p, and

2. |stack(dest(t), p)| = |stack(src(enterS ), p)|. O

Note that exitg , depends on the stack size of the source state of enterg

, because
the execution m may involve recursions.

When the context is clear that there is only one unique path p, we simplify
enterg , and exitg , to enterg and enterg, respectively. Remark that there is at most one

enterS and exitS in a path of C for p € [n].
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5.2 Path Predicate

A path predicate consumes a path and returns either true or false.

Definition 5.6. Let p be a path and A, B,C' € §(~) be three global transition sets.
A predicate no A after B until C' is true for p, iff

Vi.jeZ. (0<i<j<|p)Aplile BApljl€e A) =Tk ecZ.i<k<jAplkleC. O

The intuitive meaning of no A after B until C for a path p is that no transition

in A can happen after a transition in B until a transition in C' appears on p [36]'.

Definition 5.7. Let p be a path and A, B,C € §(~) be three global transition
sets. The predicate no A after B until C' is a path predicate. Moreover, if f, g are path
predicates, f A g, -f and fV g are also path predicates. [

Definition 5.8. Let GG be a state space graph, p be a path in GG, and s, s’ be states in
G. For a path predicate g, we use

e p |= g to denote that g is true for p, and

e G,s — § E g to denote that g is true for every such path ¢ in G that
src(head(¢)) = s and dest(tail(¢)) =¢'. O

5.3 Syntax of The MiniMP Specification Language

In this section, we introduce a specification language, MINISPEC, for MINIMP.
The grammar of MINISPEC is given in Fig. 5.2. The SpecEzpr is an extension of Ezpr.
The overlap of SpecEzpr and Ezpr is omitted with .. ..

A specification consists of a set of Clauses. There are five kinds of clauses:

the requires SpecEzpr clause specifies a state-requirement; the ensures SpecEzpr

1 An absence assertion in fact can be expressed as an LTL formula, which falls into the
exact “absence of” pattern with scope “after .. until” in the pattern system concluded
in [36]. The pattern system can be also found at https://matthewbdwyer.github.
io/psp/patterns/1tl.html (visited Nov 2019)

95


https://matthewbdwyer.github.io/psp/patterns/ltl.html
https://matthewbdwyer.github.io/psp/patterns/ltl.html

List-of-T := T (, T)* |
Spec = Clause*
Clause = requires SpecEzpr ; | ensures SpecEzpr ;
| requires AbsentSet ; | ensures AbsentSet ;
| assigns List-of-LSpecEzpr ;
SpecEzpr = ...| LSpecEzpr | \old ( SpecEzpr ) | SpecEzpr .. SpecExpr
| \on ( SpecEzpr , SpecEzpr )
| \forall Identifier ; SpecExpr
| \exists Identifier ; SpecExpr
LSpecEzpr := LEzpr | LSpecEzpr [ SpecEzpr ]
AbsentSet i= (E:z:p'r* ==>>? Absent <&& Absent)*
Absent = \no Ewvent \after Event \until Event
Event = \send( Ezpr , Ezpr ) | \exit( Ezpr ) | \enter( Ezpr )

Figure 5.2: The syntax of MINIMP specification language

clause specifies a state-guarantee; the requires AbsentSet clause specifies a path-
requirement; the ensures AbsentSet clause specifies a path-guarantee; and the assigns
SpecEzpr clause specifies a frame condition, which is essentially a state-guarantee.

State-requirement corresponds to pre-condition in Hoare logic. Similarly, state-
guarantee corresponds to post-condition. A state-requirement is an assertion holds at
a pre-state for all processes. A state-guarantee is an assertion holds at a post-state for
all processes.

The path-requirement and -guarantee are designed for specifying communication

correctness. We will explain and give precise definition for them later.

Definition 5.9. Let V = (Procedure, Var, Global, locvar) be a vocabulary. Denoted by
SExpry,, the set of SpecExprs over Var. Denoted by SEventy, the set of Events over

Var. Denoted by SAbsenty, the set of Absent assertions over Var. [

A few constructs were borrowed from ACSL:

1. A range e . . ey is the finite set of integers that are bounded between ey and ey,
both inclusive.

2. The \old expression bridges the pre- and post-states. Expression \old(e) refers
to the value of e as if e is evaluated at a corresponding pre-state. The \old
construct can only be used in a state-guarantee.
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3. First order logic quantifiers: \forall and \exists

In addition, we designed two new constructs for concurrency:

1. The \on construct bridegs different processes. The expression \on(ey,eq) refers
to the value of expression ey on the process whose PID equals to the value of e;.

2. The absence assertion allows users to specify the no A after B until C path pred-
icate. It is the basic element of path-requirements or -guarantees. An absence
assertion consists of events. There are three kinds of events: \send, \enter and
\exit, each of which represents a specific kind of transitions associated with a
path. For a path, the assertion \no 6, \after 6; \until 6, means that no
event #y can happen after event 0, until event 6, happens on the path.

Informally, be associated with a path, a \send(p, ¢) event represents the set
of transitions associated with send(p, ¢) actions; an \enter (p) event represents the set
of transitions marking the first entering of an associated program segment by process
p; and an \exit(p) event represents the set of transitions marking the exiting, that
corresponds to the first entering, of an associated program segment by process p.

These three kinds of events can be combined in many ways in an absence asser-
tion to express various behaviors. In fact, to specify properties for MINIMP programs,
only a few combinations of the events are needed. So for simplicity, we impose Restric-

tion 5.10 on the use of events in absence assertions.
Restriction 5.10. Given a vocabulary V, let p, ¢ € Expr,,. An absence assertion,
1. can only have the following form if it is a path requirement:
\no \send(p, PID) \after \exit(p) \until \exit(PID)
2. can only have one of the following forms if it is a path guarantee:

(a) \no \send(PID, p) \after \enter(PID) \until \enter(q)
(b) \no \exit(PID) \after \enter(PID) \until \enter(p) [OJ

The syntax of the path-requirement or -guarantee clauses implies that they can

be considered as the conjunction of a set of absence assertions. In other words, we can

use a set of absence assertions to represent a path-requirement or -guarantee.
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A MINISPEC specification is assigned to a program segment [: C' [". We call
a specification of a program segment [: C' I" a contract of [: C I'. When there is no

ambiguity, we also call it a contract of C' for brevity.

5.4 Semantics of The MiniMP Contracts

We fix the following structures for the discussion in the rest of this chapter: a
vocabulary V = (Procedure, Var, Global, locvar), a domain Val, a MINIMP model M
and a program segment [: C' [’ corresponding to M.

Similar to Hoare logic, the semantics of the MINISPEC is based on the notion
of the pre-state and post-state.

Conceptually, a pre-state of C' is a state where all processes are at the entry of
C. A post-state of C, which must correspond to a pre-state of C', is the final state of

an execution of C' that starts from the corresponding pre-state.

Definition 5.11. Let G = (Sy, S, ~. ¢ 1) be the state space graph of [: C' I’ with n
processes. A state s in GG is a pre-state of C, if s € Sy. Given a pre-state s of C' and a
path p containing s in G, a state s’ € St(p) is a post-state of C'in G corresponding to

s, if it is the first such state on p after s that

1. all n processes are at the location [’, and

2. Vp € [n]. |stack(s’,p)| = |stack(s, p)|.

Denoted by pre(s’, p,1: C'l'), the pre-state of C, to which the given post-state s’ of C'
corresponds, in path p. [

An expression e € SExpry, is called a contract expression. The semantics of a
contract expression is given by an evaluation function extended from the evaluation

function for MINIMP expressions.

Definition 5.12. Let G be the state space graph of [: C' I’ with n processes. Let p
be a path in G that contains a pre-state pre(s, p,l: C'I') of C' and a post-state s of C'.

The n-processes specification evaluation function [e]:P* : State x [n] — Val evaluates
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leo - ed](s,p) = {i € Z | [ealP*(s,p) < i < [es]P*(s,p)}
aleo . ed]2(s,p) = {[alJP*(s,p) | [eolP(s,p) < i < [es]P(s, )}

[eolsPec(s, [es ]3P (s, ), if [es]P(s,p) € [n]

spec _

[NonCeo, e)[P*(s, p) {UNDEF otherwise
[\old(e)

= [e]:P*“(pre(s, p,l: C' '), p)
[\forall v;e , if [e]:Pe(s,p) = T for every v € Val
[\exists v;e

T
T, if [e]P*(s,p) = T for some v € Val
[e = [eln(s, p)

C
Y

C

Y

C

—_— — ~— ~—

5P
5, D
S, p
p

I (s
[Ran(C
I
I

S,

Figure 5.3: The definition of the n-processes specification evaluation function [e]sPec,
which evaluates a contract expression e for a process p at a pre- or a post-state s of a
program segment [: C' I’ in a path p.

a contract expression e € SExpr,, for a process p at either the pre- or the post-state.

[e]sPec is defined in Fig. 5.3. [

When the number of processes is clear in the context, we simplify [e]P to
[e]sPee.

A frame condition states what is unchanged by a program segment. The
assigns clause specifies a list of LSpecEzprs and encodes the meaning that any object
that is not listed will never be changed by the program segment. For a program-
ming language as simple as MINIMP, a frame condition can always be transformed
to a state-guarantee statically. Because one can always assert that a variable at a
post-state preserves its value in the pre-state using the \old expression. All visible
variables to a location are known statically. The transformation process is omitted. In
the rest of this dissertation, we will not pay special attention to frame conditions.

An Ewent is interpreted to a set of global transitions with respect to a path of

a program segment.

Definition 5.13. Let GG be the state space graph of C' with n processes. Let p be a

path in G. The event interpretation function I&/s™ : SEventy x State x [n] — £ (~)
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event(

\enter(e),s,p) = {enterﬁ%ﬂ(sp)p}

event(

\exit(e),s,p) = {ex't[[e]] p),p }

1§ (\send(ey, e1),s,p) = {t €~| proc(t) = [eg](s,p) A
act(t) = send (v, [es](s,p)),v € Var}

Figure 5.4: The definition of the event interpretation function Ig’ e"e“t with respect to a
path p and a program segment [: C' [

depends on C' and p. It interprets an event 6 € SEventy, to a set of global transitions

at a state s for a process p. I&'5"(0, s, p) is defined in Fig. 5.4. [
An absence assertion will be interpreted to a path predicate.

Definition 5.14. Let G be a state space graph of C' with n processes. Let p be a path
in G. Let Ig'™ be the event interpretation function depending on C' and p. The n-
processes absence assertion evaluation function [e]2%" : State x [n] — {T,F} depends
on I§S™. It evaluates an absence assertion e € SAbsenty to either true or false at a

state s for a process p. We define

[\no 6y \after 6; \until 92]]abse”t(s,p) =
let A= Ig"" (6o, s,p) in
let B = Ig/5™(01,s,p) in

let C' = I§/5™ (02, 5,p) in p |=no A after B until C.

Recall we also write p |= [e]2**" (s, p) for [e]25™(s,p) = T. O

Writing Contracts for MiniMP Statements. A MINIMP program will be
run by a group of processes collectively. The program is written with the idea that it
will be run by a generic process. A contract of a MINIMP substatement is designed
with the same idea. A contract should be assigned to a substatement that is intended
to be run by all processes collectively. The contract specifies the collective behavior

of the code. Intuitively, a contract can be understood by the user in the perspective
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of a generic process. For example, an absence assertion \no \send(p, PID) \after
\exit(p) \until \exit(PID) in a contract of a substatement C' can be understood
as “ process p shall not send a message to me after it exits C' until I exit C' too.”, where
“I” refers to a generic process.

We use the following two MINISPEC specifications as examples to give readers
a taste of what does “a statement satisfies a contract in a collective way” mean. The

formal description of the contract conformance will be described in §5.5.

Example 5.15. Figure 5.5 is a contract for the branch statement (at line 3-11) of the
bcast procedure presented in the left of Fig. 4.2. In the contract, the state-requirement
states that all processes must have the same value for their root. In addition, the value
of root shall be bounded between 0 and NPROCS. The statement may modify variables
dat and i so they are listed in an assigns clause. The state-guarantee expresses
that, for every process, if it is root, dat remains unchanged. Otherwise, dat will be
modified to have the same value as the one on process root at the post-state. The
contract finally guarantees that no process can exit the statement until process root

enters it. [

Example 5.16. Figure 5.6 is a contract for the branch statement (at line 3-15) in the
gather procedure presented in the right of Fig. 4.3. The contract requires that all
processes must have the same value for root, which must refer to a valid PID value.
In addition, the variable dat must be an array of length no less than NPROCS. The
statement may modify variables i, y and dat, which are therefore listed in the assigns
clause. The state-guarantee states that the value of dat [i] on the root process equals
to the value of val on process i, for every process ¢. Finally, the contract guarantees
that, for the root process, it will not exit the statement until all processes have entered

it. 0O

61



1 var i, root, dat;

2 // contract:

3 requires \forall t; \on(root, t) == root;

4 requires 0 <= root && root < NPROCS;

5 assigns dat, 1i;

6 ensures PID == root ==> dat == \old(dat);

7 ensures dat == \on(dat, root);

s ensures \no \exit(PID) \after \enter(PID) \until \enter(root);
9 // code:

10 if (PID == root) {
11 i=0;
12 while (i < NPROCS) {

13 if (i !'= root)
14 send dat to i;
15 i=1i+1;

16 }

17 } else

18 recv dat from root;

Figure 5.5: A contract of a branch statement that “broadcasts” a value.

5.5 The Collective Triple

In this section, we first define an abstract representation for a program segment
with a contract, called collective triple. Then we discuss about the intuitive meaning
of a collective triple. Finally, we formally define the meaning of the conformance of a
program segment to a contract in terms of a corresponding collective triple.

Recall that we have fixed the context of our discussion with these general struc-
tures: a vocabulary V = (Procedure, Var, Global, locvar), a domain Val, a MINIMP

model M and a program segment [: C' [’ corresponding to M.

Definition 5.17. Suppose the program segment [: C' [’ is assigned a contract. A

collective triple representing the program segment with the contract has such a form:

(0, I) 1: C' U (g, T),
where

e . ¢ € SExpry are the state-requirement and -guarantee of C, respectively, and
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[ure

var i, y, dat, root, val;

2 // contract:

3 requires \forall t; \on(root, t) == root;

4 requires 0 <= root && root < NPROCS && len(dat) >= NPROCS;

5 assigns dat, i, y;

6 ensures PID == root ==>

7 \forall int t; 0 <= t && t < NPROCS ==>

8 dat[t] == \on(val, t);

9 ensures PID == root ==>

10 \no \exit(PID) \after \enter(PID) \until \enter (0 .. NPROCS-1);
11 // code:

12 if (PID == root) {

13 i=0;

14 dat = new [NPROCS];
15 dat[root] = val;

16 while (i < NPROCS) {

17 if (i != root) {

18 recv val from any y;
19 datly] = val;

20 }

21 i=1i+1;

22 bs

23 } else

24 send val to root;

Figure 5.6: A contract for the branch statement that “gathers” values from all pro-
cesses.
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e [T € SExpry are expressions representing the path-requirement and -guarantee,
respectively. [

When the location information is not needed, we may simplify (0, I') I: C'I' (¢, T)
to (¢, I') C (¢, T).

Recall in Fig. 5.2, the grammar only allows a path-requirement or -guarantee to
have such a form: (E:I:p'r* ==>> ? Absent && Absent && .... So a path-requirement
or -guarantee can be represented by a set of absence assertions, the conjunction of which
equals to the path-requirement or guarantee. In later sections, we will define operations

similar to set-operations for reasoning about path-requirements and guarantees.

5.5.1 The Intuition in Collective Triple

Definition 5.18. The substatement C' satisfies a contract iff the collective triple
(¥, T) C (¢, T), which represents C' and the contract, is valid. [

We informally discuss about the validity of a triple (¢, I') C (¢, T) in this
subsection.
Intuitively, a MINIMP program can be considered as a “collective” statement

in that

1. An execution of the program starts from a pre-state of the body of the main
procedure, and will end at a corresponding post-state of the body, if every process
eventually terminates.

2. Every message that was sent by a process p when p was in the statement will
eventually be received by a process ¢ when ¢ is in the statement.

Such a “collective” statement C' has two features that we are interested in. First, C'
does not depend on the environment to ensure its communication correctness. Second,
the functional correctness of C' can be expressed via asserting the inputs and outputs
of C' with respect to its pre- and post-states. Ideally, if a MINIMP program can be
divided into a set of such “collective” substatements, we can apply Hoare logic, without
much extension, to reason about the program in a composite and modular way. We

use Example 5.19 to briefly illustrate the idea.
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1 fun main() {

2 var dat, left, right;

3 dat = new [10];

4 left = (PID + NPROCS - 1) % NPROCS;
5 right = (PID + 1) % NPROCS;
6 dat = 4init (PID);

7 send dat[1] to left;

g recv dat[9] from right;

9 barrier;

10 send dat[8] to right;

11 recv dat[0] from left;

12 }

Figure 5.7: A MINIMP program in pseudocode where init is a procedure that depends
on PID and initializes dat elements. Suppose barrier is a barrier.

Example 5.19. Figure 5.7 shows a MINIMP program in pseudocode. In the program,
a barrier divides the body of the main procedure into two “collective” substatements:
one, denoted Cy, is at line 3-9 and the other, denoted (1, is at line 10-11. Functional
correctness of Cy and C] can be specified using assertions over their inputs and outputs
with respect to their pre- and post-states. A reasoning about the property of our

interests, informally, will be something like the following:

e For every process, Cy ensures that dat[9] will be modified to have the same
value as dat [1] of its right neighbor. Nothing else will be modified by Cj.

e For every process, ('} ensures that dat[0] will be modified to have the same
value as dat [8] of its 1left neighbor. Nothing else will be modified by C}.

e Concluding from the above, the body of the main procedure ensures that, for
every process, its dat [0] and dat[9] will be modified to have the same values
as dat [8] and dat[0] of its left and right neighbors, respectively. [

However, most of the MINIMP programs cannot be divided into multiple such
ideal substatements. There are two reasons. First, barrier is not frequently used in
real message-passing applications because of the pursuit of performance. So there is
not necessarily a pair of pre- and post-states of some substatement in an execution of a

program. Second, without barriers, the communication correctness of a substatement

65



may depend on the environment. In such cases, one cannot specify the communication
correctness of a substatement by only constraining the inputs and outputs. We show
an example for the second reason by revisiting Example 5.16.

Considering the contract (Fig. 5.6) of the statement S. If one reasons about
S with respect to the contract only over the executions in state space graphs of S, .S
satisfies the contract. But it is insufficient. In fact, the existence of S may make a
program invalid. The conformance of S to a contract must guarantee the validity of
the use of S in any case as long as the requirements of the contract is met. In such
a sense, S actually fails to satisfy the contract. The communication correctness of S
indeed depends on its context.

Imagine that there is an execution of a program containing S. Suppose there is
a suffix p of the execution that starts from a pre-state of S. On p, a non-root process
p completes S and then sends a message again to the root process ¢ before ¢ done all
the receiving in S. Since ¢ receives messages with the wildcard recv statement, g can
receive twice from p before completing S. Such an execution is undesired. Because it
can possibly lead to a deadlock. More importantly, there is no way one can prove the
conformance of S to its contract because the message coming from the outside of S is
unspecified. Therefore, S must have an assumption on the contexts in order to ensure
its communication correctness. In general, we call the situation, in which a process
g receives a message sent by a another one p after p completes S, S is interfered.
Interference is unwelcome. We discuss about this problem in the next subsection.

Path-requirements and -guarantees are designed to address the interference
problem with the idea of minimizing the communication detail reflected off a contract.

As aforementioned, the state space graphs of a program segment is not a suf-
ficient scope for the problem of contract conformance. Therefore, we define a more

general notion, extended executions.

Definition 5.20. Let T' be the union of local transition sets of procedures in the
model M. Let [: C' I’ be a program segment corresponding to M. A global transition

sequence ( €~* is called an extended execution of [: C' I, if
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1. ( starts from a pre-state of C,
2. Y(s,p,a,8") € Tr(¢). s € I(s,p,a) N v €T, and

3. for every sub-path t;t;,1 of (, dest(t;) = src(t;r1). O

We also call ¢ is an extended execution of C' when it is clear in the context that
there is a unique program segment of C'. An intuitive explanation for Def. 5.20 is that
an extended execution of C' is a path emanating from a pre-state of C', where processes
may continue to execute after completing C.

With the notion of extended executions, we informally generalize the validity of

a collective triple (¢, I') C' (¢, T) to the following:

e for every execution 7 of C, if ¢ and allempty hold on the pre-state of C' (i.e.,
the initial state of ) for all processes, then ¢ and allempty will hold on the
corresponding post-state of C' for all processes, as long as every process completes
C eventually, and

e for every same execution 7 as above, path predicates interpreted at the pre-state
of C' for all processes are true for 7, and

e for every extended execution ( of C', where i) and allempty hold at the pre-state
s of C for all processes, if interference happens on ¢, ( must violate at least one
path predicate among those interpreted from elements in I" at s for all processes.

Note that we choose to interpret path-requirements and -guarantees at pre-states.
This is a choice made for the convenience in implementation while the intuition of the
meaning of those contract clauses is preserved.

We call the substatement C', which is specified by a MINISPEC contract, a
collective style substatement. The name implies the intention that C' shall be executed
by all processes collectively and its communication correctness shall be independent

with the environment as long as requirements are met.

5.5.2 Interference

On an extended execution of (¢, I') C' (¢, T), we call the situation, in which

a process p sends a message after completing C' and a process q receives the message
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before completing C', an interference. We also say that C'is interfered by the statement
following it.

Note that the symmetry case that a process in C' receives a message sent by a
process that has not entered C' can be ignored. Suppose a MINIMP program is divided
into a set of substatements CyC' ... C,,_1. If one proves that C; can never be interfered
by Cj, for j > i, one also proves the freedom of the symmetry case. If a process in C;
receives a message sent by a another process that has not entered Cj, there must be a
statement C}, ahead of C; (i.e., k < i) in which a message sent by a process in C} is
never received by a process in C. Without loss of generality, we can assume that Cj
is the first statement in a program. C}, is suppose to satisfy a contract, according to
the decomposition assumption. However, since there is a execution of C}, on which a
message sent by a process is never received by any process in (Y, the message channels
cannot all be empty at the post-state of C}. Therefore, there is no collective triple of
C) can be proved valid.

We now give interference a precise description in terms of the number of mes-

sages that were sent and received by processes.

Definition 5.21. Let p be a path. We use nrecvs,(p,p’) to denote the number of
receive actions executed by process p’ from process p in p. Dually, we use nsends,(p, p')

to denote the number of send actions executed by process p to process p’ in p. Formally,

nrecvs (p,p’) =
nrecvs,(p,p’) + 1, if proc(t) = p’ A act(t) = recv(v, p) for some v
nrecvs, o +(p,p’) =

nsends.(p,p’) =

nsends,(p, p') + 1, if proc(t) = p A act(t) = send(v, p') for some v

0
{ nrecvs,(p,p’), otherwise
0

nsends, o +(p,p’) = {

nsends,(p, p’), otherwise ]

Definition 5.22. Given an extended execution ¢ of C. Let p, be a prefix of ¢ such

that tail(p,) = exitf. An interference happens on ( if nsends, (p,q) < nrecvs, (p,q),
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denoted as interfere?(p, q). O

5.5.3 The Validity of A Collective Triple

Finally, we give a precise definition for the validity of a collective triple.

Definition 5.23. Let n be a positive integer. For every execution 7 and extended
execution ¢ of C' with n processes. Let s = src(head(w)), s’ = dest(tail(7)) and s” =

src(head(¢)). A triple (1, T') C (¢, ) is said deterministically valid, denoted M =P
(0, T) C (¢, T), iff
1. if
Vp € [n]. [ A allempty]®Pe(s,p) = T,
and s’ is a post-state of C' corresponding to s, then
Vp € [n]. [¢ A allempty]®Pe(s’,p) = T,
and
2. Vp € [n]. 7 = [TI"(s, ).
The triple is said valid, denoted M = (¢, T') C (¢, 1), iff

1. M =P (4, T) C (¢, T), and

2. Vp,q € [n]. interfere?(p, q) = 3k € [n]. ¢ | ~[T]2=t(s" k). O

Corollary 5.24. For the model M, If M =2 (1, T') C (¢, T), and there is no wildcard
receive ever used in C, we have M |= (¢, I') C' (¢, T). O
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Chapter 6

A INFERENCE SYSTEM FOR MINIMP

Let the context of our discussion in this chapter be fixed with a vocabulary
V = (Procedure, Var, Global, locvar), a domain Val and a MINIMP model M. Given a
procedure f € Procedure, we use body(f) to denote the body statement of f.

The partial correctness of a MiniMP program can be specified as a collective
triple (¢, I') body(main) (¢, T). To prove the validity of this triple in a composite
and modular way, we introduce an inference system, denoted R, in this chapter. By
applying R to (¢, I') body(main) (¢, T), the validity of the triple can be proved by
proving a set of collective triples, each of which specifies a smaller statement than
body(main).

The inference system R is defined with a set of rules in §6.1. §6.2 discusses about
the adaptation problem arising in practice of the rules. We show a derivation example
of R in §6.3. Finally, we define notations in §6.4, which are used in the soundness

proof of R in §6.5.

6.1 Rules for Decomposing Collective Triples

In this section, we introduce an inference system for composite and modular
verification of MINIMP programs. We use R to denote this inference system. R
consists of four rules for reasoning about collective triples. With R, one is able to
decompose a collective triple (b, T') C' (¢, T) into a set of collective triples Tri such
that M = (¢, I') C (¢, T), if Vtri € Tri. M |= tri. Normally, proving the validity of a
tri € Tri is a much smaller problem than proving the validity of the original triple.

The rules in R involve assertions that will be explained below. These assertions,

as well as the rules, constraint path-requirements or guarantees. As aforementioned,
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path-requirements and guarantees can be represented by conjuncting over set compre-
hensions of absence assertions. Therefore, we define a few operations that are similar to
set operations for expressing those assertions. These operations shall be interpreted un-
der a certain context—a path, where there is exact one state for evaluating an absence

assertion involved in an operation.

Definition 6.1. A partial evaluation pe: SAbsent), x State x [n] — SAbsenty is a
function that maps an absence assertion to another absence assertion at a state for a
process. Given an absence assertion \, a state s and a process p, pe(\, s, p) is defined
by
pe(A, s,p) = let p=[eg](s, p) in

let ¢ = [e;](s,p) in

let r = [es](s,p) in

\no \send(p, ¢) \after \exit(p) \until \exit(r),

if A = \no \send(ey, e;) \after \exit(ey) \until \exit(ej)

For brevity, we do not show the full definition. The omitted definition should be

obvious to readers. [

Definition 6.2. Let A be an absence assertion. Let A%, AL ... and A, AL, ... be absence
assertions. Let e,, e, € SExpry,. Let m,,m; be two positive integers. A,, A, are two

expressions of the forms:
No= e, ==> N\ && ... && N1,
Apy= ey ==> \) & ... && N

Let p be a path. Let s, s,, s, € St(p) be the only states, where A\, A, and A, shall be

evaluated, respectively. We define

A€, A iff Fp € [n]. [eu]P (54, p) = T A 3Im € [ma]. A = pe(A7, 84, p)

A, C Ay iff Vi € [m,].Vp € [n]. [e.]P* (54, p) = T = pe(\., 54,p) €, N O
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Now we describe the assertions. Let Def. 6.3, Def. 6.4, Def. 6.5 and Def. 6.6 be
under the context described by the following. Let Cy and C be two MINIMP substate-
ments. Suppose there are three triples: (1, I') CoCy (¢, 1), (¢o, To) Co (¢o, Yo) and
(1, T'1) C1 (@1, T1). Let p =m0 p; be a path such that 7 is an execution of Cj and
p1 is a prefix of an execution of C;. Obviously, according to the semantics of collective
triples defined in Def. 5.23, I', T, 'y, T shall be partially evaluated at src(head(p)), and
'y, T shall be partially evaluated at src(head(p;)).

Definition 6.3. The assertion
T, guarantees, I'y
is true iff for every
\no \send(p, ¢) \after \exit(p) \until \exit(r) €, I,
there is

\no \send(p, ¢) \after \enter(p) \until \enter(r) €, T;. [

Definition 6.4. Let i,j be two positive integers. Let e € SExpry,. Let g, A1, ...
and Aj, A, ... be absence assertions. If T has such a form e ==> \g && ... && \;_q,
noSend(Y) denotes an expression of such a form:e ==> \j && ... && X, , that

L Va,y € [jla#y= N\, # X,
2. Yy € [j].3r € [i]. A, = \a,
3. every A, for k > 0 is of the form:

\no \send(p, ¢) \after \enter(p) \until \enter(r).

4. there is no such integer h that h > jand e ==> X\ && ... && \,_, satisfies the
three conditions above. [

In other words, if taking T as a set comprehension of absence assertions, noSend(Y)
is the maximal subset of T containing elements of the specific kind of absence asser-

tions.
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Definition 6.5. The assertion

Ty and Y infer, noSend(Y)
is true iff for every

v = \no \send(p, ¢) \after \enter(p) \until \enter(r) €, noSend(Y),
we have v €, Ty, and
e \no \exit(p) \after \enter(p) \until \enter(r) €, Ty, or

e v[z/r| €, Ty, if there is such x € [n] that
\no \exit(z) \after \enter(z) \until \enter(r) €, Ty, or

eve, T Voulg/rle, 1. O

We explain Def. 6.5. An element v €, noSend(Y) asserts that process p shall
not send a message to process ¢ during in CyC before process r entering CoC;. We
have To and T of Cy and C, respectively, infer v, if

1 Ty also contains v. If so, p cannot send a message to ¢ during in Cy before r
entering C.

2 Moreover, p shall also not send a message to ¢ during in C before r entering Cj.
Hence, one of the following conditions must hold.

2.1 C, guarantees that the sender p will not enter the following C until r enters
itself;

2.2 If Cy guarantees that some process z will not enter the following C until r
enters itself, C; shall guarantee that p will not send a message to g until
enters itself.

2.3 (] guarantees that process p will not send a message to ¢ until process ¢ or
r enters itself.

Definition 6.6. Let
v =\no \send(p, ¢) \after \exit(p) \until \exit(r) €, I,
we say T cancels, v iff
\no \exit(p) \after \enter(p) \until \enter(r') €, Ty,

where ' =rvr' =q. O
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The intuitive meaning for Def. 6.6 is that for a v €, I'g, if T cancels, v, CoCy
no longer requires +.

Rules in Hoare logic is defined with respect to kinds of program statements, such
as branch or loop. Here we define a premise of a rule in R that depends on the semantics
instead of the structure of MINIMP programs. We call this premise the “elaboration
condition”, because the complexity of proving this premise for a substatement C' will

be no less than elaborating all executions in state space graphs of C'.

Definition 6.7. Let py and p; be two paths. Let & and &; be two transition sequences
that are the projections of pg and pi, respectively, onto transitions associated with

non-skip actions. We say pg and p; are equivalent if § = &. O

Definition 6.8. Let C' and C’ be two substatements. We say C’ contains behaviors of
%
C under 1, denoted (1, 1) 8 C (7, if for every extended execution ¢ of C' such that v

holds on src(head(()) for all processes, there is an equivalent extended execution ¢’ of

c'. O
Now we define the rules in R.

Definition 6.9. The inference system R for collective triples is defined in Fig. 6.1.
]

The sequence, consequence and collective loop rules in R were inspired by the
sequence, consequence and [oop rules in Hoare logic. Rules in R over state-requirements
and -guarantees are similar to pre- and post-conditions in Hoare logic. Rules over path-
requirements and -guarantees are explained by the follows.

The sequence rule is the basis of the decomposition. For a a sequence of two
substatements CyC}, in order to prove M = (¢, I') CyCy (¢, T), one proves M |=
(¥, To) Co (i, Yo) and M = (u, I'1) Cy (¢, T1) separately instead. The decomposition
is feasible if all the side conditions are satisfied.

Side Condition 1 enforces that Cy will never be interfered by C'y. The meaning of

Side Condition 2 has been explained with the “... and ... infer ...” assertion above.
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(¥, To) Co (u, Yo), {1, I'1) C1 (¢, Y1)
(7% F) C(chl <¢7 T>

if for every execution my o 7 of CyCh s.t.

(sequence)

o is an execution of Cy and m; is an execution of (',
1. Ty guarantees, .., I'o,

2. To and T inferyyor, noSend(Y),

3. T Crpomy, YoU T, and

4. {v e Ty | ~(Ty cancelsyyor, V) U1 Crpom I

(', 1) C (¢, Y")
(p,I) C (6, 7)
if for every execution m of C, I T, T A YT, Y A Y=Y A ¢ = ¢

(consequence)

(inv A e, I') C (inv, T)
(inv, I') while(c) C (—=c A inv, T)
if for every execution 7 of C', T guarantees I

(collective loop)

(elaboration)

(W, 0) C CCoCh , (1, T) CoCy (o, T)
(W, T) C (¢, 1)

Figure 6.1: Rules for decomposing collective triples

Side Condition 3 expresses that the path-guarantees of Cyy and C' together shall be no
weaker than the one of CyC;. Stated by Side Condition 4, since T; may cancels some
elements in I'y, the path-requirement of Cy and C) together may be weaker but shall
not be stronger than the one of CyC}.

The consequence rule is more obvious: if a collective triple is valid, it is still valid
after strengthening its state- or path-requirement, and it is still valid after weakening

its state- or path-guarantee.

The collective loop rule requires the user to provide a loop invariant inv. This
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rule can only be applied to the loops whose body C' can be specified by a collective
triple (¢, I') C' (¢, T). In other words, the loop body must be collective style. This
rule can be seen as a sequence of applications of the sequence rule to the unrolled loop
body CC'....

The elaboration rule is designed for the cases where a collective triple cannot
be decomposed by the three rules above due to the existence of branches, such as the

following statement C' (at line 3-6):

1 var dat;

2 ...

3 if (PID == 0)

4 {bcast(dat, 0); gather(dat, 0);}
5

6

else
{bcast(dat, 0); gather(dat, 0);}

where bcast and gather are procedures defined in Fig. 4.2 and 4.3, respectively. One

can tell that the code above is equivalent to such a sequence of calls
bcast(dat, PID); gather(dat, PID);.

However, the sequence rule is not suitable for the original branch. With the elaboration

rule, if one can prove the “elaboration condition”,

(¥, 0) 8 C bcast(dat, PID);gather(dat, PID);

for some condition 1, is valid, one can infer a collective triple of the original branch
from a triple of the sequence of calls. The latter triple can be further decomposed by
an application of the sequence rule. Proving the elaboration condition requires some
other techniques, such as model checking. It is out of the scope of this chapter.
Concluding this section, R is incomplete. It means that it is not always the
case that a collective triple can be derived by R. As we argued in Chapter 1, the
effectiveness of R relies on the collective programming style, which dominates the

message-passing HPC programming.
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6.2 The Adaptation Problem

There is an adaptation problem that arises from re-using verified collective

triples. Example 6.10 shows such a problem.

Example 6.10. Let C be the left and C’ be the right statements below:

1 if (PID == 0) { 1 if (PID == 0) {

2 send(x, y); 2 send(x, z);

3 + else if (PID == 1) { 3 } else if (PID == 1) {
2 recv(x, 0); 4 recv(x, 0);

5 } 5 }

The only difference between C' and C” is that variable y in C' is replaced by z in
C’. Now suppose that we have verified a collective triple of C, (y = 1,T") C (¢, T), and
is going to verify a collective triple of C’, (z = 1,T) C’ (¢, T). Intuitively, the validity
of the triple of C’ can be concluded from the former one. However, no rule in R can
be applied here to re-use the verified triple of C' without a variable name substitution

from y to z happens first. [J

To generalize the solution to the problem of Example 6.10, one shall allow free
substitution from existing variable names to fresh new variable names over collective
triples. Such substitutions are common transformations in first order logic that cannot
affect the validity of collective triples. In this dissertation, we will not discuss about
details in solving adaptation problem for two reasons.

First, the adaptation problem has been well studied and tackled by earlier works
[50,64]. There is nothing new in this problem for our unique inference system for
MINIMP.

More importantly, in later chapters, we will focus on applying collective triples
to procedures only. This is one of the typical ways to implement a contract based
verification system. For MINIMP procedures, the adaptation problem is naturally
solved. Recall the semantics of MINIMP in §4.3, a mapping from actual parameters
to formal parameters happens automatically. In addition, global variables are visible

everywhere in a program. No substitution is ever needed for global variables.
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6.3 An Derivation Example

We now show an example of the application of R.

Figure 6.2 shows a contract for the sequential combination C' = CyC of two
substatements. Cj and its contract are given by Fig. 5.5. '] and its contract are given
by Fig. 5.6. Recall that we have explained in §5.5 that the contract of C'; misses a
path-requirement.

Figure 6.3 shows a R derivation of the collective triple representing C' and its
contract. In the derivation, we write id for the value of PID, n for the value of NPROCS,
v for the value of val, and r for the value of root. We write z, for a variable or
value = on process p. Let X,,Y,, Z, € Val be values of dat on a process p € [n] at
different states. In this derivation, irrelevant conditions are simplified, e.g., we ignored
the values of variables root and val in the state-guarantee of Triple 1.

At a generic pre-state of (', variable dat on process ¢ holds value X;. We
simplified the condition that all processes have an agreement on their values of root
by letting all processes have the same value r for root. Note the state-guarantee in
Triple 1 involves the use of the \old construct to refer the value X; of dat at the
pre-state on process i. Triple 1 represents C' and its contract. It can be proved valid if
Triple 1.1 and 1.2 are valid, according to the sequence rule.

Triple 1.1 relates to the contract of Cy. Note we added the path-requirement
here that was missing in Fig. 5.6. Besides, since dat is modified by Cj, the value of
dat at the post-state of Cjy needs to be represented by a different symbol Y. According
to the contract of Cj, elements in dat on process root are “gathered” from other

processes, i.e.,

Vt € [n]. Y, = Xit].

Triple 1.2 relates to the contract of €. In addition to the contract showed in

Fig. 5.5, we added an extra path guarantee

\no \send(id, root) \after \enter(id) \until \enter(root).
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var dat, val, root, i, y;

// contract:
requires \forall t; \on(root, t) == root;
requires 0 <= root && root < NPROCS && val == dat[PID];
assigns dat, i, y;
ensures \forall t; 0 <= t && t < NPROCS ==>
dat[t] == \old(\on(dat([t], t));
ensures \no \exit(PID) \after \enter(PID) \until \enter(root);

© 0 N o o b W N

Figure 6.2: A contract for the sequential combination of the two branch statements
given by Fig. 5.6 and 5.5.

Adding such a path guarantee strengthens the guarantee of the original contract. It
is not hard for the reader to find out that C) still satisfies the strengthened contract.
By the consequence rule, if the strengthened the triple is valid, the original triple of
(' is also valid. This extra path guarantee is required in meeting Side Condition 1
of the sequence rule. The rest of the side conditions are valid with obviousness. At
the post-state of C, the values of dat are represented with the symbol Z for the
aforementioned reason. The state-guarantee can be further simplified to be exact the

same as the state-guarantee in Triple 1.

6.4 Extending the Entering/Exiting Notation
In §5.1, we defined two notations enterg ,and exitg , for marking the first entering
and the corresponding exiting of a substatement C' by a process p on a path p. Here

we extend such notations for a sequence of statements CoCl ... C,,_1.

Definition 6.11. Let l5: Cy l1: Cy ls... l_1: Cyi_1 1, be a program segment of the
statement C' = CyC} ... Cy—1. Let p be a path. Let ¢t € Tr(p) be a global transition of
the path p. We define enterz(;j; and exitgfp for 0 <i < m by

rC

Co —
° enterp’p = ente o

o t = enter’i

vy for @ >0, if ¢ is the first such transition appearing after exitgff;1 on
p that

toploc(src(t),p) =1; A proc(t) =p
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1. ( datiy = Xjg Arootyy =7 Avaly = vig A (seq 1.1, 1.2)
Xiglid] =vig AO<7r <n,(
)
CoCy
(Vt € [n]. Zult] = Xi[t] A datiy = Zig,
{\no \exit(id) \after \enter(id) \until \enter(r)}
)
1.1. (daty = Xjg Arootyy =1 Avaly = vg A Xig[id] =vig A0 <1 < n,
{\no \send(id, r) \after \exit(id) \until \exit(r)}

)
Co

< (Vt € [?”L]Y;[t] = Xt[t]) Adaty =Yg Arootiy=rA0<r< n, 0 >
1.2. ((Vt € [n].Y,[t] = X;[t]) Adatig = Yig Arootiy=r AO<r<n, )
i

< (Vt S [n]Y}[t] = Xt[t]) A datid = Zid N Zid = Zr N Zr = Y;,
{\no \send(id, r) \after \enter(id) \until \enter(r),
\no \exit(id) \after \enter(id) \until \enter(r)}

Figure 6.3: A R derivation of a collective triple that specifies a sequential combination
of two collective style MINIMP statements.

o= exitgjp, for ¢+ > 0, if t is the first such transition appearing after entergjp on p
that

toploc(dest(t), p) = l;+1 A proc(t) = p A |stack(dest(t),p)| = |stack(src(enter£jo),p)\

Intuitively, enterC

o and exitgip represent the entering and exiting, respectively,

of each substatement C; of C' by the process p on p. Again, when p is clear in the
context, we may simplify the notations to entergi and exitgi.
Remark that, for an execution or an extended execution with n processes of

CoC1 ...Cp_1, there is a unique enterg", or exitgi, for p € [n],0 < i< m.
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6.5 Soundness

This section presents a proof for the soundness of R.

Definition 6.12. Let t o ¢’ be a path. Let act(t) = p A act(t') = ¢ such that p # q.

The actions of ¢t and ¢ are said to be swappable if it is not the case that
act(t) = send(v, ¢) A act(t') =recv(v', p) A chan(src(t))(p,q) =¢ O

For convenience, we also say two global transitions ¢ and ¢’ are swappable if their
actions are swappable. Intuitively, ¢t and t’ are swappable if they are associated with
different processes and they are independent, i.e., proc(t) can execute act(t) regardless
of ¢’ being executed first or not, and vice versa; t and ¢’ cannot access the process state

of a same process or the same message in a message channel.

Lemma 6.13. Let s — s’ represent a global transition ¢ = (s,p,q,s’) such that
p
act(t) = a. A path then can be written as ...sy — s LN Sy.... For sy % s LN Sg, if
p q p q

the two global transitions are swappable, we have

b ;] a
S — 81 — S2
q p

Proof A proof can be constructed by induction on atomic actions of the two global
transitions. We omit this proof for two reasons (1) it is in fact a more specific case
of the general reduction approach proposed by Lipton in [75]; and (2) the lemma is
intuitive and is well-known in the field of verification of message-passing programs.
O

Given a path p: s % S1 % so with two swappable transitions, the path sq %
sy % s9 is said to be obtained via swapping transitions of p. And, by Lemma 6.13, we

know these two paths share their initial and the final states.
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Lemma 6.14. Let p be a path in the state space graph of CyC'; with n processes. If C

does not interfere Cj, then for every sub-path tot’ of p such that (1) proc(t) # proc(t’),

Co
proc(t),p

Co

and t' appears after exit o)

and (2) t appears before exit , on p, formally,

di,jx,y€Z.i<j Nax<y At=pli] Nt =ply A
. C . . C
exitoec , = PUI A exityl oy, = plal,
then t and t' are swappable.

Proof We prove by contradiction. Suppose that there is a sub-path tot’ of p satisfying
Condition 1 and 2 given in the lemma above, but ¢, ¢ are not swappable. Let proc(t) =
p, proc(t') = ¢, and p,, p, be two prefixes of p such that p, ends with exitg0 and p,

ends with exitgo7 respectively. Since C is not interfered by C on p,

nsends, (p,q) = nrecvs, (p,q) A nsends, (q,p) = nrecvs, (q,p) (3)

Since t and t' are not swappable, chan(src(t))(p, ¢) = €. Let p; be the prefix of p, that
ends with . We have

nrecvs,, (p, ¢) = nsends,, (p, ). (4)
Since act(t) = send(p, q),

nsends,, (p, q) > nsends,, (p, q). (5)
Simplifying (3), (4), (5) to

nrecvs, (p,q) > nrecvs,, (p,q). (6)

However, by our assumption, ¢t o t’ appears after exithO on p, we have

nrecvs,, (p, q) < nrecvs,, (p,q). (7)
There is a contradiction between (6) and (7). O

Corollary 6.15. Let m be an execution in a state space graph of C,C; that ends with
the termination of all processes. If '} cannot interfere Cy, Lemma 6.14 allows one to
keep swapping swappable transitions on 7 to produce an alternative path 7’ in the

same state space graph such that
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1. 7 and 7’ share their initial and the final states.

2. ' = my o m, where 7y is an execution of Cy and 7 is an execution of C. [

Lemma 6.16. Let ¢ be an extended execution of CyC with n processes. Let P be a

set of processes such that
p e Piff exitg% e Tr(¢).
Now if
Vq € [n].Vp € P. chan(dest(exitﬁ%))(q,p) =€,

then there is another extended execution (" of CyC; with n processes such that (' =
7y o (1, where

1. m(, is an execution of Cy with n processes,

2. (1 is an extended execution of Cy with n processes,

3. Vt € Tr((y). proc(t) € P, and

4. every global transition ¢t € Tr({]) corresponds to a unique one appearing after

- C
exit ocir ¢ On G, formally,

let N={ie€Z|0<i<]|([}in
V' e Tr(¢]). 3t € Tr(¢).Fi,j € N.i < j A Cli] =exits®_,, A

proc(t)
Clj]=1t A act(t) = act(t') A proc(t) = proc(t’).

Proof Considering the same path ¢ and process set P in this lemma. By Lemma 6.13

and 6.14, we have an alternative path p to ( with n processes such that
1. p shares the initial state with ¢
2. p = po o p1 such that

p e Piff exitg(; € Tr(py) and p € P iff entergi, € Tr(p1) (2.1)

Condition 2.1 above implies that (1) all processes in P are at the exit of Cyy (or entry
of C) at the final state of py while other processes are still in Cy, and (2) p; contains

no transition associated with processes not in P.
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Furthermore, according to the assumption over message channels, we have
Vq € [n].Vp € P.chan(src(head(p1)))(q,p) = €.

Therefore, no transition in p; depends on any process in [n]\P or the message channels
from [n]\P to P at the initial state of p;.

Now we first construct the execution 7, of Cy to 7y = po o pj via letting all
processes in [n]\P continue to execute from dest(tail(pg)) until they are all at the exit
of Cy. Process states of processes in P stay the same along p; because none of them
ever executes. Note we are not interested in non-termination problem here.

Second, we construct the ¢’ to (' = mj o (] via making |p;| = |(]] and
Vi € 7.0 < i < |p1| = proc(p1[i]) = proc((i[i]) A act(pi[i]) = act(¢i[i]).

Although there is no guarantee that chan(dest(tail(7}))(q, p) = € for some ¢ € [n] and
p € P, transitions in p; only depend on the process states of processes in P. So the
construction is feasible.

Remark that transitions in p; are obtained by swapping transitions in (, so

Condition 4 in this lemma is naturally implied. [J

Theorem 6.17 (soundness of the sequence rule). Assuming all the side conditions of

the sequence rule hold,

M ): <77Z)7 F> COCI <¢7 T>7 if
M= (@, To) Co (p, To) and M = (u, I') C1 (¢, Th).

Proof The proof of Theorem 6.17 is carried out by Lemma 6.18, 6.19, 6.20 and 6.21.
O

Lemma 6.18. Under the assumption made in Theorem 6.17, for an execution 7 in the
state space graph of CyC; with n processes, if 1) and allempty hold on the initial state

for all processes, C does not interfere Cy on 7.
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Proof We prove by contradiction. Assuming interferef0 (p,q) for an ordered pair of
unique processes p, ¢ € [n]. Without loss of generality, we also assume that
(a) (p,q) is the only such ordered pair of processes that interfere(p, q), and

(b) let p, and p, be the prefixes of 7 that end with exit](;:(;r and exitg’:(;r, respectively,
nsends, (p,q) + 1 = nrecvs, (p, q).

Then 7 must have such a form: ... ot,0 ... of,0 ..., where

1. proc(t,) = p, act(t,) = send(v, q), proc(t,) = q and act(t,) = recv(v’, p), for some
v and v/, and

2. chan(src(t,))(p, q) = €, and

C

3. t, appears after exitjff;r and t, appears before exit, 9 on .

Since Cy is interfered by C} as above, and M = (¢, I'g) Cy (1, To), it must be
the case that

\no \send(p, ¢) \after \exit(p) \until \exit(r) €, I,

for some processes r € [n].
Considering the prefix p of m that ends with ¢,. Let P be the set of processes
such that » € P iff exit$? is in Tr(p). Obviously p € P and ¢,r ¢ P. By the assumption

(a) above, we have
Yy € [n]Vz € P.chan(src(head(exit$?)))(y, z) = .

So we can apply Lemma 6.16. It results in the existence of an extended execution

( = m o p; of Cy such that

e the execution my of Cy shares the initial state with ,
e p; is a prefix of an execution of (', and

o Vt € Tr(py). proc(t) € P and 3t € Tr(py). act(t) = send(v, ¢) for some v.

Note ( is also in the same state space graph as where 7 is in.
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Since 7y is an execution of Cy, which shares the initial state with 7, and the
triple of Cp is valid, we have p and allempty hold at the final state dest(tail(7’)) (equal
to src(head(p’))) for all processes.

Since M = (u, I'1) Cy (¢, Y1), considering the p;, there is no

\no \send(p, ¢) \after \enter(p) \until \enter(r’) €, T,

such that v =r V' =q.
Thus, for ¢, the assertion T; guarantees; I'y fails to hold. It contradicts the

assumption that Side Condition 1 is satisfied. [

Lemma 6.19. Under the assumption made in Theorem 6.17, if an execution 7 of CyC}
emanates from a pre-state of Cy where ¢ and allempty hold for all processes, and 7 ends

with a post-state of C', then ¢ and allempty hold on the post-state for all processes.

Proof According to Lemma 6.18, Cjy cannot be interfered by € on 7. Then we can
apply Corollary 6.15. It results in an alternative 7’ to 7 in the same state space graph
such that

1. 7 and 7’ share the initial and the final states, and

2. ' = my o m such that 7y is an execution of Cy and m; is an execution of C}.

Because of M |= (¢, I'y) Co (u, To) and M = (u, I'1) Cy (¢, Y1), we have ¢
and allempty hold on dest(tail(7”)). Thus, ¢ and allempty also hold on dest(tail(7)). [

Lemma 6.20. Under the assumption made in Theorem 6.17, for an execution 7 with
n processes of CyC' that emanates from a pre-state s of Cy, where 1 and allempty hold

for all processes, Vp € [n].m = [T]2E™ (s, p).

Proof By Lemma 6.18, C'; cannot interfere Cy. We prove this lemma by contradiction.
Let p,q,r,x € [n] be some processes. Let s = src(head(7)). Suppose that there is an

absence assertion v €, T such that

™ ): ﬁ[[v]]aczsgrlmt(& k)? (a)
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for any k € [n]. There are two cases according to the possible forms of v.

Case 1, we have
v =\no \exit(p) \after \enter(p) \until \enter(g). (b)

By Side Condition 3 of the sequence rule, there are two sub-cases.

(1.1) v €, Ty. By Corollary 6.15, there is an alternative execution 7’ to = such that
7w = 7y o w1, where
e 71 and 7y share the initial state s,
e T, is an execution of Cj, and

e 7 is an execution of (.

The transition swapping performed on 7 for obtaining 7’ preserves the order that

exit$? appears beforeben’tcerqc‘;r on 7 (by Assumption a). So my = —[v]&%"(s, k)
absen

as long as 7 = —[v]ZE! (s,’k). It contradicts the assumption that the triple of
Cy is valid.

(1.2) Since Cy cannot be interfered by C;, we can apply Lemma 6.16 to a prefix of
7 that ends with exitg;. It results in an extended execution ¢ of Cy such that
¢ = my o &1, where

e 7 is an execution of Cj,

e & is a prefix of an execution of C', and p and allempty hold for all processes
on src(head(&;)), according to Lemma 6.19, and

o U Eg T

We show a contradiction to the validity of the triple of C} by showing that v
is violated by &;. By Assumption a, process ¢ has not entered Cy while process

p exits (1, i.e., enteri?T appears after exitﬁ;r on 7. And by fact, enter(%r has to

appear after entergg’r on 7. Thus, no enterglC in &, while by Lemma 6.16, &
includes exitglc.

Now considering Case 2. We have
v = \no \send(p, ¢) \after \enter(p) \until \enter(r). (c)

By the noSend(T) C, Y, part of Side Condition 2 of the sequence rule, we have
v €, To. We now have two sub-cases regarding to the order of exitggr and a transition
t, on m, where proc(t,) = p and act(t,) = send(v, ¢) for some v. Note such ¢, must

exist on 7 because v is assumed to be violated on 7.
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2.1

2.2

221

2.2.2

2.2.3

t, appears before enterf,’j?r and exitg?r on (d)

Let us continue to consider the execution 7' = my o m; mentioned in Case 1.1.
Again, the transition swapping performed on 7 to obtain 7’ preserve the or-
der that t, appears before enter(s on 7 (by Condition d). We have 7, =
—[u]E&=t(s, k) as long as m = —[v]2%™(s, k) (Assumption a). Contradicting
the validity of the triple of Cj.

t, appears before enterC? and after exitS% on 7 (e)

There are three further sub-cases according to Side Condition 2 of the sequence
rule.

There is

\no \exit(p) \after \enter(p) \until \enter(r) €, Yy

This case can be proved contradicting to Assumption e with the same idea as
how was Case 2.1 proved.

Considering the alternative 7’ = mg o m; mentioned in Case 1.1. There is
\no \exit(x) \after \enter(xz) \until \enter(r) ¢, T
and there is

\no \send(p, ¢) \after \enter(p) \until \enter(z) €, T,

Since both the triples of Cy and C are valid, we have

enterf?rO appears before exitff;TO on 7o, (f)
enter(!  appears before every such ¢, on 7 that proc(t)) = p A act(t)) = act(t,)
(&)

Transition swapping performed on 7 for obtaining 7’ preserves the orders of the
transitions given in Condition f and g. Thus, we have enterf:j?r appears before t,
on . Contradicting Assumption a under Case 2.

Considering the alternative 7’ = g o m; mentioned in Case 1.1. There is
\no \send(p, ¢) \after \enter(p) \until \enter (') €, Ty,

where " = r V' = ¢q. A contradiction to Assumption a under Case 2 can be
proved with the same idea used in Case 2.2.2.
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Lemma 6.21. Under the assumption made in Theorem 6.17, for an extended execution
¢ with n processes of CyC', which starts from a pre-state of Cy where ¢ and allempty

hold for all processes, we have

let s = src(head(()) in

Vp, q € [n]. interfereccoc1 (p.q) = (3k € [n].¢ E TR (s, k).

Proof Let p,q,r € [n] be some processes. Let s = src(head(()). To prove by contra-

diction, we assume that

interfere®“ (p,q) A Vk € [n].¢ = [T]&er (s, k), (a)
for an ordered pair of processes (p,q). Without loss of generality, we further assume
that

e (p,q) is the only such order pair of processes that interfere?oc1 (p,q), and

e let p, and p, be the prefixes of ¢ such that end with exitgz and exitqc}, respectively,
we have nsends, (p,q) 4+ 1 = nrecvs, (p, q).

Then ¢ must have the form ... ot,0 ... ot,0 ..., where

e proc(t,) = p, proc(t,) = q, act(t,) = send(v, ¢) and act(t,) = recv(v’, p) for some
v,v’, and

e chan(src(t,))(p, q) = €, and
e t, appears after exitgfC and t, appears before exitglC on (.
There are two cases for ¢ with respect to the order of ¢, and exitgg on (:

1. t, appears before exitqc:% on ¢, and

2. t, appears after exitg% and before exitglC on (.
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For Case 1, we have interfere?0 (p, q) because ( is also a extended execution of Cyy. Then,

by the assumption that the triple of Cj is valid, we have
7= \no \send(p, ¢) \after \exit(p) \until \exit(r) & I (b)

such that ¢ violates v for Cy. By Side Condition 4 of the sequence rule, there are two

sub-cases.

(1.1) We have v €, I'. According to our construction of ¢. It contradicts Assumption
a.

(1.2) By our construction of {, we can apply Lemma 6.16 to ¢ to get an extended
execution ¢’ of Cy such that (' = 7, 0 £}, where 7 is an execution of Cy and &
is an extended execution of ;. In this case, T; cancels 7y. Consequently,

v = \no \exit(p) \after \enter(p) \until \enter(z) €y Ty,

where x = rVa = ¢q. We need to show that v is violated by &; for a contradiction
to the validity of the collective triple of (Y.

Recall in our construction of ¢,
t, appears after exitgz and before exitfj% on (.

Consequently,
exitgz appears before enterglC on (. (c)

Since the existence of ¢, leads to the violation of v by ¢ for Cy (Assumption b),
t, appears before enterff} on (. Consequently,

exitgfc appears before entergé on (. (d)

Note that the order of exitgf(, entergz and enterf} is preserved during the transition
swapping performed on (. Then, by Condition ¢ and d, we have that v is violated
by & for Cj.

Now we prove for Case 2. Let us continue to consider the extended execution
(" =m 0&] used in Case 1.2.

Under Case 2, interfereg1 (p, q), because the order of t,, t,, exitgz and exitgz is
preserved by the transition swapping performed on (. Then, since the triple of (' is

valid, there must be

7= \no \send(p, ¢) \after \exit(p) \until \exit(r) €4 I'| (e)
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s.t. 7y is violated by &] for (4.

By Side Condition 4 of the sequence rule, we have

Y 641 I. (f)

Again, the order of ¢, t,, exit®

ol exitilC and exitf} is preserved by transition swapping

performed on ( for obtaining (', we conclude that
¢ has the form py o t, 0 p; ot, 0 ps

S.t.
° exitgz € Tr(po), by construction of ¢, and
. exitrcé € Tr(p1) U Tr(p"), by Condition e, and

. exitgz € Tr(p2), by construction of (.

Thus, together with Condition f, v is violated by (. Contradicting Assumption a. [J

Theorem 6.22 (soundness of the consequence rule). Assuming the side conditions of

the consequence rule over ¥, ', ¢, ¢, ', I", T and Y’ hold,

M, T) C (o, 1), it M= (¢, T") C (¢, T").

Proof Strengthening the state- or the path-requirement cannot invalidate a valid col-
lective triple. Dually, weakening the state- or the path-guarantee cannot invalidate a

valid collective triple. [

Theorem 6.23 (soundness of the collective loop rule). Assuming the side condition

of the collective loop rule holds,

M [ (inv, T) while(c) C (—c Ainv, T), it M | (invAe, T) C (inv, T).

Proof Imagine unrolling the loop to a finite sequence C'C'...C of length m. The
validity of the original triple of the loop can be proved by proving the following two
tasks,
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1. M (invhe, T) CC...C (invAc, T), with the strengthened assumption M |=
(inv A ¢, Ty C' (inv A ¢, T), for the prefix CC'...C of length m — 1, and

2. M E (invAe, Ty C (inv, T).

Task 1 can be proved by repeatedly applying the sequence rule. Task 2 is directly

inferred by the assumption. [

Theorem 6.24 (soundness of the elaboration rule).

ME (,T) C (6, 1)
if (1) C € CoCh and M |= (4, T) CoCy (9,T).

Proof According to the elaboration condition, for every execution 7 of C, there is
an equivalent execution 7’ of CyC; such that that both executions start from a same
pre-state where ¢ holds. The only difference between m and 7’ is that they have
different transitions in them that are all labeled by skip, which has no effect on neither
the memory in state nor the order of process executions. So whenever 7’ satisfies a

specification, 7 satisfies the same specification. [
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Chapter 7
A VERIFICATION SYSTEM FOR MINIMP

In this chapter, we describe a contract based MINIMP verification system. It
verifies an MINIMP program against a specification in a composite and modular way.

We first introduce the basic model checking and symbolic execution algorithm
for monolithic verification in §7.1. In §7.2, we improve the basic algorithm with respect
to R for composite and modular verification. Around the improved the algorithm, we
discuss about a procedure contract based verification system in §7.3. Finally, we give
proofs for the soundness of the algorithms in §7.4.

We fix the context of our discussion in this chapter with a vocabulary V =

(Procedure, Var, Global, locvar), a domain Val and a MINIMP model M.

7.1 Symbolic Execution and Model Checking for MiniMP

In this section, we introduce a basic algorithm for monolithic verification of func-
tional correctness of a MINIMP program segment against its contract. This algorithm
uses model checking and symbolic execution techniques.

In order to do symbolic execution, we must allow variables in MINIMP to hold
symbolic expressions. In addition, states of MINIMP programs must be associated

with path conditions (PCs).

Definition 7.1. Let Sym be a set of symbols. Let Expry,_s,m be the set of expressions
over Val and Sym. An expression in Expry, s, is said a symbolic expression. An
element in Sym is also said a symbolic constant. An element in Val is also said a

concrete value. [
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L™ ((s,pc),p, (1, 9,a,1')) =
let pc’ = pc A [g]n(s,p) in
{W'[pc’ /pc] € State™™ | ' € I(s,p, (I, true,a,l')}

Figure 7.1: The definition of the interpretation for symbolic execution with n processes.

Definition 7.2. Let Expry, s,m be the set of symbolic expressions. A state for symbolic

execution is a pair:
(s, pc),

where s: State is a state and pc: Expry, sy, i the boolean path condition. Let State>™

be the set of states for symbolic execution. [

Given a state w € State>™, by PC(w), we denote the path condition of w.

SYm states.

From now on, for the rest of this chapter, we call elements in State
Given a state w = (s, pc), we refer any component ¢ of s as “c of w”, and we refer pc
as “the PC of w”, which may also be said “the path condition of w”.

The shortcut notations introduced in §4.3 involving elements in State will be

Sym

naturally extended with respect to elements in State™™. For example, the call stack of

Sym

a process p in a state w € State™™ can be denoted stack(w, p). Correspondingly, the

evaluation functions with n processes: [ ], [ JP¢, and [ ]3P, are also extended in a

natural way for symbolic expressions and State>™.

Definition 7.3. Let Expry,s,m be the symbolic expression set, n be a positive integer,
and [ ], be an evaluation function. Let T be the set of local transitions. A n-processes
interpretation for symbolic execution I™: State™™ x [n] x T — §2(State™™) is a
function describes the states, each of which is a possible result of executing a local
transition (I,g,a,l’) € T from a state w € State™™ by a process p € [n]. We define
I™™ in Fig. 7.1. [
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When the number of processes n is clear in the context, we may simplify 7>Y™
to IoY™.

Given a boolean symbolic expression e, e is said satisfiable iff there is at least
an assignment from symbols in e to concrete values that makes e true. If e is true for
any assignment, e is said valid. If e is false for any assignment, e is said invalid, or
unsatisfiable. The intuition in I®Y™ is that, given a source state, a process and a local
transition, ™ always compute the target states regardless of whether the guard is
valid or not. Besides, it adds the guard to the path conditions of the target states. If

the path condition of a state is unsatisfiable, paths containing the state are infeasible.

Definition 7.4. Let McC be the monolithic algorithm that verifies the validity of a
collective triple for a fixed number processes. McC is a function that consumes a model,
a collective triple (¢, I'y C' (¢, T), and a positive integer n, and returns T iff M
(¥, T) C (¢, T) for n processes. Formally,

Mc(M,(y, T) C (¢, T),n) =T it M=, ') C (¢, T) O

Mc(M, (¢, T) C (¢, T),n) verifies the validity of the triple through search-
ing states and paths that violate the specification in a state space graph for symbolic

execution of C.

Definition 7.5. Let (o, I') {: C' I (¢, T) be a collective triple and T" be the set of
local transitions translated from [: C' I'. The state space graph for symbolic execution

G of C' with n processes is a tuple:
G = (w(): Qa Wgym)a

where
e Wy is an initial state that satisfies the following conditions

1. wy is a pre-state of C,

2. for every p € [n] and every v € Var, mem(wp,p)(v) is a unique symbolic
constant, and

95



3. PC(wo) = A [¢](wo,p), and allempty holds for all processes on wy.

p€En]

e () is the set of states that are reachable from wy over T with the interpretation
s,

o ™ State™™ x [n] x T x State™™ is a set of global transitions defined as

{(w,p,,) | € IY™(w, p,a),p € n],we Q,aeT}

We also call G the state space graph searched by Mc(M, (¢, I') C' (¢, T),n). O

The definition of act(t) is also extended for the global transition ¢ € State®™ x
[n] x T x State®™ in a natural way.

Given a state space graph G searched by Mc(M, (¢, I') C (¢, T),n), processes
are “blocked” once they complete C' in any execution in G. So it is not possible for
a process to send messages after it exits C'. In other words, G excludes the extended
executions of C' that may cause interference. Then does it mean that it is not sufficient
to prove the validity of the triple by exhaustively exploring G? In fact, it is sufficient
to verify the triple only within G, if one always make the worst case assumption for
interference, i.e., for any process p that has completed C', p may send a message to any
other process at any time. We now define a predicate maylnterfere for this worst case

assumption.

Definition 7.6. Let G = (n,wO,Q,wgym) be a state space graph searched by the
algorithm Mc(M, (¢, T') C (¢, T),n). Let w € Q be a state. By emanateg(w), we

denote the set of global transitions that emanate from w in G, i.e.,
t € emanateg(w) iff t e~g™ A sre(t) = w.
Note for any ¢ € emanateg(w), PC(dest(t)) may be unsatisfiable. [

Definition 7.7. Let G be a state space graph searched by Mc(M, (¢, I') C (¢, T),n).
Let w be a state in a feasible path in G. Let p,q¢ € [n] be some processes. By

maylnterfere(w, p, ¢), we denote that the state w can lead to an interference if process p
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sends a message to ¢ in the next step. Let v € Expry, s, be some symbolic expression.

Formally, we have

maylnterfere(G,w, p, ¢, r) iff
Jt, € emanateg(w). ~3t, € emanateg(w).

proc(t,) = q A proc(t,) = p A act(t,) = recv(v, p) A chan(w)(p,q) =e. O

The intuition in Def. 7.7 is that if we assume the worst case, for any state w
in a feasible path in G, no transition ¢t € emanates(w) shall be labeled by a receive
action over an empty channel from a “completed” process p to proc(t). Otherwise, by
the worst case assumption, p will send a message to proc(t) in the next step. Then
executing ¢t becomes feasible and can lead to an interference. Now considering the
collective triple (¢, I') C' (¢, T) associated with G. For an execution 7 in G such that

w € St(m), if
\no \send(p, ¢) \after \exit(p) \until \exit(r) €, T,

we know that p will not send a message to ¢ until a process r exits C'. Then the worst
case assumption can be constrained to that process p will send a message to q after

exiting C' at any time once r exits C'.

Definition 7.8. A prefix p of a feasible execution in the state space graph G searched
by the algorithm Mc(M, (¢, I') C (¢, T),n) violates the contract or contains a dead-
lock, denoted p = (¢, I') C (¢, T), if it belongs to one of the cases defined in Fig.
7.2. We have Mc(M, (¢, T') C (¢, T),n) = T, if for every prefix p in G, p contains

no deadlock and does not violate the contract. [

If Mco(M, (¢, T') C (¢, T),n) =T, we also informally say that the state space
graph searched by Mc(M, (¢, Iy C (¢, T),n) is error free.

We explain Fig. 7.2 briefly. Given a state space graph G searched by the al-
gorithm Mc(M, (¢, T') C (¢, T),n). DL defines the condition of deadlock, i.e., the
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DL, deadlock:
let w = dest(tail(p)) in
w is not a post-state of C', and
Vt € emanateg(w). PC(dest(t)) = F

SGV, state guarantee violation
let w = dest(tail(p)) in
if w is a post-state of C, then /\ [allempty && ¢[**(w,p) =F
pEln]
ITF, interference
let w € St(p) in
dp, q,r € [n]. maylInterfere(w, p, q) A
—J\no \send(p, ¢) \after \exit(p) \until \exit(r) ¢, I.

w appears before exitgp on p

PGV, path guarantee violation
let w = src(head(p)) in

Vp € [n].p = —[YT]**" (w, p)

Figure 7.2: The definition of contract violation and deadlock for a prefix p of an
execution in the state space graph G searched by Mc(M, (¢, T') C (¢, T),n).

final state of a feasible execution is not a post-state of C'; SGV defines the case where
the state-guarantee ¢ fails to hold on a post-state of C'; ITF defines the case where
the path-requirement I" fails to prevent possible interferences; finally, PGV defines the
case where a feasible execution of C' fails to satisfy the path-guarantee Y.

The soundness of Mc is proved in §7.4.1

7.2 Composite and Modular Verification for MiniMP

We have introduced a monolithic verification algorithm Mc in §7.1 that is able to
prove the validity of a collective triple for a fixed number of processes. In this section,
we improve Mc to Mc®, which is a composite and modular verification algorithm

taking advantages from R.
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Given a collective triple (¢, I') C' (¢, T) such that C = CyCy...Cy—1 or
(@/J}ﬁ C m for m statement sequences Cy, Ci, ..., Cp_1, m > 0. We
call a set of collective triples a set of sequentially-decomposed triples of C, if the set
contains a unique collective triple (¢;, I';) C; (¢, Y;) for each C;, 0 <@ < m.

Let Tri be a subset of a sequentially-decomposed triple set of C'. The algorithm
Mc? verifies the validity of (¢, T') C' (¢, T) by exploring feasible paths in a state space
graph of C with the assumption that all triples in Tri are valid. During the verification,
for each (¢;, T';) C; (¢, T;) € Tri,0 < i < m, only the contract of C; is used to derive
behaviors of Cj.

Intuitively, there is a gap between contract evaluation and semantics of collective
triple (¢, I') C' (¢, T): for an execution 7 of C, there is not necessarily a pair of pre-
and post-states of a C;,0 < 7 < m, exist in 7. In such cases, where is the contract of C;
suppose to be evaluated? We propose a solution to this problem using collective states
in §7.2.1. The algorithm Mc* is based on collective states and is described in §7.2.2.

In this section, we fix our context with the collective triple (¢, I') C' (¢, T) and

the subset Tri of a sequentially-decomposed triple set of C.

7.2.1 Collective States

A collective state is a state where every process is at a desired location as if

there is a “bulk-synchronous” at each of the location.

Definition 7.9. Let n be a positive integer. Let Loc be the set of locations in M. Let
myloc: [n] — Loc be a function that maps integers in [n] to locations. Let p be a path
such that for every process p € [n], Jw € St(p). toploc(w, p) = myloc(p). A state ' is a

collective state associated with p and myloc, if it satisfies the following condition:
Vp € [p].3w € St(p). procState, (w') = procState, (w) A toploc(w’, p) = myloc(p). O

Our interest actually focuses on certain kinds of collective states, the collective
pre- and post-states. They are the collective states where processes are at entry and

exit, respectively, of a particular substatement.
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Let m be an execution of C. We are interested in the pre- and post-states of C,
(0 < i < m), associated with =, if (¢;, I';) C; (¢;, ;) € Tri. The process state of a
process p in the collective pre-state of C; will be equivalent to procState(src(enterggr)).
Similarly, the process state of p in the collective post-state of C; will be equivalent to
procState(dest(exit’ )). Recall enter and exit are defined in §6.4.

The value of the message channels in the collective pre-state (resp. post-state) of
C; associated with 7 follows an observation. Suppose that there is a “bulk-synchronous”
barrier at the entry (resp. exit) of C;. Let ©’ be an execution of such C' that contains
the barrier and the sub-statement C;. Let w be the state in 7’ where all processes are
blocked by the barrier. The message channels in w depends and only depends on the
transitions that appear before w and are labeled by a send or a receive action.

Such an observation will be generalized by a precise definition for collective

states.

Definition 7.10. Let 7 be an execution of C. By preCS(7, C;), we denote the collective
pre-state of C; associated with m; by postCS(w, C;), we denote the collective post-state

of C; associated with =. O

Definition 7.11. Let 7 be an execution of C'. A transition ¢ is said to be depended on

by the message channels of the collective state preCS(m, C;) (resp. postCS(w, C;)), if

1. t € Tr(m),

2. act(t) is either a send or receive action, and

C;
proc(t),m

C;

3. t appears before enter proc(t)

(resp. exit Jonm. [

Definition 7.12. Let 7 be an execution of C'. Let p be a subpath of 7. We use
the procedure preCoChan(w, p,m, C;): State™™ to describe the state that is obtained
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by updating the message channel function in the given state w with respect to the

transitions in p, on which preCS(w, C;) depends:

preCoChan(w, p, 7, C;) =

let t = head(p) in

let p = proc(t) in

let p=top if p#e, in

w, ifp=ce

preCoChan(w, o/, 7, C;), if preCS(7, C;) not depends on t
preCoChan(w[(p, ¢)!'v], o', 7, C;), if act(t) = send(v, q)

preCoChan(w[(q, p)?v], p',m, C;) if act(t) = recv(v, q)

Similar for postCoChan, whose definition is omitted here for brevity. [

Definition 7.13. Let n be a positive integer and 7 an execution with n processes of

C'. A collective pre-state preCS(m, C;) of C; associated with 7 is defined by

process states:

Vp € [n]. procState(preCS(, C;), p) = procState(src(entergir),p)
message channels:

chan(preCS(m, C;)) = chan(preCoChan(src(head(n)), 7, 7, C;))
path condition:

PC(preCS(m, C;)) = /\ PC(src(enterg;))

pEln]
The definition of the collective post-state postCS(7, C;) is similar to above. Hence we

omit it for brevity. [

Message channels of the collective pre-state preCS(m, C;) actually can be repre-
sented in many different ways since for any state w that appears before the first enterﬁ;

for some p € [n| on 7, the message channels of w depend on all the transitions labeled
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by communication actions. Hence one can still obtain the correct message channels
by applying the preCoChan procedure on w and the suffix of 7 emanating from w. In

practice, it is the most efficient to do
preCoChan(src(head(p)), p, 7, C;),

where p is defined as the minimal sub-path of 7 such that Vp € [n]. enterS: € Tr(p).

Example 7.14. Figure 7.3 shows a collective pre-state (upper right) of a statement
C associated with an execution (below) of a MINIMP code CyC; (upper left), where
Cy is a statement sequence at line 4-5 and (' is a statement sequence at line 6-7.
The collective state depends on the process states in state 4, 6 and 7. The value
of the message channels in the collective state is initialized by the one in state 4,
where the message channels from 0 to 1 and from 1 to 2 are non-empty. After state
4, communication actions performed by process 1 and 2 can still affect the collective
state. From state 5, process 1 recvs a message from process 0. It causes the message
channel from 0 to 1 in collective state to be updated to empty. After state 6, only
process 2 can affect the collective state. From state 6, process 2 recvs a message from
process 1. The message channels in the collective state eventually are updated to all

empty. [

7.2.2 The Composite and Modular Verification Algorithm

We talk about the composite and modular algorithm Mc® in this subsection.

Definition 7.15.
Tri

(¥, 1) C (e, T)

Mc? (M, n)="T
ift
ME @, T) C (¢, T) and Vtri € Tri. M |=tri. O

We describe Mc® by illustrating the differences between Mc and itself.
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Figure 7.3: A collective state (upper right) associated with an execution (below) of a
MINIMP program (upper left). All processes are collectively at line 6 in the collective

state.

ment refresh for Mc®. The statement means to assign “fresh new” (i.e., unique and

First, besides the atomic statements defined in §4.3, we add a new atomic state-

unconstrained) symbols to all wvisible variables to a process.
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state 4 state 6 state 7
p0: 6, dat: X[2 -> Z[2]] p0: 7, dat: X[2 -> Z[2]] p0: 7, dat: X[2 -> Z[2]]
p1:5,dat: Y p1: 6, dat: Y[O -> X[0]] p1: 6, dat: Y[O -> X[0]]
p2: 5, dat: Z p2: 5, dat: Z p2: 6, dat: Z[1 -> Y[1]]
1 var dat = new [2]; \ v /
2 var r = (PID + 1) % NPROCS; collective state
3 var 1 = (PID + NPROCS - 1) % NPROCS; ey |
4 Send(dat [pID] , r) ; p2: 6, dat: Z[1 -> Y[1]]
5 recv(dat[r], r); 0->1:
1->2:
6 send(dat[PID], 1); z
2->0:
7 recv(dat[1], 1);
8 state 4 state 6 state 7
0->1: X[0] 0->1: X[0] 0->1:
1->2:Y[1] 1->2: 1->2:
2->0: 2->0: 2->0:
state 0 send dat[0] to 1 state 1 send dat[1] to 2 state 2 send dat[2] to 0 state 3
pO: 4, dat: X P p0: 5, dat: X P p0: 5, dat: X = p0: 5, dat: X
p1:4,dat: Y p1:4,dat: Y 1 p1:5,dat: Y 2 p1:5,dat: Y
p2: 4, dat: Z proc 0 p2: 4, dat: Z proc p2: 4, dat: Z proc p2: 5, dat: Z
recv from 21 procO
state 7 recv from 1 state 6 recv from 0 state 5 send dat[0] to 2 state 4
p0: 7, dat: X[2 -> Z[2]] <& p0: 7, dat: X[2 -> Z[2]] | pO0: 7, dat: X[2 -> Z[2]] [ pO0: 6, dat: X[2 -> Z[2]]
p1: 6, dat: Y[0 -> X[0]] p1: 6, dat: Y[0 -> X[0]] p1:5,dat: Y p1:5,dat: Y
p2: 6, dat: Z[1 -> Y[1]] proc 2 p2: 5,dat: Z proc 1 p2: 5,dat: Z proc 0 p2:5,dat: Z
proc 1| send dat[1] to 0
A\
state 8 send dat[2] to 1 state 9 recv from 1 state 10
pO0: 7, dat: X[2 -> Z[2]] == p0: 7, dat: X[2 -> Z[2]] P p0: 8, dat: X[2 -> Z[2], 1->X[1]] —>
p1: 7, dat: Y[0 -> X[0]] 2 p1:7, dat: Y[O -> X[O]] p1: 7, dat: Y[0 -> X[0]]
p2: 6, dat: Z[1 -> Y[1]] proc p2: 7, dat: Z[1 -> Y[1]] proc 0 p2: 7, dat: Z[1 -> Y[1]]



Definition 7.16. The semantics of refresh is defined by

I9™(w, p, (1, g, refresh, ') =

let f be the procedure associated with top(w, p) in

let {Xo, X1,...} be an infinite set of symbols that are fresh new to w in
let {vg,v1,...,vm—1} be union of Global U locvar(f) in

let pc = PC(w) in

{w[pc:= pc A [g](w, p)][vo = Xo,v1 = X1, ..y Um—1 < Xinoa]p) O

Let refresh also be an atomic action. So we have act(t) = refresh, if given a
global transition ¢ = (w, p, (I, g, refresh, ), w).

We then modify the translation procedure transStmt to transStmtr,;, which trans-
lates C' to a set of local transitions such that, for any (¢, I';) C; (¢, T;) € Tri, the

translation result excludes the detail of C;.

Definition 7.17. The translation procedure transStmty,; is defined by

transStmtr; (1, C;) =

— (I+1,(l, true, refresh, [ + 1)), if I(;, T;) C; (@i, L) € Tri

— transStmt(l, C;), if C; is an assignment, a return, a call, or a communication
statement.

— apply transStmty,; to substatements of C; recursively, otherwise. [

Intuitively, the refresh statement can be seen as an operation for making the
weakest over-approximation of the behaviors of a sub-statement of C'.

While the weakest over-approximation can barely be useful, we want the ap-
proximation of C; to reflect the contract. We shall assume that ¢; and allempty hold
on the collective post-state postCS(7, C;), if ¢; and allempty hold on the collective pre-
state preCS(m, C;). In addition, we assume that the path-guarantee T, is satisfied by
every execution of C. Technically, an execution is infeasible if these assumptions fail

to hold on it.
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Definition 7.18. Let n be a positive integer. For the collective triple (¢, I') C (¢, T)

and the triple set Tri, the state space graph G searched by MCA(M, W n) is
a tuple:

<w07 Q WSym A)’
where

e )y is a initial state that satisfies the following conditions

1. wp is a pre-state of C,

2. for every p € [n] and every v € Var, mem(wy,p)(v) is a unique symbolic
constant, and

3. PC(wp) = /\ [¥)] (wo, p), and allempty holds for all processes on wy.

pEn

e () is the set of states that are reachable from wy over transStmtr,;(l, C') for some
location [, and

. Wscym’A is the set of global transitions

{(w,p,a,0) | € I (w,p,a),p € [n],w € Q, a € transStmty(1,C)} O

We define whether an execution explored by Mc® (M, W, n) is feasible

with respect to the contracts of triples in Tri.

Definition 7.19. Let G be the state space graph searched by Mc® (M, W n).

An execution w in G is infeasible, if one of the following conditions holds.

1. There is a state w € St(m) such that PC(w) = F
2. There is (¢, I';) C; (¢;, ;) € Tri such that

(a) 3p € [n]. [¢:]**(postCS(m, Cy), p) = F, or
(b) Vp € [n].7 = =[Y]Z="(preCS(m, C), p)

The execution 7 is feasible if it is not infeasible. [
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In fact, Condition 2.b in Def. 7.19 can be strengthened to
Vp € [n].7 = —[T]2*" (preCS(mr, Cy), p),

where A is the expression representing the set-subtraction of the absence assertion
sets represented by T and noSend(T), respectively. Because details of C; has been
abstracted to refresh. Consequently, for noSend(Y), [ J&e™ can only evaluate it to
true.

For an execution in the state space graph searched by MCA(M, W, n),
there is at most one collective pre-state (resp. collective post-state) of C;, which is
specified by a triple in Tri. Because recursions of C; have been abstracted away in the
execution.

Therefore, we can extend the set-operation €, associated with a path p over

absence assertions that are suppose to be evaluated on collective states.

Definition 7.20. Let m be a feasible execution in the state space graph searched by
MCA(M, W, n). Let C; be a substatement of C such that (¢, I';) C; (¢, T;) €
Tri. Let e be an expression and I'; be of the form e ==> ~, && ... && ~,,_1. For an

absence assertion A,
A€, Iy iff 30 € [m]. Ip € [n]. X = pe(y;, preCS(m, C), p).
Similar for A €, Y;. [

The algorithm Mc® returns F if there is a feasible execution in the searching

space that violates a contract or contains a deadlock.

Definition 7.21. Given a feasible execution 7 in the state space graph searched by
MCA(M, W, n), ™ violates a contract or contains a deadlock, denoted 7 %A
(¥, ) C (¢, T),if m |= (¥, ') C (¢, T) or one of the cases defined in Fig. 7.4 describes

. O

We explain the conditions in Fig. 7.4 for Def. 7.21. GivenC' = Cy...C;...Cj. ..

\

or 8 CCy...C;...C; ..., suppose there are collective triples (¢, I';) C; (¢;, T;) and
(1j, T;) C; (@5, Y;) in Tri.
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suppose ¢ < j and (¢;, I';) C; (¢4, Yi), (¢;, T';) C; (¢;, T;) € Tri,
SRV (state requirement violation) :
/\ [allempty && ;[P (preCS(m, C;),p) = F
pEln]
PRV (path requirement violation) :
dp € [n].7 = ﬂ[[F]]Z’}:se“t(preCS(ﬂ, C:),p)
PRV-II :
Ip, q,r, 7" € [n].
I\no \send(p, ¢) \after \exit(p) \until \exit(r) &, I}.
—I\no \send(p, ¢) \after \exit(p) \until \exit(r’) &, T.

exitg7T appears before exitf;'r onm A exitf i appears before exitS,7r on m

PRV-III :
dp,q,r, v’ € [n].
d\no \send(p, ¢) \after \exit(p) \until \exit(r) &, I}.
—3\no \send(p, ¢) \after \enter(p) \until \enter(r') €, ;.

. .. C e C;
entergf7T appears before emtf; onm A EXItS;T appears before enterr,f7r on

ITF-11 :
It € Tr(w).3p, q,r € [n].
—=3I\no \send(p, ¢) \after \enter(p) \until \enter(r) €, T,
maylnterfere5 (src(t), p,q) A enter’. appears before ¢ on 7 A
t appears before enterfj:jr on m,
where for some v, maylnterfereé(w,p, q) = chan(w)(p,q) = € A
Jt, € emanateg(w). act(t,) = recv(v, p) A proc(t,) =¢q
PGV-II:
dp,q,r, " € [n].
d\no \send(p, ¢) \after \enter(p) \until \enter(r) €, T.
—3\no \send(p, ¢) \after \enter(p) \until \enter(r’) €, T,.

enterg; appears before enterf}7r onm A enterTC’7T appears before entergf7r on mw

Figure 7.4: Conditions of a contract violation of an execution 7 explored by

A Tri
MO (M, e way: )
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e The SRV describes the violation that the state-requirement of C; fails to hold
on a collective pre-state of Cj.

e The PRV describes the violation of the path-requirement I'; of C;.

e The PRV-II describes the violation of the path-requirement I'; of C; in an exe-
cution in the state space graph of ' due to weakness of the path-requirement
I' of C. The weakness can cause C; be interfered by a statement following C.
Remark that this is a violation that can happen in the state space graph of C'
instead of where Mc® searches.

e The PRV-III describes the violation of the path-requirement I'; of C; in an
execution in the state space graph of C' due to the weakness of the path
guarantee Y; of C;. The weakness can cause C; be interfered by Cj.

e The ITF-II describes the violation that a sub-statement C}, of C' such that k < i
can be interfered by C; due to the weakness of the path guarantee of C;. Remark
that maylnterfereé is in fact a weaker predicate than maylnterfere,.

e Finally, the PGV-II describes the violation of the path guarantee of C' in an
execution in the state space graph of C due to the weakness of the path
guarantee of Cj.

We remark that the algorithm Mc® assumes that every collective-style state-
ment sequence specified by a triple in Tri is invoked collectively. Of course, a sound
verification system should be able to detect invalid invocations of collective style state-
ment sequences. This is actually one of the reasons why we implemented a contract
system on the basis of procedure contracts. It is natural to detect unmatched collective
procedure calls. We talk about building such a contract system in §7.3.

Finally, the soundness of Mc? is proved in §7.4.2.

7.3 Procedure Contract System for MiniMP

In this section, we discuss about the challenges in building a verification system
based on procedure contracts for MINIMP programs. Instead of general program
segments, the system allows the user to only specify contracts to procedures. Those

contracts are called procedure contracts.
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Recall that a program segment has no return sub-statement. But returns
are important to procedures. In addition, different procedure calls have different ac-
tual parameters. It comes to the adaptation problem. We explain solutions to these
problems in §7.3.1. We describe how to integrate collective states to on the fly model
checking in §7.3.2. In §7.3.3, we briefly talk about the verification of absence assertions
and how does the verification affect the partial order reduction problem. Finally, we

discuss about the infinite state space problem of model checking in §7.3.4.

7.3.1 Formal Parameters and Return Value
In order to let the syntax of MINIMP procedures accept contracts, we modify

the grammar of MINIMP to:

Procedure := fun Identifier ( List-of-Identifiers ) Spec?

{ <L7Lst—of—Ident'zlf7;e'r*) ? ; Statements }
Whether a procedure has a contract is optional. Lexically, a contract of a procedure
follows the formal parameter declaration. It gives a hint that formal parameters are
visible to the contract.

Formal Parameters. For a procedure contract, variables that are visible to it
are global variables and formal parameters. Note the local variables of the procedure
are invisible to the contract.

However, formal parameters of a procedure f are invisible to the location where

f is called. For example, given the following procedure definition with a contract:

int f(int x)

requires x > 0;

Recall the adaptation problem. Suppose we need to infer the behavior of the call
f (a), we have to substitute the formal parameter x with the actual parameter a in the
contract of f.

A natural solution to this problem follows the semantics of procedure calls.

Whenever the contract of a procedure call needs to be evaluated, a frame associated
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with the procedure will be pushed onto the stack of the corresponding process, just
like how is a call executed. Then the contract will be evaluated in the context where
formal parameters are visible and have been assigned proper values corresponding to
the actual parameters. Finally, after executing the refresh statement, the process pops
the frame and continues its execution.

Returned Values. In many cases, procedures return values. Recall that pro-
gram segments are defined to have no return statement. Hence there is no construct
defined in MINISPEC for accessing returned values. For a procedure, returned value
carries the most important result delivered by the functionality of the procedure. A
contract language without construct for returned values is useless for procedures.

Therefore, we extended MINISPEC by adding \result as a specification expres-
sion to SpecExpr. This expression is borrowed from ACSL. It can only be used in the
state-guarantee of a procedure contract to refer the returned value.

Whenever the behavior of a procedure call has to be inferred from its contract,
\result refers to a fresh new symbol representing the arbitrary returned value. The
returned value usually is constrained by the contract. The symbol is then saved as the
returning value which will be assigned to a variable, if the call is the right-hand side

of an assignment.

Example 7.22. Figure 7.5 shows a MINIMP procedure exchange with a contract.

In the procedure, every process sends a[1] and a[n-2] to its 1left and right
neighbor, respectively. And, every process receives values from its left and right
neighbors in a[0] and a[n-1], respectively.

In the contract, the state-requirement expresses that the “neighbor-relation” is
well-defined, i.e., (1) a neighbor of a process must be one of the running processes; and
(2) neighbors are mutual, i.e., every process is the left (resp. right) neighbor of its
right (resp. left) neighbor. Besides, the state-requirement requires that the length
of the array a must be at least 4. The state-guarantee states that the messages were
sent and received by every process correctly, i.e., the returned value of every process

will store the value of a[1] of its right neighbor in the n-1-th element, and stores
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1 fun exchange(var a, n, left, right)

2 requires 0 <= left && left < NPROCS;

3 requires 0 <= right && right < NPROCS;

4 requires \on(right, left) == PID && \on(right, left) == PID;

5 requires 4 <= n && n == len(a);

6 assigns al[0], a[n-2];

7 ensures \on(a[n-2], left) = \result[0] &&

8 \on(a[1l], right) = \result[n-1];

9 ensures \forall i; 1 <= i && i < n-1 ==> \result[i] = al[il;

10 ensures \no \exit(PID) \after \enter(PID) \until \enter(left);
11 ensures \no \exit(PID) \after \enter(PID) \until \enter(right);
12 {

13 send(a[1], left);

14 recv(al[n-1], right);

15 send(a[n-2], right);

16 recv(al[0], left);

17 return a;

18 }

Figure 7.5: A MINIMP procedure exchange and its contract.

the value of a[n-2] of its left neighbor in the O-th element. The path guarantee
states that a process cannot leave the procedure until both of its neighbors enter the
procedure.

By the contract, only two elements of a are modified by the procedure. Since the
returned value is actually a, the elements in the returned value excluding \result [0]
or \result[n-1] remain their values in the pre-state. Since the returned value is an
arbitrary fresh new symbol constrained by the state-guarantee, without the condition

at line 9, one can never infer certain values in \result[1 .. n-2] from this contract.

[]

7.3.2 On The Fly Model Checking with Collective States
In §7.1 and §7.2, we described the model checking algorithms Mc and Mc®
with the assumption that the full state space graphs have been constructed. However,

in reality, many model checkers do not construct the full state space before searching.
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Instead, they construct the graph along with the searching algorithm. This is called
the on the fly model checking.

There are two reasons why on the fly model checking usually is more efficient
than searching in a constructed full state space. First, the user normally prefers a
model checker to stop immediately once it finds an error. Second, with the state-of-
art reduction techniques, such as partial order reduction (POR), a model checker only
needs to explore a sub-graph of the full state space graph at most of the time. In both
cases above, it is ideal to avoid the construction of the full state space graph.

During on the fly model checking, a model checker starts from an initial state and
performs depth first search (or breath first search) along with the transitions. For every
newly explored current state, properties of the state will be checked and transitions
emanating from the state will be computed. The current state then can be saved as a
seen state.

In order to realize a Mc® based on the fly model checking algorithm, the notion
of collective states must be incorporated into the algorithm. The construction of a
collective state depends on a path. So the model checker may have to keep track of
the relevant informations along with the state exploration. In addition, whether a
path contains an error or is infeasible can depend on the contract that is evaluated on
the corresponding collective state. Therefore, a collective state shall be constructed as
early as possible.

We introduce a special data structure, collate, for aggregating informations, on
which a collective state depends, along with state exploration. By saving collates in
states, a collate is naturally associated with the proper path. Once a collate collects
all necessary information for a collective state, the collective state will be constructed
immediately. The structure of a collate is showed in Fig. 7.6.

A collate corresponds to a unique collective pre- or post-state of a procedure
call. A collate is labeled by an identifier id of a procedure and a tag indicating pre or
post. A collate for n processes has n slots, each of which is for holding a process state

of a specific process. In addition, a collate maintains a copy of message channels of
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id tag: pre/post
slotg | ... \ slot,,_;
channels

Figure 7.6: The structure of a collate type object for n processes. id denotes the
identifier of the associated procedure, tag indicates whether the collate serves for a
collective pre- or post-state. Every slot; will hold a process state of a process ¢. The
channels stores a copy of message channels, which keeps being updated.

a state. The message channels will keep being updated since being created until the
collate becomes complete. A collate is complete if all of its slots are filled.

When a process enters (or exits) a call to a procedure with a contract, it is
either the case that this process is the first one that enters (or exits) the instance of
the call or it is not the first one. For the former case, a collate will be created to start
to collect information of a collective state of the called procedure. For the latter case,
a collate associated with the collective state must have been created. The process will
update the existing collate.

On a path, a process can run ahead to execute several procedure calls without
another process getting executed. To deal with such cases, we use a collate queue
to maintain collates during the state exploration. The head of the queue stores the
earliest enqueued collate.

We now describe the algorithm of collate queue management. Let f be a pro-

cedure annotated with a contract.

e When a process p reaches (resp. leaves) a call to f, iterating the collate queue
(from the head). The iteration

1. stops at a collate ¢ where the slot, is empty, or,

2. creates and enqueues a new collate ¢, if no existing collate in the queue has
its slot, empty. For ¢, id is initialized to f, the tag is initialized to pre (resp.
post) and the channels is initialized by copying the message channels from
the current state.

Then for ¢, if its id of ¢ mismatches f, report an error for mismatch of calls to
a collective style procedure. Finally, process p saves a copy of its own process
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state in the current state to slot, of c. Such a copy is called a snapshot of p at
the current state.

e When a process p executes a send(v, q) (resp. recv(v, ¢)) action, the same action
will be performed to every collate ¢ in the collate queue that slot, of c is still
empty.

e Once a collate is complete. It is dequeued from the collate queue. A collective
state can be constructed from the contents of a complete collate.

This algorithm guarantees that the collective states are constructed as early as possible

during the state exploration.

Example 7.23. Figure 7.7 shows the collates, which are associated with the collective
pre- and post-states of C of the MiniMP code CyC'; given in Example 7.14. Along the
on-the-fly exploration of the execution given in Fig. 7.3 (below), process 0 first creates
a collate for the collective pre-state of Cj after state 0, the rest of the processes follow
up and complete this collate after state 2. The completed collate is dequeued. Process
0 then runs ahead and creates a collate for the collective post-state of C after state
4. The rest of the processes continue to modified the message channels on the collate

until they have copied their snapshots to the collate respectively after state 6 and 7.

7.3.3 Absence Assertion Verification and Partial Order Reduction

Absence Assertion Verification. With collective states, state-requirements
and guarantees of procedure calls can be checked on these states. But path-requirements
and -guarantees of procedure calls need to be checked in a different way since their cor-
rectness depends on not a single state but a path.

In this subsection, we present a basic algorithm for checking the correctness of
path-requirements and -guarantees. The algorithm is a straightforward realization for
detecting absence assertion violations defined in Fig. 7.2 and Fig. 7.4.

Given a collate queue. Let ¢; be a collate in the i-th position of the queue. ¢
is the head of the queue. Let pos(p) be the largest position of a collate in the queue

where slot, is non-empty. It implies that slot, of cpesp)+1 must be empty, if cpos(p)+1
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N

dequeue
0 pre 0 pre 0 pre 0 post
p0 | N/A| N/A p0 | p1 |N/A p0 | p1 | p2 p0 | N/A | N/A
all empty | | all empty | | all empty 0->1: X[1]
1->2:Y[1]
state 0 state 1 state 2 state 4
0 post 0 post
pO [ N/A| N/A pO [ N/A | N/A
1->2:Y[1] | | all empty
state 6 state 7

Figure 7.7: Collates in states along the on-the-fly exploration of the execution showed
in Fig. 7.3.

exists in the queue. Let arrived(c) denote the process set P such that p € P iff slot, in
c is non-empty.

Without breaking the properties provided by the collate queue management
algorithm given in §7.3.2, we postpone the dequeue operation on a completed collate ¢,
if ¢ is associated with a collective pre-state, until the completion of the collate that is
associated with the corresponding collective post-state. Remark that the construction
of collective states from completed collates is never postponed.

A procedure annotated with a contract can be said a contracted procedure. Since
definitions of contracted procedures have been abstracted away. No procedure call can
be reached in between a pair of enter and exit of a contracted procedure in an execu-
tion. Consequently, if a collate ¢; in a queue is associated with a collective pre-state,
the collate ¢;11, if it exists, in the queue must be associated with the corresponding

collective post-state.

. . A Tri :
Considering the on the fly Mc™ (M, (o T5) body (@) <¢97Tg>,n) algorithm. Let G
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be the searching state space graph. Let f, h be some procedures such that

(U5, y) body(f) (o5, Ty), (¥n, T'n) body(h) (¢n, Th) € Tri.

Let 7 be the execution that is currently being explored and w the current state. For

brevity, we define the following shortcuts

arrived(c — ¢): arrived(c)\arrived(c')

arrived(—c): [n]\arrived(c’)

The free of path-requirement or -guarantee violation is checked by the following con-

ditions.
e If exists ¢ € emanateg(w) such that proc(t) = ¢ and act(t) = recv(v, p), and

1. maylnterfere,(w, p, q), and the collate ¢ for the post-state of g exists in the
queue in w, check

Vp € arrived(c). 3Ir € arrived(—c).
\no \send(p, ¢) \after \exit(p) \until \exit(r) &, Iy,

and

2. maylnterfereé(w,p, q), then for every collate ¢; in the queue in w such that
i > pos(q), id = f and tag = pre, check

Vp € arrived(c; — ¢;41). Ir € arrived(—¢;).
\no \send(p, ¢) \after \enter(p) \until \enter(r) €, T

o If exists ¢ € emanateg(w) such that proc(t) = p and act(t) = send(v, ¢) for some
U?

1. for the first collate ¢ (if exists) in the queue in w, check

Vr € arrived(—cy).
\no \send(p, ¢) \after \enter(p) \until \enter(r) &, T,,

and

2. for every ¢; in the queue in w such that ¢ < pos(p), id = f and tag = pre,
check

Vq € arrived(c; — ¢;i11), 7 € arrived(—c;11).
\no \send(p, ¢) \after \exit(p) \until \exit(r) &, I
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o if enter?>®() € emanateq(w) and exists collate ¢; in the queue in w such that
i = pos(p) + 1,

1. for every collate ¢; in the queue in w such that j +1 < 4, id = h and
tag = pre, check

Vq € arrived(c; — ¢j41), v € arrived(—c;j11).

\no \send(p, ¢) \after \exit(p) \until \exit(r) €, =

(3" € arrived(—¢;).

\no \send(p, ¢) \after \enter(p) \until \enter(r') €, Ty),
and

2. VYq € [n], r € arrived(—cy).

\no \send(p, ¢) \after \enter(p) \until \enter(r) €, T, =
(Ir' € arrived(—¢;).
\no \send(p, ¢) \after \enter(p) \until \enter(r') €, Ty )

o If exitzzfy(g) € emanateg(w), let ¢ be the collate for the post-state of g, check
1. Vq € arrived(—cy).
\no \exit(p) \after \enter(p) \until \enter(q) &, T;

2. for every collate ¢; in the queue in w such that id = f and tag = pre,

Vq € arrived(c; — ¢;y1), r € arrived(—c;41).

\no \send(p, ¢) \after \exit(p) \until \exit(r) €,I'; =
3’ € arrived(—c).

\no \send(p, ¢) \after \exit(p) \until \exit (') €, [,

Partial Order Reduction. The partial order reduction (POR) technique is
one of the important reasons that the on the fly model checking can be more efficient
than searching a constructed state space graph. The basic idea of POR is to let a
model checker only search a sub-graph of the complete state space graph by ignoring

commutative executions.
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Example 7.24. Suppose there are two processes executing the statement x = 1; from
a pre-state w of it. Then there are two executions in the state space graph of x = 1;

with two processes.

Let assume that the order of transitions in a path cannot affect the properties being
verified. A typical POR algorithm determines that one of the executions can be ignored.
The ignoring will be achieved by only exploring one of the transitions emanating from

w. O

In general, a POR algorithm is to safely approximate 1) the dependency relation
among transitions; 2) the visibility of the transitions to the checking properties. Briefly,
a transition w Z—Z> wy is independent of a transition w Z—i> wy if both the following two
paths are feasible: w %§—> Wo % we and w %1—) w1 %f)—) we. A transition is invisible if the
execution of it has no effect on any path predicate that express a checking property.

POR algorithms for message-passing concurrent systems have been studied by
many work [92,98,100,109]. For a simple message passing system such as MiniMP, a
transition ¢ depends on another transition ¢’ iff ¢ is labeled by a recv action, ¢’ is labeled
by a send action and both transitions operate on a same message. For properties that
are expressed as state predicates, no transition is visible.

However, our contract system checks path-requirements and -guarantees, which
are expressed by path predicates. To check path predicates, the visibility of transitions
must be taken into consideration. Typical POR algorithms determines that for a
set of transitions emanating from a state, if there is a transition labeled by a non-
communication action, only the transition needs to be explored. However, such a POR
algorithm can cause the miss of absence assertion violations. For example, given a

procedure f and two processes p and ¢, from a state where both exiting f by p and

entering f by ¢ can be emanated, only one of the transitions needs to be explored. If
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the model checker chooses the former one, it is fine. But if the model checker chooses
the latter one, it misses an execution where process p exits f before the entering of f

by q. If f is specified by a path-guarantee
\no \exit(p) \after \enter(p) \until \enter(q),

a violation of this assertion can be missed.

As aforementioned, POR algorithm performs over-approximation. A safe over-
approximation can be as simple as blindly assuming that any transition is visible. But
this will cause that the model checker has to explore the full state space. Without
loss of safety, we designed the following algorithm for determine whether a transition
is visible with improved precision.

Let g be the procedure that is being verified. Let f be a contracted procedure
called inside g. Let I'; and T, be path requirement and path guarantee of g, respec-
tively. Ditto for I'y and Y. Let 7 be the execution that is currently being explored
by a model checker.

° enter;ffy(g) is visible, if the event enter(p) appears in any absence assertion in
r

g-
° exitgf’fy(g) is visible unless all other processes than p have exited g.

° entergf’fY(f ) is visible unless all other processes than p have copied their snapshots
to the collate c associated with the collective pre-state of f at state src(entergf’,fy(f ).

° exitZ?,fy(f ) is visible, if the event \exit (p) appears in any absence assertion in I’ f-

e A transition ¢t such that proc(t) = p and act(t) = send(v, ¢) is visible unless
that for every collate ¢ tagged by post in the queue in src(t), p € arrived(c) =
Vq € [n]. arrived(c).

7.3.4 Infinite Reachable States
Finally, we talk about one of the well-known limitations of the model checking
and symbolic execution approach: the searching state space must have a finite number

of states.
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Recall that variables may hold unconstrained symbolic expressions, the validity
of branch and loop conditions may not always can be determined. Thus, a model
checker may infinitely discover new states for a loop or recursions.

To keep the searching state space stay finite, one solution is to add bounds
on some of the symbols that are involved in the branch and loop conditions. In our
contract system, symbols are introduced by the refresh actions and are constrained by
the procedure contracts. Hence one can add bounds to symbols via strengthening the
procedure contracts. The drawback of this solution is that the contracts may be too
strong to be general.

Summarizing the behavior of a loop using a loop invariant can be another so-
lution. A loop invariant can be seen as a specification of a loop. Loop invariants can
be generated automatically during the symbolic execution [61,83,97], or annotated by

the user [48].

7.4 Soundness
7.4.1 Soundness of The Monolithic Algorithm

The soundness of Mc is expressed by the following theorem.

Theorem 7.25. M |= (¢, I') C (¢, T) iff for any positive n such that
MO(M, (), T) C {6, T),n) = T

Proof Theorem 7.25 is a consequence of lemma 7.26 and 7.27. [
Let concretize: Sym — Val be a function that maps symbols to concrete values.

Besides, we abuse concretize by

e letting concretize(e) denote a concrete value that is obtained by replacing every
symbol X in a symbolic expression e with concretize(X);

e letting concretize(w) denote a state that is obtained by 1) replacing every symbolic
expression e in a state w by concretize(e); and then 2) getting rid of the path
condition;

e letting concretize(t) denote a transition that is obtained by 1) replacing the states
of t with concretize(src(t)) and concretize(dest(t)), respectively; and then 2) re-
placing every symbolic expression e in act(t) with concretize(e);

120



e letting concretize(p) denote a path that is obtained by replacing every transition

t in p with concretize(t).
Lemma 7.26. An execution 7 searched by Mc(M, (¢, T') C (¢, T),n) is feasible
iff there is a function concretize: Sym — Val such that concretize(7) is an execu-
tion in the state space graph G of C with n processes, and v and allempty hold on

src(concretize(r)).

Proof. We first show that if 7 is feasible, concretize(r) is in the state space graph of C'
for some function concretize. Since 7 is feasible, for any state w € St(m), PC(7) is satis-
fiable. So for any such w, concretize(w) is a state in G. Then we need to show that for
any t € Tr(m), dest(t) € I(src(t), proc(t), ), where « is the local transition associated
with concretize(t). This can be done by induction on I. We skip the induction.

Now we show the other direction. Let 7’ be an execution in G such that v holds
on src(m’). We construct a state wy = (s, pc) by letting s be obtained by assigning
every variable v in src(n’) with a fresh new symbol X. At the same time, let concretize
be a function that maps every such X to the value of such v in src(n’). Let pc =

A [¥](s,p). Let t € Tr(w) be a transition and be w a state in the searching space of
ﬁ[g(M, (, Ty C (¢, T),n). Let a be the local transition associated with ¢. We need
to show that if concretize(w) = src(t), then there is w’ € I®™(w, proc(t), &) such that
PC(w') is satisfiable. This can be done by induction on I®™. We skip the induction

for brevity. [

Lemma 7.27. Let concretize: Sym — Val be a function. Let 7 and concretize(m) be
two executions in the searching space of Mc®(M, (1, ') C' (¢, T),n) and the state
space graph G of C with n processes, respectively. The execution 7 is feasible. Let A

be an absence assertion, 7 |= A iff concretize(7) = A.

Proof. The interpretation of an absence assertion is about the order of some specific
transitions representing the three kinds of events. We show that the order of these
specific transitions in 7 is preserved by concretize(r). let g be a procedure called inside

C'. For a transition t € Tr(r),
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e if ¢ is labeled by send(v, p), concretize(t) is labeled by
send(concretize(v), concretize(p));

o iftis enter’2®(@) (resp. exit22®@)), obviously concretize(t) is enterz?ciyn(ilﬂze(w) (resp.

body(g) ) ‘

eXItp,concretize(ﬂ)

Therefore, the order of the specific transitions in 7 is preserved by concretize(r). [J

7.4.2 Soundness of The Composite And Modular Algorithm

The soundness of the algorithm Mc® can be expressed by the following theorem:

Theorem 7.28. M = (¢, I') C (¢, T), iff for any number n of processes, we have

A Tri _
Mc (M,iwﬂ o <¢7T>,n) =T.

Proof Let {Cy, Cy, ... ,Cp—1} be the set of call statements. For each Cj, 0 < i < m,
the procedure f; of C; is specified by (¢;, I';) body(f;) (¢, T;) € Tri.

Let {So,S1,...} be the set of statement sequences such that no triple in Tri
specifies S; or a sub-statement sequence of S;, j > 0. Note S; can be nothing (i.e., €).

Since collective style procedures must be called collectively, we have
C = 50Cp51C15; ... Sin—1Cr—1Sm

or

(W) C C 55C081ChSs - S 1Cr 15

For either case, we have M = (¢, I') C (¢, T) iff for any number n of processes,

Tri
W, T) SoCo- - Sm1Com 1S (&, 1)

Mc2 (M, )=T.

Then, this theorem is a consequence of the repeated applications of Lemma 7.29 and

7.30. O

Lemma 7.29. Assuming that (i1, I'1) C; (¢1, T1) € Tri, for some statement sequence

Cy, we have MCA(M, MW’TL) =T iff
1. exists a contract of Cy s.t. Mc™ (M, Do) g{)‘ e T()),n) =T, and
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2. all four side conditions of the sequence rule

(0, T'o) Co (@0, Yo), (Y1, ['1) C1 {1, T1)
<1D,F> COCI <¢7 T)

hold.

Proof We first show that MCA(./\/I, MW, n) = T implies Condition 1 and 2.

We construct the contract of Cy as the follow:
e o =1 and ¢ = 1,

e [y is the maximum subset of I s.t. T guarantees, I'y for every feasible execution
A Tri
7 searched by Mc™ (M, WM, n),

e Ty =noSend(T).

Such a contract of Cy makes all the side conditions of the sequence rule for CyC}

be satisfied, hence Condition 2 is proved.

We prove Condition 1 by first showing that Mc® (M, T CT:i<¢la Toy n) searches

in a sub-graph G’ of the graph G searched by MCA(M, MW, n).

The G and G’ share the same initial state, which is a pre-states of Cy where
¥ and allempty hold for all processes. Obviously transStmtr,;(Co,l) is a subset of
transStmtr,;(CoCh,1). Then, for any state in G’ that is reachable from the initial state
over transStmt,;(Cp, 1), it must also be in G. Therefore, G’ is a sub-graph of G. As a
consequence, for an execution 7’ in G’, there must be an execution 7 in G such that
7’ is a prefix of 7.

Now we show that 7’ is error-free with the fact that 7 is error-free by elaborating

the kinds of violations checked by Mc?.

DL Since 7’ is a prefix of 7 and 7 is free of deadlock, 7’ is free of deadlock as well.

SGV dest(tail(7’)) is also the pre-state of Cy in 7. Since 7 is error free, ¢, and allempty
hold for all processes on dest(tail(7’)). Therefore, there is no SGV on 7’
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ITF Assuming that there is a state ' € St(n’) s.t. for some processes p, q € [n],

maylnterfere, (w', p, q) and

Vr € [n].\no \send(p, ¢) \after \exit(p) \until \exit(r) &. [,
Co

and w’ appears before exit, %, on 7.

Since 7’ is a prefix of 7, w’ is also in m. Note C follows Cjy, hence enter:%r €

emanateq(w'). Consequently, maylnterfere2 (w', p, ¢). Then there must be

\no \send(p, ¢) \after \enter(p) \until \enter(r) €, T;.

Otherwise, 7 contains ITF-II. This contradicts the assumption Y; guarantees, I'y.

PGV According to the construction of Ty, there is only one kind of absence assertions
that can be in 1. Let

v = \no \send(ey, e;) \after \enter(eyg) \until \enter(e,y).

Note v € ToN Y. Assuming 7’ |= —[v] &% (src(head(n’)), k), for some k € [n].

absent

Consequently, 7 = —[v]E**"(src(head()), k), for the same process k. Note for
the form of v, [ ]2t = [ [3%e™",. It contradicts the assumption that 7 is error-
free.

SRV Assume that there is a sub-statement sequence Cs of Cj such that the state-
requirement fails to hold on preCS(n’,C5). Since 7’ is a prefix of 7, the same
violation happens at preCS(r, Cs) as well. Contradicting the assumption that 7
is error free.

Similar to the proof of the free of SRV in ' above, the free of PRV, PRV-II,
PRV-III , ITF-1I and PGV-II in 7’ can be proved with the same idea. Hence we
skip the proof for these kinds of violations.

Now we prove for the other direction, i.e., if Condition 1 and 2 are satisfied,
we have Mc® (M, MW, n) = T. We show that a feasible execution 7 in G is
error free via elaborating all kinds of violations.

Since all side conditions of the sequence rule application are satisfied, Cy cannot
be interfered by ;. Recall Lemma 6.14, for 7, there is an extended execution ¢ of

in GG such that ( = 71’ 0&;, where 7’ is in G’ and &; is a path emanating from a pre-state

of C;. In addition, by Condition 1, 7’ is error free.

124



DL

SGV

ITF

PGV

Since C' is specified by a triple in Tri, ('} is translated to a refresh statement.
Thus CyCy = Cyrefresh;. Since refresh is independent with any communication
statement, it cannot introduce new deadlock.

The final state of 7 is a post-state of C, which is equivalent to postCS(mw, C}).
Recall that if ¢ or allempty fail to hold on postCS(w, (), m is infeasible. It
contradicts the assumption that 7 is feasible.

Assuming that there is a state w € St(m) s.t. for some p, ¢ € [n],

maylnterfere(w, p, q), and
—3r € [n]. \no \send(p, ¢) \after \exit(p) \until \exit(r) €, T

and w appears before exit® on 7.

Transition swapping cannot falsify maylnterfere,, and C is translated to refresh,
so there must be a state w’ € St(n’) s.t. maylnterfere, (W', p,¢). And we know G’
is error free, there must be

Yo = \no \send(p, ¢) \after \exit(p) \until \exit(r) €, I

and w’ appears before exit®®, on 7. (a)

By our construction of the contract of Cy, 79 € I'" as well. For the transition
t € emanateg(w) s.t. proc(t) = q and act(t) = recv(v, p), the order of exit®® and
t is preserved from 7 to (. Thus such exitgg’r, can only appear before w’ on 7’.
Contradicting Condition a.

There are two cases depending on the form of v € T.

1. For some processes p,q,r € [n],
v = \no \send(p, ¢) \after \enter(p) \until \enter(r) €, T,

assuming v is violated on 7. It means that

Co

t appears before enter,? on T,

where act(t) = send(v, ¢) and proc(t) = p. Both the transitions ¢ and enter’’

Y can

T
only appear before exitgf;r and exitrcjr, respectively. Hence their order is preserved
from 7 to 7’. In addition, by our construction of Ty that Yo = noSend(Y), we
have that 7" fails to satisfy T since m and 7’ share the initial state, where T

evaluates. Contradicting the assumption that G’ is error free.

2. For

v = \no \exit(p) \after \enter(p) \until \enter(q) €, T,
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SRV

PRV

PRV-II

assuming 7 violates v. By Side Condition 4 of the sequence rule, T C ,TqU T;.
Besides, Ty = noSend(Y), by our construction for To. We have v €, T;. Since

7 is feasible,
Vk € [n].m = [[T]]ac?lse”t(preCS(ﬂ, Ch), k).

It means that p cannot exit CyC before ¢ entering C'y. It contradicts the assump-
tion that 7 violates v, which implies that p exits CyC even before ¢ entering Cj.

Assuming that there is a sub-statement C5 of CyC' s.t.
(19, I'y) Cy (P2, To) € Tri and 1, fails to hold on preCS(7, Cs).
There are two cases.

1. If Cy is a sub-statement of Cy, 7’ inevitably contains SRV as well. It
contradicts that assumption that G’ is error free.

2. Otherwise, Cy = Cy. Then 1y = ¢y = ¢g. Since dest(tail(n’)) = preCS(m, Cy),
7’ contains SGV. It contradicts the assumption that G’ is error free.

Assuming that there is a sub-statement Cy of CoC s.t. (g, I's) Co (P2, To) € Tri.
Let p,q,r € [n]. Suppose

\no \send(p, ¢) \after \exit(p) \until \exit(r) €, I's,

We! L C
and exit,”> appears before ¢ and ¢ appears before exit,> on 7,
where act(t) = send(v, ¢) and proc(t) = p. Then there are two cases.

1. If Cy is a sub-statement of Cy, 7’ must also contain PRV.

2. Otherwise, Cy = (1. But no transition labeled by a send action can appear
after enterf;}r on 7, since the definition of C] has been abstracted away.

Both cases arrive at a contradiction to the assumption.

Assuming that there is a sub-statement Cy of CyCh s.t. (19, T's) Cy (@9, To) € Tri.
Let p,q,r, 7" € [n]. Suppose

\no \send(p, ¢) \after \exit(p) \until \exit(r) €, I

and exitg} appears before exitkcﬁT and exitgf,r appears before exitfjr on T.
But there is no such 7’ € [n] that

\no \send(p, ¢) \after \exit(p) \until \exit(r’) &, T

.. Co e
and exit, > appears before exit,/!  on 7.

There are two cases.
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PRV-III

ITF-I1

PGV-II1

1. 5 is a sub-statement of Cjy. Obviously, the same violation can happen in
7" if Ty is not stronger than I". By our construction, I'y C, I', which implies
I'y € I since m and 7" share the initial state. Thus 7’ contains PRV-II.
It contradicts the assumption that G’ is error free.

2. Otherwise, C'y, = C';. But by Side Condition 5 of the sequence rule, I'y C ,T'.
Our assumption itself becomes invalid.

Assuming that there are sub-statements Cy and C3 of CyCy s.t.

— (5 lexically precedes (5
— (2, I'a) Ca (d2, Ta), (Y3, I'5) C3 (¢3, T3) € Tri, and

— I'y may be violated due to the weakness of T3 7.
There are two cases.

1. Both C5 and (35 are sub-statements of C. Then similar to the proofs above,
the assumption will result in a contradiction that 7’ contains PRV-III.

2. Otherwise, (s is a sub-statement of Cy and C5 = C. Then, by our construc-
tion, T3(T;) guarantees_ Iy, it goes back to the case that we had proved for
free of PRV-IIL.

Assuming that there is a sub-statement Cy of CoCf s.t. (19, T's) Cy (¢9, To) € Tri.
Now suppose that there is w € St(n) s.t. for p, ¢ € [n], maylnterfere2(w, p, q), and
T, is not strong enough to prevent Cy from sending a message from p to ¢ that
can be received by a transition emanating from w in an actual execution of CyC}.

There are two cases.

1. 'y is a sub-statement of Cy. With a similar idea to the proofs of previous
cases, we can eventually arrive at a contradiction that 7’ contains ITF-II.

2. Cy = C}. Then, by To(T;) guarantees_ T'y, it goes back to the case that we
have proved for the free of ITF.

Assuming there is a sub-statement Cy of CoCy s.t. (1, I'y) Co (o, To) € Tri.
Suppose Y5 is not strong enough to guarantee that an actual definition C5 will
not violate noSend(Y).

There are two cases.

1. Cy is a sub-statement of Cjy. Since Ty = noSend(Y), we can derive a con-
tradiction that 7’ contains PGV-II too with a similar idea to the proofs of
previous cases above.

2. Otherwise, C'y; = (. By Side Condition 3 of the sequence rule that
Yo and To(Yy) infer, T, the assumption itself is invalid.
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Lemma 7.30. Given a statement sequence CoC7C5 and a triple set Tri, suppose that

(1, T'1) C1 (¢1, T1) € Tri and there is no triple for any sub-statement of Cy in Tri.

Then, we have

MCA(M, o Coglicg <¢7T>,n) = T iff there exists u, ['g, Yo, 's and T4 such that
A Tri _

1. Mc™ (M, T Colh <#7T0>,n) =T,

2. MC(M> </1’7 F2> CQ <¢7 T2>7 n) = T7 and

3. all the side conditions of the sequence rule {1 C‘zg};"czglé’;igﬁz 0X2) are sat-

isfied.
Proof. Let G be the state space graph searched by Mc> (M, o Coglicg <¢’T>,n), G’
be the state space graph searched by Mc> (M, Tri ,n) and G” be the state
(¥.Lo) CoC1 (u,Yo)

space graph searched by Mc(M, (i, 'y) Cy (¢, To),n). Similar to what the proof of

Lemma 7.29 has showed, for every execution 7’ in G’, there is an execution 7 in G s.t.

7’ is a prefix of 7.

We first prove that MCA(M, T COZ"TCQ <¢7T>,n) = T implies Condition 1, 2

and 3. We construct u, I'g, To, I'y and T4 as the follows

let 1 be the strongest condition s.t. for any post-state w’ of CyC1, p holds on '
iff W' is in G'.
let I'g be the minimal set s.t. for any subset I'j C Iy,

Tri .
McA(M, T ol (u,m)’”) #+ T;

let Ty be the maximal set s.t. for any super set T, D Y,

A Tri .
Mo (M, {$.To) CoCi (5,1*@7”) # T,

let T’y be the minimal set such that for any '), C T's,
MC(Mv <H7 F/2> 02 <¢7 T2>a n) 7& T7

let T be the maximal set such that for any super set T, O Yy,
MC(Mv <H7 F2> CZ <¢7 T/2>’ n) 7£ T.
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We show the validity of Condition 1 by showing that an execution 7’ in G,
which is a prefix of some execution 7 in G, is error free. Note that 7’ is naturally free
of SGV due to the construction of y. Similarly, it is free of ITF, PGV, PRV-II or
PGV-II due to the construction of I'y and Y.

DL If 7’ results in a deadlock, 7 results in a deadlock too. It contradicts the assump-
tion that 7 is error free.

SRV Assuming that there is a sub-statement C5 of CyC s.t. exists (¢5, I's) Cs (o3, T3)
is in Tri. Suppose 7’ contains SRV for 13, i.e., 13 fails to hold on preCS(n’, C3).
Since 7’ is a prefix of 7, m must also contain SRV for 3. It contradicts the
assumption that 7 is error free.

The proof of that 7’ is free of PRV, PRV-III or ITF-II can be constructed with the
same idea that if 7’ contains such error, so does m, which results in a contradiction.
Detailed proof for them is omitted for brevity.

Next we show that Condition 2 is valid. A pre-state w” of Cy, where p and
allempty hold, it is equivalent to a post-state w’ of CoC;. By the construction of p,
w' must be in G’. Now let 7’ be an execution in G’ that ends with . If letting all
processes continue to execute Cy from w’, it will results in an execution 7’ o 7 in G.
Since ' on” is in G, if it ends with a post-state of Cy, ¢ and allempty must hold on that

" cannot contain

post-state. In addition, since obviously n” is an execution in G”, 7’
any violation against I'y and T according to their construction. Therefore, a generic
execution 77" in G must be free of violation with respect to the given contract.

Now we prove Condition 3 by induction on all the side conditions of the sequence

rule.

1. We prove Side Condition 1 by contradiction. Since I'g is minimal for G’, if we
remove vy € I'g from T'y, there is at least an execution #’ in G’ that contains
either ITF or PRV-II. Let m be a feasible execution in G. Assuming that
T, guarantees_ {70} is not satisfied. For p,q,r € [n], 70 partially evaluates to

\no \send(p, ¢) \after \exit(p) \until \exit(r),
on 7 while

\no \send(p, ¢) \after \enter(p) \until \enter(r') &, T,,
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where ' =r or v’ = q.

Since Y5 is maximal, there is at least one execution 7" in G” s.t. a global tran-
sition ¢ appears before entergfﬂ,,7 and proc(t) = p A act(t) = send(v, q) for some

expression v. It means that there is a path for p starting from the entry of Cs
that ends with such ¢ and is independent with process r’.

e If 7' contains ITF without ~,, there must be a state ' € St(n') s.t.

maylnterfere.. (w', p, q), and w’ appears before exitrcvfr,o1 on 7’. Since process
p can continue to execute and send a message to ¢ without process r’ ever
executing, C5 can actually interfere CyC';. Let m be an execution in G where
the interference happens. Consequently, process ¢ receives more messages
from some other process k£ than p before exitg‘jrc1 than the number of mes-
sages sent by k to g before exitkcf;rc1 on 7. It causes the message channel from
k to g be not empty at preCS(w, Cy). That is w contains SRV. Contradicting

the assumption that G is error free.

e If 7' contains PRV-II without 7y, there must be a sub-statement C3 of
C(]Cl s.t.

(a) (¢3, I's) C3 (p3, T3) € Tri and

\no \send(p, ¢) \after \exit(p) \until \exit(r) €. I's,

CoCh
p,m’

appears before exit®®, on 7.

(b) enter’s, appears before exit on 7', and

ro’
(c) exit&odr

p,m’

Similarly, starting from dest(exitﬁ?fl), process p can continue to execute and

send a message to g without process ' ever executing. Let p be such a fea-
sible path in GG. Obviously, p contains PRV. Contradicting the assumption
that G is error free.

2. We prove Side Condition 2 by contradiction. Let v € noSend(Y). Let 7 be an
execution in G. Let p,q,r,z € [n]. On the proper state in m, v is partially
evaluated to

\no \send(p, ¢) \after \enter(p) \until \enter(r).

Suppose that Ty and T infer, {v} is not satisfied, we have

(1) \no \send(p, ¢) \after \enter(p) \until \enter(r) &, Yo, and

(2) \no \exit(x) \after \enter(z) \until \enter(r’) &, Y, or
\no \send(p, ¢q) \after \enter(p) \until \enter(x) ¢, T, where
r" =r Vr' = q, respectively.
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For Case 1, since T is maximal, we have an execution 7’ in G’ that violates v.
Since 7’ is a prefix of an execution 7w in G and v € T, 7 violates Y. Contradicting
the assumption that G is error free.

CoC1

For Case 2, since T is maximal, there must be an execution 7’ in G’ s.t. exit,%;

appears before enterg‘fg1 on 7'. Since Y, is maximal, we know that process p
can send a message to ¢ without any dependence on r’ in C3. Therefore, we
can let process p continue to execute and send a message to ¢ from the state
dest(exiti(fl) without 7’ executing. Let p be such a new feasible path in G.

Obviously, p violates v. Contradicting the assumption that G is error free.

. By Side Condition 2, we know noSend(YT) C Ty. So we only need to prove by
contradiction towards absence assertions in such form

\no \exit(ey) \after \enter(ey) \until \enter(ep).

Let p,q € [n]. Suppose that there is an execution 7 = 7’ o7” in G s.t. 7’ is in G’
and 7" is in G”. Assuming that

v =\no \exit(p) \after \enter(p) \until \enter(q) €, T,
but v €, ToU Ts.
CoCh

Since both Ty and Y5 are maximal, (1) we have exitg’tg’f1 appears before enter,

on 7'; and (2) process p can exit Cy without any dependence on process ¢. If
letting process p continue to execute from the state dest(exitg‘;r,cl) until it exits
Cs without ¢ executing, it forms a feasible path p in GG. Obviously, p violates v.

We arrive at a contradiction.

. We now prove that Side Condition 4 is satisfied. Let p,q,r € [n]. There are two
cases.

4.1 Let ' o 7" be an execution in G, where 7’ is an execution in G’ and 7" is
an execution in G”. We show that if there is an element v €./ [y, and
—(T5 cancels,ior ), , we have have v € ropn .

Let ~ be partially evaluated on 7', to

\no \send(p, ¢) \after \exit(p) \until \exit(r).

Since I'y is minimal, without loss of generality, we assume that there is a
state w’ € St(n’) s.t. maylnterfere., (W', p,q) and w’' appears before exitgﬂ?l
on 7. In addition, we know that —(Ty cancels,/or ), SO

\no \exit(p) \after \enter(p) \until \enter (+') &, T,

where ' = r V 1’ = ¢. Since T, is maximal, we know that process p can
exit Cy without any dependency on process r’. Hence, similar to the proofs
for previous cases, we can conclude a path p in G that forks from w’ by
letting process p continue to execute until exiting Cy without 7’ executing.
Consequently, v € I', otherwise p contains ITF.
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4.2 Let v € I'y and 7’ o 7" be an execution in G, where 7’ is an execution in G’
and 7" is an execution in G”. Since I's is minimal, without loss of generality,
7" can be assumed to contain I'TF if «y is removed from I'y. Then, obviously,
if there is no element in I' that is partially evaluated at the proper state on
7’ o " to the same assertion, 7’ o 7" contains ITF as well. It will lead to a
contradiction.

Now we prove for the other direction, i.e., Condition 1, 2 and 3 imply

Mc? (M, I ) = T. We prove a feasible execution 7 in G is error free

{@.T) CoCiCz (g0 1

by induction on the cases of violations.

Note that CyCy cannot be interfered by . So we can always apply Lemma

6.14 and 6.16 to executions in G.

DL

SGV

ITF

Assuming that 7 ends with a state where a DL happens. According to Lemma
6.14, there is another feasible execution p’ o p” in G, where p’ and p” are feasible
paths in G’ and G” respectively, shares the final state with 7. Since the final
state is where deadlocked, it is either in 7" or 7”. In other words, either G’ or G”
contains DL. It contradicts the assumed Condition 1 and 2.

By Lemma 6.14, there is a feasible execution 7’o7” in G s.t. 1) it shares the initial
and final state with 7; and 2) 7’ is a feasible execution in G' and 7" is a feasible
execution in G”. Since G’ is error free, p and allempty hold at src(head(n”)). And,
G" is error free, ¢ and allempty must hold at dest(tail(7")). Since the final state
is shared by #” and 7, no SGV in 7.

For the execution 7 in G, assuming that there is a state w € St(w). For p,q € [n],
we have maylnterfere(w, p, q) and

—3\no \send(p, ¢) \after \exit(p) \until \exit(r) €, 1.

w appears before exit&0¢1¢>

on 7 for some r € [n].

According to Lemma 6.14, there is another feasible execution 7’ o7” in G sharing
initial and final states with 7 s.t. 7’ is a feasible execution in G’ and 7" is a
feasible execution in G”. Swapping transitions cannot falsify maylnterferes, so
there are two cases.

(a) There is a state w’ in 7’ s.t. maylnterfere, (w', p, ¢). By Side Condition 4 of
the sequence rule, there are two sub-cases.

i. \no \send(p, ¢) \after \exit(p) \until \exit(r) &, I'y. It re-
sults in ITF on #n’. Contradicting the assumption that G’ is error free.
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ii. Let v = \no \send(p, ¢) \after \exit(p) \until \exit(r). We
have v ¢, I'g and Yo cancels,, 7. Since w’ € St(n’), we can conclude
that process ¢ and r have not exited CyC; at state w on 7. By Lemma
6.16, there must be a feasible path p in G” that ends with exitgi and
contains no transition associated with g or r. Obviously, p violates 1.
Contradicting the assumption that G” is error free.

b) There is a state w” in 7" s.t. maylnterfere.,(w”, p, q). By Side Condition 4
Yy G
of the sequence rule, we have

\no \send(p, ¢) \after \exit(p) \until \exit(r) &, 'y

So 7" contains ITF as well. Contradicting the assumption that G” is error
free.

PGV For any v €, T, by Side Condition 3 of the sequence rule, we have vy €, T or
vy €x To. If m violates v, by Lemma 6.14, we will arrive at a contradiction by
finding an alternative execution in G’ or G” that violates vy or vq, respectively.
Detailed proof is omitted for brevity.

Recall that C', as well as any sub-statement of (', is not specified by a triple in
Tri. Therefore, for any collective state associated with 7, there must be an execution
7 in G’ s.t. an equivalent collective state is also associated with #’. Hence the free of
SRV, PRV, PRV-III or ITF-II can all be proved with the idea that if m contains
such an error, so does 7', which contradicts the assumption that G’ is error free. I omit

the proof for these cases.

PRV-II Let C5 be a sub-statement of CoCy s.t. (13, I's) C3 (@3, T3) € Tri. Suppose for
p,q,7 € [n],

exitgg’rcl@ appears before exitf:;”r on 7 and
\no \send(p, ¢) \after \exit(p) \until \exit(r) €, I'5 and

there is no v = \no \send(p, ¢) \after \exit(p) \until \exit(r') €, T

C3 CoC1C2

s.t. exit, 2 appears before exit°,'"* on 7

By Side Condition 4 of the sequence rule, we have v &, I'y or Ty cancels, 7.

For the former case, there must exist a feasible execution 7’ in G’ s.t. exitg‘jr/cl
appears before exitrcjr, on 7', by Lemma 6.14. Then 7’ contains PRV-II. Contra-

dicting the assumption that G’ is error free.
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PGV-II1

For the latter case, there is
\no \exit(p) \after \enter(p) \until \enter (') &€, T,

where 7/ = r V1’ = ¢q. Again, by Lemma 6.14, an execution n” in G” can be
. . . L. . e C.

obtained via swapping transitions in 7 s.t. exit, 2, appears before enter,? , on 7.

Obviously 7" violates Y,. Contradicting the assumption that G” is error free.

Let C5 be a sub-statement of CyC} s.t. (13, I's) Cs (¢3, T3) € Tri. For 7, suppose
en‘cerggr appears before enterfg’rclc?, where p,r € [n]. In addition, assuming that

\no \send(p, ¢) \after \enter(p) \until \enter(r) €, T
but there is no
\no \send(p, ¢) \after \enter(p) \until \enter(r’) €, T,

s.t. enter{2“1%2 appears before entergf’,r on 7, for ¢, € [n].
By Lemma 6.14, there is a feasible execution 7’ in G’ s.t. 7’ has the form:

!/

T =... enterg?;r, ... enter01% enter$oG1 @2

ro! r’ !

By Side Condition 2 of the sequence rule, noSend(Y) C Yy, so 7’ contains PGV-
IT as well, which contradicts the assumption that G’ is error free.
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PRACTICE
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Chapter 8

MODELING C/MPI PROGRAMS IN THE CIVL FRAMEWORK

To examine our contract-based verification approach for message-passing, we
implemented a prototype for real-world MPI programs.

Compare to MINIMP, MPI programs are much more complicated in that 1)
there are hundreds of functions, data types and constants defined in MPI libraries;
and 2) client programming languages of MPI libraries, C/C++ and Fortran, are error-
prone.

Our implementation is based on a mature verification framework, CIVL, which
was designed for verifying general concurrent programs. The CIVL framework is flexi-
ble enough for developers to customize it for dealing with specific kinds of concurrency
APIs. The author of this dissertation is one of the main developers that built the sup-
port of C/MPI in CIVL. The contract system is then built on top of this MPI support
for only C programs.

In this chapter, we give a brief introduction for CIVL and its MPI support,
which serve as the background of the contract system implementation. An overview
of CIVL is given in §8.1 and a description of the MPI support is presented in §8.2.
More details of CIVL can be found in [101]. The work of verifying MPI programs using
CIVL in a monolithic way is published as [79].

8.1 CIVL: The Concurrency Intermediate Verification Language

The CIVL verification framework consists of a front-end, an intermediate ver-
ification language CIVL-C and a back-end verifier for CIVL-C programs. Figure 8.1
shows the layout of the CIVL framework. CIVL is designed with idea that using CIVL-

C to represent various concurrent programming languages and letting the back-end
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Figure 8.1: The layout of the CIVL framework

verifier focuses only on dealing with the CIVL-C language. The front-end automat-
ically translates programs written in different concurrent programming languages to
CIVL-C programs. The back-end verifier uses model checking and symbolic execution
techniques for verifying CIVL-C programs. The reasoning of symbolic expressions is
carried out by automated theorem provers [12,33, 38].

The CIVL-C language is an extension of the sequential part of C11 [54] with
a large number of primitives for concurrency and specification. In addition, CIVL-
C allows nested function definitions, which plays an important role in representing
different concurrency models.

We list a selected set of CIVL-C primitives in Fig. 8.2. Every CIVL-C primitive
starts with a $ sign. Fig. 8.3 shows a simple CIVL-C example that utilizes these
primitives.

The program in Fig. 8.3 represents a hierarchical concurrency model. The
$parfor at line 20 spawns 5 “processes”, each of which executes the proc function
with a unique pid. Each “process” spawns 5 “threads” to read the $input variable
and compute in parallel (line 11). Each “thread” executes the thread function with a
different tid. The thread function is defined inside the scope of the proc function so
that “process”-local variables pid and result are also visible to each “thread” (line
9). Every “process” sums up the results of its “threads” to a global variable sum that
is shared by all processes. The access to sum is protected by a lock. Each “process”
attempts to acquire the lock by waiting until it is 0. The evaluation of the $when

guard (i.e., !'lock) and the execution of the first statement following $when (i.e., lock
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e $proc: a type representing a process

e $spawn stmt: spawns a new process to execute a statement and returns imme-
diately a $proc object representing the new process.

e $parfor (int ¢ : domain) stmt: spawns a set of processes, each of which
corresponds to an integer in an integral domain and executes the given statement,
and waits until all processes terminate.

e $when (expr) stmt: executes the given statement once the guard ezpr evalu-
ates to true; blocks the execution otherwise.

e $choose_int (n): non-deterministically returns an integer in between 0 and
n-1.

e $input: a type specifier that specifies a variable to be a program input, which
is non-writable and will be initialized by an arbitrary value by default.

e $output: a type specifier that specifies a variable to be a program output,
which shall not be read by the original program but will be compared against a
specification.

e $assume (ezpr): informs the verifier to ignore the current execution path unless
expr evaluates to true.

o $assert (expr): asserts that expr evaluates to true.
Figure 8.2: A selected set of CIVL-C primitives

= 1) is uninterruptible. The “process” eventually releases the lock by setting it back
to 0.

Finally, the $assert statement (line 21) checks for the correctness of the com-
putation. In CIVL-C, first order logic quantifiers, $forall and $exists, can be used

in the boolean expressions in $assert or $assume primitives.

8.2 Modeling MPI with Transformation and Libraries
The support of MPI in CIVL is a combination of 1) customized MPI library
implementation written in CIVL-C; and 2) a code transformer that takes in C/MPI

programs and outputs pure CIVL-C programs.
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1 $input int IN[5];

2

3 int compute(int x, int y) { ... }

4

5 int sum, lock = O;

6 void proc(int pid) {

7 int result[5];

8

9  void thread(int tid) {result[tid] = compute(IN[pid], tid);}
10

11 $parfor (int i : O .. 4) thread(i);
12 $when (!lock) {

13 lock = 1;

14 for (int 1 = 0; i < 5; i++) sum += result[i];
15 lock = 0;

16 }

17}

18
19 int main() {

20 $parfor(int i : 0 .. 4) proc(i);
21 $assert (sum == ... );

2 }
Figure 8.3: A CIVL-C representation of a hierarchical concurrency memory model.

8.2.1 The MPI Library

CIVL’s MPI library implementation covers a subset of the MPI constructs, in-
cluding standard point-to-point communication functions, all blocking collective func-
tions and other constructs such as MPI_Comm_dup and MPI_Init_thread.

Every MPI construct was carefully modeled by CIVL-C code with the help of the
core libraries in CIVL. The most important core library provided by CIVL for the MPI
library is the comm library. It consists of a set of basic primitives for communication in
a message-passing manner. Here we use the CIVL-C implementation of the MPI_Recv
function as an example to demonstrate how does CIVL model MPI. Fig. 8.4 presents
CIVL’s definition of MPI_Recv, which is the standard point-to-point receive operation

in MPI.
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1 int $mpi_recv(void *buf, int count, MPI Datatype datatype, int src,
2 int tag, MPI Comm comm, MPI Status *status) {

3 $message in;

4 int place = $comm_place(comm.p2p);

5 int nprocs = $comm_size(comm.p2p) ;
6

7

8

9

$assert((src >= 0 && src < nprocs) || src == MPI_ANY_SOURCE,
"Illegal MPI message receive source %d.\n", src)

$assert(tag == -2 || tag >= 0,

10 "Illegal MPI message receive tag %d.\n", tag);

11 $elaborate(src);

12 in = $comm_dequeue(comm.p2p, src, tag);

13

14 int size = count*sizeofDatatype(datatype);

15

16  $message_unpack(in, buf, size);

17 if (status != MPI_STATUS_IGNORE) {

18 status->size = $message_size(in);

19 status->MPI_SOURCE = $message_source(in);

20 status->MPI_TAG = $message_tag(in);

21 status->MPI_ERROR = O0;

22 }

23 return O;

24 }

25

26 int MPI_Recv(void *buf, int count, MPI_Datatype datatype, int src,
27 int tag, MPI_Comm comm, MPI_Status *status) {

28  $assert(_mpi_state == MPI_INIT, "MPI Recv() cannot be invoked "
29 "without MPI Init() being called before.\n");

30 return $mpi_recv(buf, count, datatype, src, tag, comm, status);

31 F

Figure 8.4: The definition of MPI_Recv in the MPI library in CIVL.
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The function is defined at line 26-31. The argument buf points to a memory
location where the received data will be saved when the function returns. The expected
size of the message data is given by count and datatype. The argument src specifies
the rank of the sender, tag specifies the message tag and comm specifies the MPI
communicator. The status can be a pointer to a MPI_Status object which will be
filled after the function returns or a constant MPI_STATUS IGNORE for opting out the
returned information.

In this function, the implementation first checks whether MPI_Init has been
called then calls $mpi_recv to deliver the main functionality.

The $mpi_recv function is built upon the comm library:

e $comm: a type representing a reference to a communication universe. A communi-
cation universe mainly consists of a group of n processes and n? message channels.
Each message channel is identified by an ordered pair (i, ), 0 < i,j < n, which
means that the message channel buffers messages sent from process i to j. An
MPI communicator is implemented in CIVL as two communication universes,
one for point-to-point communication and the other for collective communica-
tion. Therefore, the MPI_Comm type is implemented as a structure including two
$comm fields, namely p2p and col, respectively.

e The pair of $comm_place and $comm_size functions are the “getters” that re-
turn the pid of the running process and the size of the communication universe,
respectively, through a $comm reference.

e The function $comm_dequeue($comm c, int src, int tag) dequeues a mes-
sage from the message channel of the communication universe referred by c. The
message channel is identified by the ordered pair (pid, src), where pid is the ID
the process in the communication universe. The message is tagged by tag. If
there is no message matching the tag in the given channel, this function blocks
the execution. The value of tag can be a constant pre-defined in MPI library,
MPI_ANY TAG, which matches any message tag.

e Messages are represented by a $message type. In addition to the data, a message
includes meta information such as IDs of the sender and receiver, message tag
and data size.

e A number of “getter” functions are provided for reading information from mes-
sages, e.g. $message_unpack reads the message data and $message_source reads
the ID of the sender from a message.
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With this infrastructure provided by the comm library, the $mpi_recv can be
implemented with straightforward CIVL-C code as showed from line 1-24. To model
the functionality of the MPI functions, CIVL’s implementation uses simple algorithms.

Recall that CIVL is a symbolic execution tool, so the values of variables are not
necessarily concrete. But the $comm_dequeue function requires the src to be concrete.
To solve this problem, the $elaborate(src) statement was inserted at line 11 to

inform the verifier to elaborate different concrete cases of the value of src.

8.2.2 AST-Level Code Transformation

In addition to the MPI library, CIVL applies an Abstract Syntax Tree (AST)
level code transformer to automatically convert an C/MPI program to an equivalent
CIVL-C program. The transformation approach can be generalized as a template,
showed in Fig. 8.5.

For an MPI program, every process runs a copy of it and has no shared storage.
Recall that processes in CIVL-C are spawned with statements. And a variable is shared
by two processes, if the variable is visible to the definitions of both the processes.

One of the most notable changes made by the transformer is that the whole
original program, as well as the inlined libraries, is wrapped by a function that will be
executed by a process. By doing so, there is no variable in the original program that is
shared by processes. In our template in Fig. 8.5, the function is named mpi_ process
(line 8-16) for the meaning of that it will be executed by every “MPI process”.

The original main function is renamed to _civl_main (line 13). The transformer
creates a new main function that is responsible for creating a set of processes to execute
the _mpi_process.

Without affecting the message-passing concurrency model, the transformer cre-
ates a set of global variables, including $inputs and data structures representing the
communication environment.

The number of processes, as well as its bounds, are defined as $input variables:

_mpi_nprocs, mpi_nprocs_lo and _mpi_nprocs_hi. Usually the user only needs to
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a generic MPI program:

1
2
3

int main(int argc, char * argv[]) {
[body of main function]
b

the CIVL-C program after translation:

© 00 N O O W N =

N NN R, R R B R R R ) s e
N = O © 00 N o o b W N = O

$input int _mpi_nprocs;
$input int _mpi_nprocs_lo = 1, _mpi nprocs_hi, _civl_argc;
$input char _civl _argv[_civl_argc][];
$scope mpi_root = $here;
$assume (_mpi_nprocs_lo <= _mpi_nprocs &&
_mpi_nprocs <= _mpi _nprocs_hi);
$mpi_gcomm _mpi_gcomm_world, _mpi_gcomms[]; // global communicators:
void _mpi_process(int _mpi_rank) {
MPI Comm MPI_COMM_WORLD = $mpi_comm_create($here, _mpi_gcomm,
_mpi_rank);
[more definitions of MPI functions]
[insert original source code here, but rename main _civl_main]
_civl main(_civl_argc,
(char * [_civl_argc])$lambda (int i) _civl_argv[i]);
$mpi_comm_destroy (MPI_COMM_WORLD) ;
}
int main() {
_mpi_gcomm_world = $mpi_gcomm_create(_mpi_root, _mpi_nprocs);
$seq_init(&_mpi_gcomms, 1, & _mpi_gcomm_world);
$parfor (int i: O .. _mpi_nprocs - 1) _mpi_process(i);
$mpi_gcomm_destroy(_mpi_gcomm_world) ;

Figure 8.5: The general C/MPI to CIVL-C transformation template.
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give a concrete value to the upper bound variable from the command line. The lower
bound is by default one. The original program arguments are also transformed to
$input variables: _civl_argv and _civl_argc.

Other than the $input variables, MPI communicators are declared globally.
The $mpi_gcomm type represents an MPI communicator. The mpi_gcomm_ world vari-
able represents the default communicator, which is referred by MPI_COMM_WORLD. In
addition, there is a sequence _mpi_gcomms that manages dynamically created commu-
nicators.

A sequence is a CIVL-C primitive that performs as a dynamically re-sizable
array. A sequence of T type variable is declared as an incomplete array of T. A
sequence must be initialized by $seq_init (e.g., line 19) before use.

The creation of the default communicator is done by the new main function.
Each process is responsible for creating its process-local MPI_Comm reference to the
default communicator.

All these global variables are created by the transformer hence they are invisible
to the original program. There is no direct access from the original code to any global
variable. Indirect accesses to global data structures, such as buffering a sending mes-
sage into a message channel, are all operated through specific handles. These handles

guarantee that “MPI processes” cannot be aware of the existence of any global variable.

8.2.3 MPI Program Properties

We discuss about the quality of the MPI model in CIVL in terms of the prop-
erties of an original MPI program that are preserved by the transformed CIVL-C
program.

These properties include a wide range of standard C properties that CIVL can
verify for an MPI program such as assertion violation, improper pointer dereferencing
or out-of-bound array access, division by zero, memory leak, etc.

One of the most common errors in MPI programs is deadlock. There are two

kinds of deadlocks: absolute deadlock and potential deadlock. Absolute deadlocks are
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caused by the existence of unmatched send and receive operations. Potential deadlocks
include absolute deadlocks. In addition, potential deadlocks also contain deadlocks
caused by the short of message buffer. Potential deadlocks are hard to re-produce
because buffer sizes can vary in different runs. CIVL can verify the freedom of both
kinds of deadlocks.

Other MPI specific properties that can be verified by CIVL include: the freedom
of receive buffer overflow, incompatible message and receive types, inconsistency of
collective calls.

The functional correctness of an MPI program can be specified as either as-
sertions or a separate sequential program, which is simple, trusted and functionally
equivalent to the MPI program. For the latter manner, CIVL is able to check the func-
tional equivalence between two programs, which is carried out by assuming the two
programs have exact same inputs and verifying that they always produce the exact

same outputs.
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Chapter 9

VERIFYING C/MPI PROGRAMS WITH FUNCTION CONTRACTS

The function contract approach introduced in Part II for MINIMP is an instance
of the “divide and conquer” methodology that has several advantages over monolithic
model checking approaches. First, it divides a large problem into a number of smaller
independent problems. Since each smaller problem is much easier to be solved, there is a
potential that the “divide and conquer” approach can help mitigate the state explosion
problem. Second, a function contract, which serves as a specification of a function,
enables the verifier to cover the most general cases of the function with respect to the
specification. Whereas whether a function can be throughly verified by a monolithic
approach depends on how is the function called in a program. Finally, writing function
contracts encourage developers to pay more attention to specifications and documents.

Based on the MPI model described in Chapter 8, our discussion in this chapter
will focus on implementing a function contract system for MPI in CIVL. The rest of
the chapter is structured as follows: §9.1 discusses about the challenges in applying the
function contract approach to MPI programs and sketches the solutions; §9.2 introduces
the contract language for C/MPI programs; §9.3 describes a source code transformation

based implementation for the MPI contract system.

9.1 Bring Function Contracts From MiniMP To MPI

In Part I, we have discussed about the contract approach for message-passing
programs around a toy language, MINIMP. Applying the approach to C/MPI programs
would face many new challenges because of the complexity of both MPI and C. In the

rest of this section, we briefly talk about these challenges and their solutions.
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Multi-Communication Universes. A MINIMP program only involves a sin-
gle communication universe that includes all the processes launched at the beginning.
However, MPI programs can have multiple communication universes. A communi-
cator conceptually contains two, one for point-to-point and the other for collective
communication. Besides, communicators can be dynamically created. A process can
participate in different communicators. Different communicators can have different
sizes. A collective-style function in an MPI program may involve multiple communi-
cators. Hence MINIMP’s specification language cannot be proper for MPI since the
constants PID and NPROCS have different values in different communication universes.

Consequently, the reasoning of the contracts must be sensitive to communica-
tion universes. For example, given two consecutive calls to collective-style functions

fO;90, a guarantee
\no \send(p, q) \after \enter(p) \until \enter(r)
of g does not make ¢ satisfy the requirement
\no \send(p, q) \after \exit(p) \until \exit(r)

of f, if the contracts are describing behaviors for two different communication universes.

The challenge of multiple communication universes demands that communica-
tions in different universes shall be reasoned independently. Within a single universe,
the theory for MINIMP is still applicable to MPI.

Message Tags. In MPI, messages in point-to-point communication are always
labeled with an integer tag. When a process sends or receives a message, it must specify
a tag for the message. When receiving a message, one can specify MPI_ANY_TAG for
the message tag. A receive operation on a specific message channel with MPT_ANY_TAG
will get the earliest message in it (i.e., the head of the FIFO queue).

The existence of the message tags makes the communication in MPI more flexi-
ble while the reasoning of the communication more complicated. The MINIMP specifi-
cation language has no notion for message tags hence it cannot specify absence assertion

precisely in many cases.
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1 void £() {

2 if (rank == 0)

3 for (int i = 1; i < size; i++)

4 MPI Recv(&buf, 1, MPI_INT, MPI_ANY SOURCE, 1, MPI_COMM_WORLD) ;
5 else

6 MPI_Send(&value, 1, MPI_INT, 0, 1, MPI_COMM_WORLD);

7 }

Figure 9.1: An MPI collective-style function that requires any following statement not
to send any message with tag 1 to process 0 until process 0 exits it.

Therefore, to specify MPI programs, the absence assertions need to be extended

with message tags.

Example 9.1. Considering the collective-style function in Fig. 9.1, process 0 uses the
wildcard receive to gather messages from the rests. In order to prevent this function
being interfered by following statements, the function contract must have a strong
enough requirement stating that no process shall send a message to process 0 after
it exits £ until process 0 exits £. But this requirement is too strong. In fact, £ only
requires that no process shall send a message tagged by 1 to process 0. The MINIMP
specification language has no notion of message tags hence cannot specify such a precise

requirement for £. [

The complexity of the C/MPI APIs. The MPI library provides a large
number of functions and datatypes. It will not be a surprise that MPI has more
complicated APIs than the communication operations of MINIMP. This dissertation
only focuses on a subset of them: blocking point-to-point and collective communication
functions. For this subset, the complexity of the APIs is mainly attributed to MPI’s
unique type system and the relatively lower-level features in C (i.e., pointer and memory
management). We use an MPI collective function MPI_Bcast as an example to illustrate
these two aspects.

The MPI_Bcast has the following signature:

int MPI_Bcast(void * buf, int count, MPI Datatype datatype, int root,

MPI Comm comm) .
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MPI Bcast must be called collectively by all processes, among which a process
is designated to be the “root” The “root” process broadcasts a message to all other
processes. Every non-“root” process receives the message. This function has five formal
parameters:

e buf is a pointer to the memory location where, for the “root” process, the sending
data occupies, and for the non-“root” processes, the receiving data will be saved.

e count and datatype together specify the expected type signature of the data in
the message. All processes must agree on the type signature. A type signature
determines the bytewise size of the data, i.e., the product of the count and the
extent of the datatype. The MPI_Datatype is an enumeration, in which most
enumerators refer to language specific data types, such as that MPI_INT refers to
int in C.

e root specifies the rank of the process that will be the “root” process.

e comm specifies the communicator that is associated with this operation.

In C, one cannot access data through a void pointer such as the buf in our
example. The buf must be converted to a pointer to a non-void 7" type before being
used to access the data. The T can be determined by elaborating different cases of the
datatype. However, elaboration is quite expensive when the value of the datatype is
arbitrary. Moreover, under the weakest assumption, the data referred by buf is also
arbitrary. One needs to find a representation for the arbitrary data of arbitrary type
in CIVL.

To deal with such complexity, we use an uninterpreted function extent(datatype)
to represent the bytewise extent of a datatype. A simple theory for the extent function
is that for an MPI_Datatype d and a C type t, extent(d) == sizeof(t) if and only if
d corresponds to t.

Then an arbitrary data, of which the size is given by a pair of MPI_Datatype d
and count ¢ can be represented as an arbitrary char array of length extent(d) x c.

The Complexity of C language. Finally, C language itself is a complicated
language, which has various powerful but also error-prone features such as multi-level
pointers, type casting, memory allocation, etc. A contract system for C/MPI programs

must first be able to specify and verify C programs.
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1 /*Q@ requires \valid(a) && \valid(b);
2 assigns \nothing;

3 behavior GT:

4 assumes *a > *b;

5 ensures \result == *a — *Db;
6 behavior LTE:

7 assumes *a <= *b;

8 ensures \result == *b - *a;
9 */

10 int diff(int *a, int *b) {

11 if (xa > *b) return *a - *b;

12 else return *b - *a;

13 }
Figure 9.2: A sequential C function with an ACSL contract.

We introduce the contract language for C/MPI programs in the next section.
The language is an extension of an existing specification language for sequential C
programs. Hence instead of designing a contract language for C programs from scratch,

we choose to add MPI features to a mature specification language.

9.2 The MPI Contract Language

We designed the contract language for C/MPI based on an existing specification
language ACSL, which is for specifying sequential C programs. ACSL provides rich
primitives for describing program behaviors and constructing logic proofs. An ACSL
function contract is a pair of pre- and post-conditions that are in the form of a C pro-

gram annotation. We extended ACSL with a few primitives for MPI and concurrency.

Example 9.2. Figure 9.2 presents a simple example of a C function with its ACSL
function contract. The requires, assigns, ensures clauses also appear in MINIMP
specification language and they remain their meanings in ACSL. Ditto for \result.
The \nothing expression stands for an empty set of memory location. A \valid(pts)
construct asserts that it is safe to dereference a pointer in the pointer set pts. A

behavior that is identified by a name specifies a pair of pre- and post-conditions under
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a specific assumption. The assumes clause in a behavior introduces the assumption.

O

In this section, we mainly describe our extension for MPI to the ACSL. Original

ACSL constructs will be explained when they are involved.

9.2.1 Syntax

The syntax of the MPI contract language is given in Fig. 9.3. An MPI function
contract is a set of behaviors. There are two kinds of behaviors in ACSL, the default
behavior and named behaviors. The default behavior is the set of clauses before any
named behaviors. A named behavior starts with the keyword behavior and is identified

by a name. A named behavior also consists of a set of clauses.

Contract := Behaviors CollectiveBehaviors

Behaviors := BehaviorBody NamedBehavior*

CollectiveBehaviors := \mpi_collective (Ezpr, CollectiveKind): Behaviors
NamedBehavior := behavior Identifier : BehaviorBody
CollectiveKind = P2P | COL

BehaviorBody = Clause*

Figure 9.3: The syntax of the behaviors of the MPI contract language.

Our extension adds two higher-level structures to ACSL behaviors: local be-
havior and collective behaviors. The local behavior in a function contract is the set
of ACSL behaviors before any collective behavior. A collective behavior starts with
the keyword \mpi_collective, which is followed by two parameters: an expression of
MPI Comm type and a constant denoting the collective kind. The former one refers to
an MPI communicator. The latter one can either be P2P, which stands for “point-to-
point”, or COL, which stands for “collective”. These two parameters together identify
a communication universe. A collective behavior consists of a set of ACSL behaviors
as well.

Clauses in the MPI contract language are same as the ones in ACSL. For ex-
pressions, a few new constructs for MPI and concurrency are added to ACSL. The

syntax of these new expressions is given in Fig. 9.4.

151



Ezpr = ACSL-Ezpr | MPIEzpr | \on(Ezpr, Ezpr)
MPIEzpr = \mpi_comm_rank | \mpi_comm_size | \mpi_extent (EzpT)
| \mpi_offset(Ezpr, Ezpr, Ezpr)
| \mpi_region(Ezpr, Ezpr, Ezpr)
| \mpi_valid(Ezpr, Ezpr, Ezpr)
| \mpi_agree(EzpT)
| \mpi_equals(Ezpr, Ezpr)
| \mpi_reduce(Ezpr, Ezpr, Ezpr, Ezpr)
| \absenceof Event \after Event \until Event
Event = \sendto(Ezpr, Ezpr) | \sendfrom(Ezpr, Ezpr)

| \enter (Ezpr) | \enter
| \exit(Ezpr) | \exit

Figure 9.4: The syntax of the expression of the MPI contract language. The ACSL-Ezpr
stands for the expression syntax of ACSL.

Recall the syntax of MINISPEC in §5.3, \on is not allowed to be used in absence
assertions. Following the same spirit, we remark that MPI contract language restricts
the expressions in absence assertions to be process-local, i.e., no “\on” can appear in

an absence assertion.

9.2.2 Semantics

A local behavior specifies the process-local properties. A collective behavior
specifies global properties of a collective-style function. A global property may involve
multiple processes and must be satisfied by all processes. Absence assertions in a
collective behavior are independent with ones in another collective behavior if the two
collective behaviors are associated with different communication universes.

Furthermore, there are two implicit assertions in every collective behavior: 1) a
state-requirement asserting that the message channels in the associated communication
universe are all empty and 2) a post-condition asserting the same property.

The interpretation of a local behavior is based on the process state of the process
that reaches the entry or exit of a contracted function. Collective behaviors in theory
shall be interpreted in a similar way as MINIMP contracts with respect to collective

states. In fact, the interpretation of MPI contracts is simpler: a state-requirement
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int rank, size, data, buf;
/*Q
\mpi_collective (MPI_COMM_WORLD, P2P):

requires rank == \mpi_comm_rank && size == \mpi_comm_size;

assigns buf;

ensures \on((rank + 1) % size, buf) == data &&

\absenceof \exit \after \enter \until \enter((rank + 1) % size));

*/
int ring() {

int left = (rank + size - 1) % size;

int right = (rank + 1) % size;

MPI_Sendrecv(&data, 1, MPI_INT, left, O,

&buf, 1, MPI_INT, right, O, MPI_COMM_WORLD) ;

Figure 9.5: A collective-style MPI function ring with a contract.

or -guarantee is still evaluated on corresponding collective pre- or post-state; a path-

requirement or -guarantee is partially evaluated at the source state of a global transition

representing the entering of the corresponding function by a process. This simplification

is correct because only process-local expressions are allowed to be used in absence

assertions.

Meanings of the constructs for MPI and concurrency are informally described

as the follows:

\on(rank, expr) represents the value of the expression expr that is evaluated by
a process of rank rank.

\mpi_comm_rank is a constant that stands for the rank of the running process.
\mpi_comm_size is a constant that stands for the size of the communicator.
\mpi_extent (datatype) represents the bytewise size of the MPI_Datatype datatype.
\mpi_offset (buf, count, datatype) is such a pointer:

(char *)buf + count * \mpi_extent (datatype)
\mpi_region(buf, count, datatype) represents the value in a memory region

that spans from the address buf to the length of count * \mpi_extent (datatype)
bytes.

\mpi_agree (expr) asserts that all processes must have the same value for expr.
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e \mpi_valid(buf, count, datatype) asserts that the memory region spanning
from the address buf to the length of count * \mpi_extent (datatype) bytes is
accessible.

e \mpi_equals(ry, 71) asserts that values in the two given memory regions ry and
r, are the same.

e \mpi_reduce(buf, count, datatype, op) represents the reduction value of the
operation op over

\mpi_region(\on(0, buf), count, datatype),
\mpi_region(\on(1, buf), count, datatype),

ceey

\mpi_region(\on(n-1, buf), count, datatype),
where op has MPI_0Op type and n = \mpi_comm_size.

e \absenceof 0y \after 6; \until 6, represents an absence assertion, where 6,
#; and 6, are events.

e \sendto(dest, tag) is an event representing the transitions that the running
process sends a message with tag to a process of rank dest.

e \sendfrom(src, tag) is an event representing the transitions that a process of
rank src sends a message with tag to the running process.

e \enter(rank) is an event representing the transitions that the process of rank
enters the specified function. Optionally, \enter is a shortcut for
\enter (\mpi_comm_rank).

e \exit (rank) is an event representing the transitions that the process of rank exits
the specified function. Optionally, \exit is a shortcut for
\exit(\mpi_comm_rank).

Names of clauses (i.e., state-requirement and -guarantee, path-requirement and -guarantee)
in MPI contract language are inherited from MINIMP. The Restriction 5.10 on absence
assertions in MINIMP is also inherited by MPI contract language with a natural ex-

tension.

Example 9.3. The function contract in Fig. 9.5 consists of a collective behavior that
is associated with the point-to-point communication universe of the default MPI com-

municator. The collective behavior requires that for every process, the rank and size
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shall hold the rank of the process in MPI_COMM_WORLD and the size of MPI_COMM_WORLD
respectively. The contract states that no memory location of any process will be mod-
ified in ring except buf. The contract ensures that on the state where all processes
collectively exit ring, for every process, the value of buf equals to the value of data
on its right neighbor. Finally, ring guarantees that a process will not exit ring until

its right neighbor enters ring. [J

9.3 MPI Function Contract System Implementation

The implementation of the MPI function contract system in CIVL is a solution
to the following 4 problems: 1) CIVL is designed for verifying complete programs
monolithically hence cannot verify functions separately; 2) the semantics of the contract
system is different from the one of CIVL-C, e.g., a call to a function with a contract
shall be summarized only from the contract instead of the function definition; 3) there
is no existing primitive in CIVL-C that is close to collate or collective states; 4) CIVL
does not support path predicates.

Problem 1 and 2 are tackled by AST-level code transformation, and Problem 3
and 4 are solved by implementing CIVL-C libraries for collates and absence assertions.
Both the two methods are in keeping with the philosophy of CIVL, which is to support
a small verification kernel well, and do the rest of the work by customized libraries and
source code transformation.

In the rest of this section, we first describe the collate library in §9.3.1, then
explain the method of reasoning about absence assertions in §9.3.2. Finally, in §9.3.3,
we show that how does source code transformation converts an MPI program to a
CIVL-C program, which can be verified by the common CIVL verifier with respect to

the contract system semantics.

9.3.1 Implementing Collates
One of the extensions the contract system made to CIVL is a collate library.

This library provides data types and functions to realize the collate-based algorithm
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for constructing collective states. Like the MPI library in CIVL, the collate library
hides the details that a collate queue is in fact a shared object from the clients—MPI
processes. Therefore, conceptually the collate library introduces no shared object.

In the library, a collate queue is implemented by a data structure, $gcollator.
A collate queue is associated with a group of processes in a communicator. Each
process owns a process-local handle, $collator, to the collate queue. Operations on
the collate queue can only be performed through the handle. A collate in the queue
is implemented as a data structure, $gcollate_state. Similarly, a process can only
access a collate through a process-local handle, $collate_state.

The CIVL-C data structure representing the collate queue $gcollator (left)
and the collate $gcollate_state (right) is given in Fig. 9.6. The left data structure
is simply a wrap of a CIVL-C sequence of collates and two integers: the number of
processes and the queue size. The right data structure represents a collate. In a
collate, the array, status, keeps the track of whether every process have copied its
snapshot to this collate. If status[p] is true, process p has copied its snapshot to this
collate. The field state holds the program state that is merged from the snapshots
that have been copied to this collate. The two arrays , requirements and guarantees,
store the corresponding absence assertions to this collate for each process. The field
isPre labels the collate for whether it is associated to a collective pre-state. The field
isTarget labels the collate for whether it is associated to a collective state of the
verifying function. Finally, id holds an identifier for the function associated with this
collate.

The $state is a CIVL-C built-in type representing program states. The state
field in a collate will keep being updated via being merged with the snapshots from
processes. Once status[p] is true for every process p, the collate is completed, the
state field becomes equivalent to the collative state, to which the collate is associated.

Following the collate management algorithm (described in §7.3.2), an object
(collate) of $gcollate_state type will be created and enqueued by the first process

that reaches a collective location, i.e., the entry or exit of a contracted function. The id
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1 struct _gcollate_state {

2 _Bool statusl[];
1 struct _gcollator { 3 $state state;
2 int nprocs; 4 _Bool requirements(];
3 int queue_length; 5 _Bool guarantees[];
4 $gcollate_state queuel]; 6 _Bool isPre;
5 }; 7 _Bool isTarget;
8 int id;
9 };

Figure 9.6: CIVL-C implementation for collate and collate queue

field is initialized during the creation. When every following process reaches a collective
location and copies its snapshot to the collate, the process compares the identifier of
the reached function with the id in the collate. A mismatch means that there is a
collective-style function in the program that is not called by all processes collectively.

The other four fields are used by the absence assertion checking algorithm, which
will be described in the next subsection.

Around these data structures, the collate library provides a set of functions for
the clients to interact with them. Among those functions, there is a pair for processes

to copy their snapshots to proper collates and to free collates collectively:

1. $collate_state $collate_arrives($collator c, $scope scope,
_Bool isPre, _Bool isTarget, _Bool requirement,
_Bool guarantee, int id);

2. void $collate_departs($collator c, $collate_state cs);

When a process reaches a collective location associated with a collective-style
function g, the process calls the $collate_arrives function to save its snapshot to the
proper collate in a collate queue. The queue is given by the $collator handle. In ad-
dition to the snapshot, the partially evaluated path-requirement and -guarantee of g of
the process are stored in the collate. This $collate arrives function returns a handle
to the corresponding collate. To free a collate, each process calls $collate_departs

with a handle to the collate collectively. The function does not guarantee that the
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collate object is actually destroyed. But a process shall not access a collate once it is
“freed” by a call to $collate_departs.

A snapshot of a process is also a $state. Initially, the state field in a collate
holds the snapshot of the first “arrived” process. Then, whenever a process “arrives”,
its snapshot will be merged into the state field.

In CIVL, a program state is mainly a tree of dynamic scopes (dyscopes) and a
group of call stacks. A dynamic scope is a runtime instance of a lexical program scope
and is assigned a unique ID. A call stack belongs to a process. An entry of a call stack
is a reference to a dyscope.

Figure 9.7 shows a CIVL state of a CIVL-C program transformed from a general
MPI program. Recall that the transformation template is given in Fig. 8.5. The state
belongs to a run with two MPI processes. Note that in addition to the two processes
that run the mpi_process, the state includes a “root” process p0 that was spawned at
the time the CIVL-C program launches. The “parent-of” relation in between dyscopes
relates to their lexical scopes. If a dyscope d is the parent of another dyscope d’, the
lexical scope of d is the parent of the lexical scope of d’. For example, in Fig. 9.7, dO
is a runtime instance of the root scope sy and d1 is a runtime instance of the lexical
scope s; of the main function. So sq is the parent of s; and dO is the parent of dl.
For a lexical scope, it can have multiple runtime instances in a state.

In a snapshot of a process p taken from a state w, the dyscope tree contains
only the dyscopes reachable by p in w. There is only one call stack in the snapshot,
which belongs to p.

Note that the $collate_arrives function also takes a $scope parameter, which
shall refer to the dyscope where the process invokes the call to this function. Let h be
such $scope parameter. In the snapshot of a process taken at a call to $collate_arrives,
no descendant dyscopes of h needs to be included in the snapshot.

The $state field in a collate is initialized by the snapshot of the first process
that “arrives” the collate. We call the $state object in an incomplete collate a par-

tially merged state. Merging a snapshot w, to a partially merged state w. includes the
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Figure 9.7: A CIVL state of a CIVL-C program transformed from an general MPI
program, which contains a function f£. The boxes labeled by d0, d1, ...
Arrows between dyscopes denote the “parent-of” relation. Boxes under “p0, pl, p2”
are call stack entries. Dashed arrows mark the referred dyscope of every call stack

entry.

following steps:

1. Re-numbering dyscope IDs in w, to be consistent with the w.. For a dyscope d in
wy, if there is a dyscope d’ in w, such that d and d’ have the same ID (denoted,
d = d'), let d keeps its ID. Otherwise, re-numbering the ID of d to be a new

unique one that does not exist in w,.

2. Let d and d’ be two dyscopes in the re-numbered w, and w., respectively. We call
d or d' the least common ancestor of the two trees in w, and w, if

o d=d,

e any leaf dyscope in the dyscope tree of w, is a descendent of d, and any leaf
dyscope in the dyscope tree of w, is a descendent of d’, and

e there is not a pair of dyscopes § and ¢’ such that § is d or a descendent of
d, ¢ is d’ or a descendent of d’, and § and ¢’ satisfy the both two conditions

above.

The merging is then carried out by appending all child dyscopes of d to d'.
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Figure 9.8: Merging a snapshot to a state. The snapshot (on the right) was taken from
the state in Fig. 9.7 for process pl.

3. Finally, copying the sole call stack in w, to w.. Re-number the ID of the process
of the call stack to its rank corresponding to the collate.

Example 9.4. Figure 9.8 shows merging a snapshot (on the right), which is taken
from the state in Fig. 9.7 for process pl, to a partially merged state (on the left), on
which processes are re-numbered by their ranks and are at some collective locations.
The dyscope d1 is the least common ancestor of the two dyscope trees on the left
and right, respectively. Dyscopes d2 and d3 on the right will then be re-numbered
to d6 and d7, respectively. The process p0 on the right will then be re-numbered in

correspondence to its rank in the collate. [

According to such state merging process, the “shared” dyscopes, i.e., the ones

reachable by all processes, are coming from the snapshot of the first “arrived” process.
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The MPI communicators reside in these “shared” dyscopes. Following the collate
management algorithm, message channels in the MPI communicators in a collate shall
then be updated whenever a process p, which has not arrived the collate, executes a
send or a receive operation.

To update the message channels in collates, the collate library provides a pair

of functions:

e $collate_enqueue($collator ¢, $comm comm, $message m)

e $collate_dequeue($collator c, $comm comm, $message m)

For every collate that has not “arrived” by the running process in the queue referred by
c, the $collate_enqueue function enqueues the $message m to the proper message
channel of the communicator referred by comm residing in the merged state of the
collate. Note the source and destination information of a $message are encoded in

itself. Vice versa for the $collate_dequeue function.

9.3.2 Implementing Absence Assertions
Absence assertions in the MPI contract language are translated to CIVL-C

abstract functions. An abstract function is a mathematical uninterpreted function.

e \absenceof \sendfrom(p, t) \after \exit(p) \until \exit is translated to
an boolean abstract function $absent_sendfrom(p, ?);

e \absenceof \sendto(p, t) \after \enter \until \enter(q) istranslated to
an boolean abstract function $absent sendto(p, t, ¢);

e \absenceof \exit \after \enter \until \exit(p) is translated to an boolean
abstract function $absent exit (p).

We define these abstract functions in a CIVL-C library, absence_assertion.cvh,
which is another extension to CIVL. In addition to these abstract functions, the li-
brary provides a set of functions for reasoning about the absence assertions. For ex-
ample, there is an $aa_not_exists( _Bool set, _Bool absence) function. It takes

two boolean expressions: set is the conjunction of a set of absence assertions and
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absence is a single absence assertion. The function returns true iff the absence as-
sertion is not an element of the set. For instance, if for some integers a, b, c, n,r,p,
set is Vi € [n].Vt € Z. $absent_sendto(i, t, 7) A $absent_exit(p) and absence is
$absent_sendto(a, b, ¢), the function returns (Vi € [n].i # a)V (Yt € Z.t # b)Vr #
c.

Absence assertions are checked for the freedom of the errors defined in Fig.
7.2 and 7.4 when processes reach specific locations. We use the CIVL-C function
check_guarantee that checks the freedom of PGV as an example. Figure 9.9 shows
the simplified CIVL-C code of this check_guarantee function. The function is exe-
cuted immediately after a process performs a send operation. At line 6-10, the code
searches the collate of the collective pre-state of the verifying function by iterating the
given collate queue. By the collate management algorithm, the search will succeed
because the goal collate will not be freed until all processes have reached the end of
the verifying function. Line 16-20 checks for each process ¢ that has not entered the
verifying function, if the guarantee of the function of the running process (identified

by place in the communicator) contains
\absenceof \sendto(dest, tag) \after \enter \until \enter(q),

the guarantee is violated.

9.3.3 Transformation

A contract transformer was developed and added to CIVL for transforming
a C/MPI/CIVL-C program along with ACSL function contracts to a pure CIVL-C
program. The transformer takes a parameter f, which is the name of the verifying
function, and then transforms all the annotated functions in the original program in

two ways:

1. For the function f, the transformer copies f to f_origin and creates a new
function f_driver. The f_driver initializes all the variables with respect to
the state-requirement of f, then calls f_origin to launch the exploration of the
original function body. The state-guarantee of f is checked in f_driver after
the control returns from f_origin.
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1 void check_guarantee(int place, int dest, int tag, int nprocs,

2 $collator c) {

3 $collate state cs;

a4 int queue_size = $collate_queue_size(c, place);

5

6 for (int i = 0; i < queue_size; i++) {

7 cs = $collate_get_in_queue(c, 1i);

8 if ($collate_state_is_pre(cs) && $collate_state_is_target(cs))
9 break;

10}

11 // at this point, cs must hold the handle to the collate

12 // associated to the collective pre-state of the function

13 // being verified.

14 _Bool element;

15 _Bool set = $collate_get guarantee(cs, place);// get my guarantee
16

17 for (int i = 0; i < nprocs; i++)

18 if (!$collate arrived(cs, i)) {

19 element = $absent_sendto(dest, tag, i);

20 $assert($aa_not_exists(element, set),

21 "the guarantee of the verifying function is violated!");
22 }

23 }

Figure 9.9: The simplified code of the CIVL-C function that will be called every time
a send operation was performed by a process in order to check for the free of PGV.

2. For every annotated function ¢ (including f), the transformer replaces the def-
inition of g with a CIVL-C code that 1) asserts the state-requirement of g; 2)
refreshes the objects specified in assigns clauses; 3) assumes the state-guarantee
of g.

Note that the verifying function f will be transformed in both of the ways. This results
in three different functions that all originate from f: f_driver, f_origin and the f
with a new body.

The transformation relies on a number of basic CIVL-C primitives, as well as
helper libraries that provide contract-specific data types and functions. A selected set

of such primitives are listed below:

e $value at(expr, state, pid) is an expression that represents the evaluation of
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expr on state by the process of pid. The \on, as well as the \old construct from
ACSL, will be translated to this expression.

e $run stmt is a CIVL-C statement that creates a new process to execute stmt.

e $with(state) stmt is a CIVL-C statement that executes the given stmt starting
from the given state.

e $havoc(pointer) “refreshes” an object by assigning a unique and unconstrained
symbolic constant to the object referred by the pointer.

e $mem is a type representing a set of memory locations.

e $mem_havoc(m) assigns a unique and unconstrained symbolic constant to every
object in the memory locations in m.

e $mem_contains(mg, m,) returns true iff every element in the memory location
set my is also an element of the memory location set m;.

e $write_set_push() informs the verifier to start to save all the memory locations
that are modified during the execution. This is implemented by pushing a new
empty memory location set to a stack that is maintained by every process. The
stack is called the write set stack. During the execution, a write operation that
is performed by a process p on a memory location m will cause m be added into
the top entry of the write set stack of p unless the stack is empty.

o $urite_set_pop() pops and returns the top entry of the write set stack of the
executing processes. When the write set stack is empty, the verifier will not save
any memory location.

e $mpi_snapshot(comm, scope, isPre, isTarget, requirement, guarantee, fid) is
a helper function for the transformer that wraps the $collate arrives function.
In addition to a call to $collate_arrives, this function contains CIVL-C code
that checks absence assertion violation and performs POR. Dually, there is a
$mpi_unsnapshot (collate_state) function.

We remark that the comm parameter is of MPI_Comm type. In our extended
implementation for MPI contracts, an MPI communicator was extended with an
extra field holding a collate queue (i.e., a $gcollator). This is be in consistent
with the theory that a collate queue is associated with a communication universe.
As a consequence, collate queues in different MPI communicators are naturally
independent.

All the MPI specific constructs in the MPI contract language are translated

to special CIVL system functions. A system function in CIVL is a function that is
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implemented in the language that writes CIVL, i.e., Java 8 [57], instead of CIVL-C.
For example, the \mpi_agree(e) expression in contract will be translated to a call to
the system function $mpi_agree(e). The system function returns true iff every process
evaluates e to a same value at the current state.

Driver Function Generation. For a given verifying function £, £ must be
assigned a function contract. The transformer moves the original body of £ to the
new function f_origin. Then generates a new function f_driver with respect to the
contract. Figure 9.10 summarizes the idea of generating f_driver with a template.

In the template, the pseudocode above the horizontal line is the original verifying
function £ with its contract. The T, T1, T2 and T3 represent arbitrary types. The v
and ¢ are boolean expressions. The A represents a list of lvalue expressions. The I’
and T are sets of absence assertions.

The pseudocode below the horizontal line is the generated f_driver function.
The MPI communicator comm associated to the collective behavior in the contract is
initialized by duplicating the MPI_COMM_WORLD (line 4). Two variables $mpi_comm_rank
and $mpi_comm_size are created to replace the two constants \mpi_comm_rank and
\mpi_comm_size, respectively. Formal parameters are declared as local variables.
These local variables, as well as the global variables, are initialized by unconstrained
symbolic constants (line 8).

For a pointer type formal parameter v, one cannot assume that v can be safely
dereferenced unless the contract “requires” \valid(w). For such v, a unique object o
of the referenced type of v will be declared and “refreshed”. The expression \valid(v)
in the state-requirement is then replaced by v == &o.

We remark that such a transformation for \valid expressions in state-requirements
is only sound under an assumption that there is no pointer aliasing, i.e., a pointer type
formal parameter is assumed not to refer to a program variable or an object referred
by another pointer unless it is explicitly expressed in the state-requirement.

The state-requirement is $assumed in a pair of barriers so that the state from

which this $assume statement is executed will be equivalent to a pre-state of £. Similar
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for the case of $assert-ing the state-guarantee.

Although for f, there is no need to construct its collective pre- and post-states,
there are still $mpi_snapshot calls that create collates for £. This is because that we
use these two calls to represent the events of entering and exiting of f, respectively.
In addition, the created collective pre-state of f will be used to evaluate the \old
expressions in the state-guarantee.

The call to the f_origin is surrounded by a pair of $write_set_push and
$write_set_pop. By doing so, any memory location that is modified during the exe-
cution of the original function body will be saved in m (line 17). Then the validity of
the frame condition can be verified by testing if m is a subset of A.

Finally, the collates created by calls to $mpi_snapshot will be collectively “de-
stroyed” through the calls to $mpi_unsnapshot (line 26-27).

Summarizing Function Behavior From Contract. For every contracted
function, including the verifying function, its original function body will be replaced by
the transformer with a CIVL-C code that summarizes the function from the function
contract. The template for generating such a new function body from a contract is
given in Fig. 9.11.

In this template, a pair of collective pre- and post-state of the function f are
created through calls to $mpi_snapshot. The state-requirement and -guarantee will
be evaluated on these two states respectively once they are completed. For each MPI
process, it shall not wait at the location until a collective state is completed because
if doing so, the semantics of the program gets changed. Therefore, an MPI process
will “fork” a new “deamon” process that will asynchronously waits for the completion
of a collective state and then evaluates the state-requirement or -guarantee on the
state. The “deamon” process is created by the $run statement (line 10 and 21). The
“deamon” process will be blocked by the $when statement (line 11 and 22), in which
the guard is a system function $collate_complete(c) that returns true iff the collate
referred by c¢ is completed. Once the guard evaluates to true, the “deamon” process

asserts (or assumes) the state-requirement (or the state-guarantee) from the completed
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1 T3 g, ... ;
2 /*@ \mpi_collective(comm, kind):

3

requires AT

4 requires 1;

5 assigns A;

6 ensures ¢;

7 ensures AT; */

s Tf(Tla, T2 *b, ... ) { ...}

1 void f driver() {

2 int $mpi_comm_rank, $mpi_ comm_size;

3 MPI_Comm comm;

4 MPI_Comm_dup(MPI_COMM_WORLD, &comm);

5 MPI_Comm_rank(comm, &$mpi_ comm_rank) ;

6 MPI Comm_size(comm, &$mpi comm_size) ;

7 Tl a, T2 *b, T2 b_obj ... ;

8 $havoc(&g); $havoc(&a); $havoc(&b); $havoc(&b_obj);
9  MPI Barrier(comm);

10 $assume () ;

11 MPI Barrier(comm) ;

12 $collate_state _cs_pre = $mpi_snapshot(comm, $here, $true, $true,
13 AT, AT, 22£22);

14

15 $write_set_push();

16 T $result = f_origin(comm, a, b, ... );

17 $mem m = $write_set_pop();

18 $assert ($mem_contains(A, m));

19

20  $collate_state _cs_post = $mpi_snapshot(comm, $here, $false, $true,
21 AL, AT, 2°2f27);

22 MPI Barrier(comm);

23 $statex _s _pre = $collate_get_state(_cs_pre);
24 $assert(¢);

25 MPI Barrier(comm);

26 $mpi_unsnapshot(_cs_pre);

27 $mpi_unsnapshot(_cs_post);

28 }

Figure 9.10: Transformation template for generating f_driver from a function £ with
its contract. The upper shows the original annotated function f and the lower shows
the generated f_driver.
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collective state. The collective state is given by a pointer, which points to the $state
object in a collate (line 9 and 20). The “deamon” process terminates automatically
after the assertion (or assumption).

In addition to making assertions and assumptions, the objects listed in assigns
clauses will be “refreshed” by the $havoc calls.

A special variable $result is created to represent the returned value of f. The
expression \result in the contract will be replaced by $result.

The running process will be blocked (at line 24) if it has to wait for some other
processes p that have not “entered” this function. Recall that the entering-function
event is represented by the transition that an MPI process marks itself on the collate
associated to the collective pre-state. This code realizes the guarantees in the contract

of the form: \absenceof \exit \after \enter \until \exit(p).
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1 T3 g, ... ;
2 T £f(MPI Comm comm, T1 a, T2 *b, ... ) {

3

© 0w N O O b

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26

27 }

int $mpi_comm_rank, $mpi comm_size;
MPI_Comm_rank(comm, &$mpi_comm_rank) ;
MPI Comm_size(comm, &$mpi_comm_size);

$collate_state _cs_pre = $mpi_snapshot(comm, $here, $true, $false,
/\1", /\T, 10 ));
$statex _s_pre = $collate_get_state(_cs_pre);
$run
$when ($collate_complete(_cs_pre))
$with (*_s_pre) $assert(y));

T $result;
Vd € A. $havoc(&d) ;
$havoc (&$result) ;

$collate_state _cs_post = $mpi_snapshot(comm, $here, $false, $false,
/\1", /\T, 1 2);
$statex _s_post = $collate_get_state(_cs_post);
$run
$when ($collate_complete(_cs_post))
$with (*_s_post) $assume(q);
$when($collate_arrived(_cs_pre, p));
$mpi_unsnapshot(_cs_pre);
$mpi_unsnapshot(_cs_post);

Figure 9.11: The transformation template for summarizing £ with respect to its con-
tract.
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Chapter 10

EVALUATION

The evaluation of our approach for verifying message-passing program against
function contracts is based on the MPI function contract system described in Chapter
9. We applied our implementation to a number of C/MPI/CIVL-C collective-style
functions, including functions from CIVL’s MPI library, implementations of advanced
algorithms for MPI collective functions and collective-style functions carved out from
MPI scientific computing applications.

Two of the aforementioned collective-style functions are selected to be presented
with details in §10.1. The overall experimental results and performance are discussed

about in §10.2.

10.1 Running Examples

Real MPI implementations, such as MPICH [107], use advanced algorithms for
MPI collective functions. And more such algorithms keep being designed and imple-
mented [59,108]. An MPI contract system can be effective for verifying the correctness
of these algorithms since 1) it can verify function implementations in isolation; and
2) different implementations of one MPI collective function can share a function con-
tract. To illustrate such effectiveness, we show the verification of two MPI_Allgather
implementations in §10.1.1.

The implementation of an MPI collective function, or more generally, of an MPI
collective-style function can be complicated though, their complex has no effect on the
verification of their caller functions for a contract system. Thanks to the modular
verification feature of contract systems, the behavior of a call to a contracted function

only depends on its function contract. We illustrate such an advantage of our MPI
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contract system in §10.1.2 by presenting an example that uses the MPI_Allgather

function.

10.1.1 Allgather Implementations

CIVL’s implementation. In CIVL, simple and deterministic algorithms are
used to implement MPT collective functions. Figure 10.1 shows CIVL’s implementation
of the MPI_Allreduce function, which is just a call to the MPI_Reduce followed by a
call to the MPI_Bcast.

Both the MPI_Reduce and MPI_Bcast are annotated with function contracts.
Therefore, for the purpose of verifying the functional correctness of the MPI_Allreduce
function, their definitions are not needed. Since all these functions are MPI collective
functions, they are guaranteed not to interfere with each other. So there is no need to
specify a requirement or guarantee for these functions.

To verify MPI_Allreduce with the contracts, the user needs to specify a bounded
number of processes. The contract system then is able to verify that MPI_Allreduce
satisfies its function contract for the bounded number of processes and arbitrary mes-
sage data, data size, data type and reduction operation.

Next, we briefly explain these contracts.

For the contract of MPI_Bcast, the state-requirement states that

1. root must be in between 0 and the size of the communicator;

2. the type signature (i.e., the product of the count and the datatype extent) must
be non-negative;

3. all processes must have the same values for root and the type signature, respec-
tively;

4. the pointer buf must point to an allocated memory region, of which the size shall
not be less than the type signature.

The state-guarantee ensures that eventually all processes will have the same value in

their memory regions referred by their bufs. In addition, only those memory regions
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of the non-root processes will be modified. Such a frame condition is expressed with a
behavior named by “nonroot”.

For the contract of MPI_Reduce, the state-requirement is similar to the one of
MPI_Bcast except that it is stronger over the values of count and datatype. It requires
that all processes must have same values for root and datatype, respectively. In fact,
the author of this dissertation was not aware of that MPI_Reduce needs a stronger
state-requirement than MPI_Bcast until the contract system reports an error. The
state-guarantee ensures that 1) nothing will be modified for all the non-root processes;
and 2) the memory region referred by recvbuf on the root process will eventually be
assigned the result of reduction over all the memory regions referred by sendbufs on
all the processes.

The contract of MPI_Allreduce is similar to the one of MPI_Reduce except that
MPI Allreduce ensures all processes will eventually hold the reduction result.

Recursive Doubling. Real MPI implementations use more optimized algo-
rithms for MPI_Allreduce, such as the recursive doubling algorithm. Figure 10.2 is a
CIVL-C realization of a recursive doubling MPI_Allreduce pseudocode given in [96].
The function contract of the MPI_Allreduce in this figure is redundant and hence
omitted.

In this implementation, we used CIVL-C primitives to abstract details that are

irrelevant to the algorithm:

e The $mpi_malloc is a helper function written in CIVL-C. It allocates a memory
region of the size of the given type signature. In the case of that the value of
datatype is arbitrary, instead of elaborating all possible concrete choices, this
function uses an uninterpreted function extent(datatype) to represent the extent
of the datatype and allocates a memory region of size extent(datatype) * count.

e In ACSL, reduction operations can be expressed with different constructs accord-
ing to the reduction operation. For example, summing up all the n elements in
an array a can be expressed as \sum(0, n-1, \lambda int i; a[i]) in ACSL.
However, for the cases where the reduction operation is arbitrary, specifying a re-
duction operation in ACSL will inevitably elaborate all possible concrete choices.
However, elaboration will make the verification much more expensive. Hence, we
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1 /*@ \mpi_collective(comm, COL):

2 requires 0 <= root < \mpi_comm_size && O <= count * \mpi_extent(datatype)
3 && \mpi_agree(root) && \mpi_agree(count * \mpi_extent (datatype))
4 && \mpi_valid(buf, count, datatype);

5 ensures \mpi_agree(\mpi_region(buf, count, datatype));

6 behavior nonroot:

7 assumes \mpi_comm_rank != root;

8 assigns \mpi_region(buf, count, datatype); */

9 int MPI_Bcast(void * buf, int count, MPI_Datatype datatype, int root,

10 MPI_Comm comm) ;

11

12 /*@ \mpi_collective(comm, COL):

13 requires 0 <= count*\mpi_extent(datatype)

14 && \mpi_valid(sendbuf, count, datatype)

15 && \mpi_valid(recvbuf, count, datatype)

16 && \mpi_agree(root) && \mpi_agree(count) && \mpi_agree(datatype) ;
17 && 0 <= root < \mpi_comm_size;

18 behavior root:

19 assumes \mpi_comm_rank == root;

20 assigns \mpi_region(recvbuf, count, datatype);

21 ensures \mpi_equals(\mpi_region(recvbuf, count, datatype),

22 \mpi_reduce(sendbuf, count, datatype, op)); */
23 int MPI_Reduce(void * sendbuf, void * recvbuf, int count, MPI_Datatype datatype,
24 MPI_Op op, int root, MPI_Comm comm);

25

26 /*@ \mpi_collective(comm, COL):

27 requires count >= 0 && \mpi_valid(sendbuf, count, datatype)

28 && \mpi_valid(recvbuf, count, datatype)

29 && \mpi_agree(count) && \mpi_agree(op) && \mpi_agree(datatype);
30 assigns \mpi_region(recvbuf, count, datatype);

31 ensures \mpi_equals(\mpi_region(recvbuf, count, datatype),

32 \mpi_reduce(sendbuf, count, datatype, op));*/

33 int MPI_Allreduce(void * sendbuf, void * recvbuf, int count,

34 MPI_Datatype datatype, MPI_Op op, MPI_Comm comm) {
35 MPI_Reduce(sendbuf, recvbuf, count, datatype, op, O, comm);

36 MPI_Bcast(recvbuf, count, datatype, O, comm);

37 return O;

38 }

Figure 10.1: Annotating function contracts for all the collective-style functions used
by CIVL’s implementation of MPI_Allreduce.
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used a CIVL-C system function $memapply to implement the reduce function
that performs process local reduction operation:

void reduce(void * inout, void * in, int count, int size,
MPI _Op op) {
$memapply (inout, ($operation)op, in, count, size, inout);

}

The $memapply function performs an “element-wise” $operation on two memory
regions referred by inout and in, respectively, and writes the result back to
inout. Here “element-wise” means that the operation is applied to every pair
of size / count bytes memory regions that are referred by (char*)inout +
i * (size / count) and (char*)in + ¢ * (size / count), respectively, for
0 < ¢ < count.

When the op has a non-concrete value, $memapply uses an uninterpreted function
to represent the general reduction result.

With these abstractions, this function implementation can be verified by the

MPI contract system with the same configuration as the previous implementation.

10.1.2 Parallel Vector Product

The two MPI_Allreduce implementations presented in §10.1.1 have different
degrees of complicatedness. But the implementation is irrelevant to the functional cor-
rectness of a caller function of MPI_Allreduce as long as MPI_Allreduce is annotated
with a contract. We present such a collective-style caller function to MPI_Allreduce
in Fig. 10.4. The data structures used in this figure are showed in Fig. 10.3. This C
code was carved out from the HYPRE [37] open source project.

The hypre_ParVectorInnerProd function lets every process computes the vec-
tor product of two sequences of elements in parallel and then sums up the vector
products on all the processes.

The collective behavior in the function contract of hypre_ParVectorInnerProd
is associated to the MPI communicator stored in the structure referred by x. The state-

requirement states that
1. the structures referred by x and y have been allocated,

2. the hypre_Vector structures referred by the fields local_vector of *x and *y
have been allocated,

174



1 void MPI_Allreduce(void * sendbuf, void * recvbuf, int count,

2 MPI_Datatype datatype, MPI_Op op, MPI_Comm comm) {
3 int datasize = sizeofDatatype(datatype) * count;

4  void * global = $mpi_malloc(count, datatype);

5 int pof2, rem, int nprocs, rank, myrank, mask = 1;

6

7

8

9

MPI_Comm_size(comm, &nprocs); MPI_Comm_rank(comm, &rank);
pof2 = log2(nprocs); pof2 = pow2(pof2);
rem = nprocs - pof2;

10 memcpy (global, sendbuf, datasize);

11 if (rank < 2 * rem) {

12 if (rank % 2 == 0) {

13 MPI_Send(global, count, datatype, rank + 1, O, comm);

14 myrank = -1;

15 } else {

16 MPI_Recv(recvbuf, count, datatype, rank - 1, 0, comm, MPI_STATUS_IGNORE) ;
17 reduce(global, recvbuf, count, datasize, op);

18 myrank = rank / 2;

19 }

20 } else

21 myrank = rank - rem;

22 if (myrank != -1)

23 while (mask < pof2) {

24 int dst, newdst = myrank " mask;

25

26 if (newdst < rem)

27 dst = newdst * 2 + 1;

28 else

29 dst = newdst + rem;

30 MPI_Sendrecv(global, count, datatype, dst, O,

31 recvbuf, count, datatype, dst, O, comm, MPI_STATUS_IGNORE) ;
32 reduce(global, recvbuf, count, datasize, op);

33 mask = mask << 1;

34 }

35 if (rank < 2 * rem)

36 if (rank % 2 !'= 0)

37 MPI_Send(global, count, datatype, rank - 1, O, comm);

38 else

39 MPI_Recv(global, count, datatype, rank + 1, O, comm, MPI_STATUS_IGNORE);

40  memcpy(recvbuf, global, datasize);
41 free(global);
42 }

Figure 10.2: An MPI_Allreduce implementation based on the recursive doubling algo-
rithm.
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1 typedef struct { 1 typedef struct hypre_ParVector_struct {

HYPRE_Complex *data; 2 MPI_Comm comm;
HYPRE_Int size; 3 hypre_Vector *local_vector;
HYPRE_Int num_vectors; 4

5 } hypre_ParVector;

o O W N

} hypre_Vector;

Figure 10.3: The data structures that are used in Fig. 10.4. Insignificant fields are
omitted.

3. the sequences of elements referred by the fields data of x->local_vector and
y->local_vector have been allocated, and

4. the size of an element sequence must be positive.

The state-guarantee states that 1) nothing will be modified by this function, and 2)
the returned value will equal to the sum over all the dot products computed by all the
processes.

This function relies on the hypre_SeqVectorInnerProd sequential function
to perform process local dot product operations. In order to fully verify the func-
tional correctness of hypre_ParVectorInnerProd, one must also verify the function
hypre_SeqVectorInnerProd independently. The contract of this sequential function
is purely in ACSL and is easy to understand. We remark that in order to verify this
function for arbitrary size of the element sequences, we need to annotate the loop at
line 23-24 with a loop invariant. The loop invariant describes the property of the loop
and will be verified in an inductive way during the symbolic execution. Once the loop
is verified as satisfying the loop invariant, the effect of the loop to the program can
be directly derived from the loop invariant. Detailed description of CIVL’s support on
sequential loop invariants can be found in [77].

By verifying hypre_SeqVectorInnerProd and hypre ParVectorInnerProd
against their contracts separately, the functional correctness of both functions are thus
verified. Of course, for hypre_ParVectorInnerProd, the result is limited for a bounded

number of processes.
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#define hypre_ParVectorComm(vector) ((vector) -> comm)
#define hypre_ParVectorLocalVector(vector) ((vector) -> local_vector)
#define hypre_VectorData(vector) ((vector) -> data)
#define hypre_VectorSize(vector) ((vector) -> size)
#define hypre_VectorNumVectors(vector) ((vector) -> num_vectors)
#define hypre_conj(value) value
#define SIZE ((x->size)*(x->num_vectors))
#define PAR_SIZE ((x->local_vector->size)*(x->local_vector->num_vectors))
#define NPROCS \mpi_comm_size
/*@ requires \valid(x) && \valid(y) && O < SIZE
&& \valid(x->data + (0 .. SIZE-1)) && \valid(y->data + (0 .. SIZE-1));
assigns \nothing;
ensures \result == \sum(0, SIZE-1, \lambda int j; y->datalj] * x->datal[jl); */
HYPRE_Real hypre_SeqVectorInnerProd(hypre_Vector *x, hypre_Vector xy) {
HYPRE_Complex *x_data = hypre_VectorData(x);
HYPRE_Complex *y_data = hypre_VectorData(y);
HYPRE_Int i, size = hypre_VectorSize(x);
HYPRE Real result = 0.0;
size *=hypre_VectorNumVectors(x) ;
/*@ loop invariant 0 <= i <= size
&& result == \sum(O, i-1, \lambda int j; y_datal[j]l * x_dataljl);
loop assigns result, i; */
for (i = 0; i < size; i++)
result += hypre_conj(y_datal[il) * x_datalil;
return result;

}

/*@ \mpi_collective (hypre_ParVectorComm(x), COL):
requires \valid(x) && \valid(y) && O < PAR_SIZE &&
\valid(x->local_vector) && \valid(y->local_vector) &&
\valid(x->local_vector->data + (0 .. PAR_SIZE-1)) &&
\valid(y->local_vector->data + (0 .. PAR_SIZE-1));
assigns \nothing;
ensures \result == \sum(0, NPROCS-1, \lambda int k;
\on(k, \sum(0, PAR_SIZE-1, \lambda int t;
x->local_vector->datal[t] * y->local_vector->datalt]))); */
HYPRE_Real hypre_ParVectorInnerProd(hypre_ParVector *x, hypre_ParVector *y) {
MPI_Comm comm = hypre_ParVectorComm(x) ;
hypre_Vector *x_local = hypre_ParVectorLocalVector(x) ;
hypre_Vector *y_local = hypre_ParVectorLocalVector(y);
HYPRE_Real result = 0.0;
HYPRE_Real local_result = hypre_SeqVectorInnerProd(x_local, y_local);
hypre_MPI_Allreduce(&local_result, &result, 1, HYPRE_MPI_REAL,
hypre_MPI_SUM, comm);
return result;

Figure 10.4: A function that computes vector product in parallel using MPI.

177



10.2 Experiment

We evaluate our MPI contract system implementation by using it to specify and
verify a set of C/MPI/CIVL-C collective-style functions.

This experiment contains two parts. In the first part, we ignore the checking
of absence assertions in the contracts. In other words, 1) the first part assumes that
no interference can happen for every collective-style function; and 2) it does not verify
the guarantees of the verified functions. In the second part, we enable full validity
verification for a selected subset of the experiments.

For each collective-style function in the experiment, we prepared a set of negative
examples, each of which contains a specific kind of contract violation, such as state-
guarantee violation, too weak state-requirement to ensure the state-guarantee or a kind
of absence assertion violations. Our system can precisely report the expect error for
each of these negative examples. For brevity, we do not show the results of all the
negative examples.

Instead of directly verifying the full validity of every contracted function, we
separated the verification only for state-requirement and -guarantees in the first part for
two reasons. First, the absence assertions are introduced for reasoning about the case
of interference. Most of our examples use only MPI collective functions and wildcard-
free send/receive operations. They fall into the category where no interference can
happen naturally. Second, full validity verification involves checking path predicates
(i.e., absence assertions). CIVL was originally designed for verifying properties that
can be expressed by state predicates only. So its sophisticated POR algorithm is not
sound for full validity verification. In our contract system implementation, we enforce
the soundness by informing the CIVL model checker to stop applying POR when a
statement that may be visible to the absence assertions is enabled. This is a coarse
approximation in that the model checker eventually has to explore a large number of
commutative executions. Therefore, in the second part of the experiment, examples
cannot be scaled to the same level as themselves in the first part.

CIVL uses automated theorem provers to reason about the logic formulas that
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are still non-trivial after a series of simplifications applied by CIVL. Each prover is
assigned a timeout so that it will not run infinitely in undecidable cases. A call to a
prover is expensive. Although the longer the timeout, the higher the possibility of that
a prover can eventually solve a formula, CIVL has to waste more time in waiting for
the reasoning of unsolvable formulas. Therefore, in this experiment, we carefully set

the timeout for different provers.

1. Z3 and CVC4 are used in a sequence for all kinds of the reasoning with a 2
seconds timeout.

2. CVC4 will be invoked only if Z3 is not able to solve a formula within 2 seconds.

3. Why3 will only be used for checking assertions and is only invoked when neither
73 nor CVC4 solves a formula within 2 seconds. Why3 is assigned a default 5
seconds timeout. In fact, Why3 itself is not an automated theorem prover but a
platform that translates the input and sends it to various provers including Z3
and CVC4. We use Why3 for two of its advantages over our direct translation to
Z3 and CVC4: 1) in addition to the translation, Why3 introduces extra trans-
formations and axioms for specific theories; 2) Why3 supplies libraries for rich
theories such as permutation and multi-set.

The experiment was run on an iMac with 3.5 GHz Intel Core i7 and 32 GB 1600 MHz
DDRS3.

Table 10.1 and 10.2 show the experimental results of the first part.

Examples in Table 10.1 are the implementations of MPI collective functions
in CIVL’s MPI library. These implementations are all based on simple and intuitive
algorithms. For example, the implementation of bcast is letting the root process send
messages to all processes in a fixed order. Although the implementations are naive,
their contracts are general and conform to the MPI standard.

Reasoning about arbitrary aggregate type objects can be expensive. Observing
the differences in the statistics of bcast, gather and gatherv. The naive implementa-
tion of gather can be seen as a reverse of the one of bcast: the root process receives
messages from all processes in a fixed order. These two examples have very different
performances. For the runs of them with a same number of processes, the verification

of gather generates almost 9 times more prover calls than the one of bcast. This is
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because the value eventually in the receiving buffer of the gather function is a par-
titioned array, in which each part was sent from a process. Considering the fact that
both the content and size of each part are arbitrary, the general representation of such
a value has to involve a number of quantified formulas. In gatherv, the “gathered”
partitioned array is even more general in that the order of each part is arbitrary. This
explains why verifying gatherv takes twice the time of verifying gather.

The contract system is effective in re-using verification results. For example,
the allgather example is implemented by combining gather and bcast. During the
verification, the behaviors of gather and bcast are derived from their contracts re-
spectively. In other words, by assuming that gather and bcast satisfy their contracts,
the verification results of them are directly re-used. According to the statistics in the
table, it is easier for the contract system to verify allgather than gather.

A function contract can be re-used for different implementations. In Table 10.2,
allreduce_dr and reduceScatter are implementations of MPI collective functions
based on advanced algorithms. Implementations are different though, allreduce_dr
and allreduce share the same function contract.

Rest of the examples in Table 10.2 are functions from different MPI scientific
computing applications. In these examples, each process is responsible for performing
some computation locally. Process-local functions can be specified by pure ACSL
function contracts. Verifying and re-using pure ACSL contracts is just a special case
of dealing with MPI contracts for our contract system. Taking diff1dExchange and
diffidIter as an example. The diff1dExchange is the “ghost cell exchange” function.
The diffidIter is the loop body of the iterative computational procedure of a parallel
1d-diffusion solver. The diffidIter is a combination of a call to diffidExchange
and a call to a process-local computing function. The behaviors of both calls are
summarized from their contracts. The verification result of the process-local function
is not showed in the table since it is irrelevant to our topic. Similar for diff2dExchange

and diff2dIter.
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1 int N, M, L, *xA, *xB, *C, size, rank;
2 void matmat() {
3 int tmpC[L], tmpA[M];

MPI Bcast(B, ML, MPI_INT, O, MPI_COMM_WORLD);
MPI_Scatter(A, M, MPI_INT, tmpA, M, MPI_INT, 0, MPI_COMM_WORLD);
if (rank != 0)
memcpy (A, tmpA, M * sizeof(int));
matmat_local();
10 memcpy(tmpC, C, L * sizeof (int));
11 MPI_Gather(tmpC, L, MPI_INT, C, L, MPI_INT, O, MPI_COMM_WORLD);

© 00 N O 0o

Figure 10.5: The definition of the matmat function that collectively performs matrix
multiplication.

For functions from the 1d-diffusion solver, the contracts have no specific as-
sumption on the pattern of distribution. That is, the left neighbor of a process can
be any other process. Ditto for the right neighbor. However, for the functions from
the 2d-diffusion solver, we strengthen the contracts to assume a checkerboard distri-
bution. This is the compromise we made to the complexity of proving these functions
for arbitrary parameters. For this example, there are 2d arrays with arbitrary contents
and sizes, inside which partitions are moving around. The general representation we
mentioned before for arbitrarily partitioned arrays is powerful in expressiveness but
makes reasoning difficult.

The matmat example is a collective matrix multiplication implementation. It is
a typical example for showing that dividing MPI programs by collective-style functions
are effective. Figure 10.5 shows the function definition. The function definition can
be considered as being composed of three collective-style functions and a process-local
procedure. Taking the process local function matmat_local, which computes one row
of the result, as a special case of collective-style functions, the verification of this
function definition is thus divided into four sub-problems.

Function contracts sometimes can help the developer to ignore the details of

communication but focus on the correctness of the algorithm. For instance, the
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1 int id, n; // id: process rank, n: sorting array

2 T myvalue; // element hold by the process

3 MPI_Comm comm;

4

5 /%@ \mpi_collective(comm, P2P):

6 requires \mpi_agree(i);

7 requires 0 <= i < n &% id == \mpi_comm_rank && n == \mpi_comm_size;
8 assigns myvalue;

9 ensures (id % 2 == 0 &% id < n-1 ==> myvalue <= \on(id+1, myvalue))
10 [l (id % 2 == 1 && id < n-1 ==> myvalue <= \on(id+1, myvalue));
11 ensures \sum(0, n-1, \lambda int t; \on(t, myvalue) == myvalue 7 1 : 0) ==

e
N

\sum(0, n-1, \lambda int t; \old(\on(t, myvalue)) == myvalue 7 1 : 0);
x/

void oddEvenParIter(int i); // i is the loop identifier

= e
W

Figure 10.6: Function contract of the function in the 0ddEvenSort example.

oddEvenSort example comprises the loop body of a parallel odd-even sorting algo-
rithm. The correctness of this algorithm is not so obvious and parallelism makes it
even harder for developers to prove it. Figure 10.6 shows the function contract of
this example. Each process holds an element of an unsorted sequence. Every i-th
element in the sequence can be expressed as \on(i, myvalue). In the contract, the
state-guarantee at line 9-10 expresses the sortedness property; the one at line 11-12
expresses the permutation property. The contract only describes input and output of
the function while leaves communication details invisible. To prove the sortedness and

permutation of the complete algorithm, one can focus on the induction on the contract.

In the second part of the experiment, we enable the contract system to verify the
full validity of the examples listed in Table 10.3. In order to let the experiment cover
all kinds of violations, we implemented a gather_w function using wildcard receives,
which is intended to deliver the same functionality as gather. Then we assume that
other examples (i.e., allgather & matmat) use gather_w instead of gather.

In gather_w, a root process receives messages from others in a non-deterministic

order with wildcards. Due to the use of wildcard receives, gather_w can be interfered by
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name & description #procs | #states | #trans | #prover | time(s)
bcast: root sends in a roll 2 1,121 3, 500 7 6
and the rests do a receive, i g’ gg; 1?’ 232 ;;1 13
ngii;nented in CIVL’s MPI 5 9.797 | 26. 608 a4 17
6| 15,545 | 42,832 47 25
gather: root receives in a 2 2, 608 7,246 47 )
roll and the rests do one 3 6,791 ) 18, 226 102 16
send, implemented in CIVL’s 4| 14,788 1 38,659 187 28
MPI library 51| 31,541 | 79,997 297 54
6| 71,850 | 175, 925 428 123
gatherv: root receives in a 2 1,266 3, 692 41 8
roll and the rests do one 3 3, 053 8, 640 85 13
send, implemented in CIVL’s 4 5, 852 | 16, 398 140 27
MPT library 50 10,121 | 28,029 215 78
6| 16,612 | 45,512 310 236
scatter: root sends in a roll 2 2, 466 7, 007 43 8
and the rests do one receive 3 0,332 17, 438 101 14
implemented in CIVL’s MPi 4| 13,5091 36, 428 188 27
library 51 28,067 | 73,801 275 46
6 | 62,483 | 158, 481 386 108
2 786 2, 038 17 6
alltoall: each proc 3 1, 382 3, 424 45 7
performs #procs sends and 4 2,153 5, 111 67 10
receives 5 3,114 7, 135 89 14
6 4, 287 9, 532 115 19
2 933 2, 986 19 7
alltoall2 each proc ’
collectively calls I;ca‘cter 3 1, 769 5, 905 32 10
#procs times, implemented 4 3,011 10, 351 66 15
in CIVL’s MPI library ; 4,779 116,972 84 31
6 7,174 | 26, 560 150 69
2 2,119 6, 235 23 11
allgather: each proc ’ ’
collegctively calls gzl;)ther then 3 3,690 1 10, 699 34 15
bcast, implemented in 4 5,794 1 16, 512 44 21
CIVL’s MPI library 5 8,944 | 24, 820 55 31
6| 14,176 | 37,915 65 50
2 841 2, 958 3 6
allreduce: each proc ’
collectively calls rzduce then 3 1, 368 4, 803 3 0
bcast, implemented in 4 1,903 6, 763 3 7
CIVL’s MPI library o 2, 446 8, 838 3 )
6 2,997 | 11,028 3 10

Table 10.1: The experimental results of verifying CIVL’s implementations of the MPI
collective functions with respect to state-requirements and -guarantees.
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name & description #procs | #states | #trans | #prover | time(s)
allreduce_dr: an 2 648 1, 904 4 7
implementation of the 3 1, 060 3, 006 4 7
recursive doubling algorithm 4 1, 562 4, 349 4 8
given by a pseudo code 5 2,017 5, 615 4 10
in [96] 6| 2 486 | 6,942 4 11
reduceScatter: an 2 713 1, 905 13 7
implementation of an 3 1, 378 3, 163 42 11
algorithm optimized for 4 2,147 4,679 70 16
non-commutative reduction ) 3, 102 6, 489 111 25
operations [15] 6 4, 248 8, 629 166 50
2 1, 771 5, 083 19 7
diff1dExchange: the ’ ’
exchange ghos‘ug cells function 3 6,979 | 19, 164 40 12
i a 1d-diffusion 4| 25,546 | 68, 328 69 25
implementation 51 93,086 | 244, 148 102 84
6 | 345, 202 | 891, 940 135 382
. 2 2, 186 6, 354 58 19
diffidIter: one time ste ’ ’
implementation for a g 3 8,646 ) 23, 677 161 85
Ld-diffusion solver 4| 31,492 | 82,514 380 275
5| 114, 108 | 287, 467 829 731
diff2dExchange: n X n 2 x 2 2,010 4, 787 52 43
checkerboard ghost cell 3x3 5,164 | 12, 817 135 115
exchange
diff2dIter: one time step 2 x 2 1, 727 9, 126 66 95
for a 2d-diffusion solver with
n x n checkerboard
distribution
2 712 2, 315 26 39
dotProd: parallel vector 3 1, 127 3, 629 51 82
product function extracted 4 1, 546 5, 010 84 141
from [37] 5 1, 995 6, 458 125 220
6 2, 434 7,973 174 213
2 1, 155 3, 829 37 35
matmat: collective matrix 3 1, 849 6, 096 40 41
multiplication, each process 4 2, 551 8, 469 46 49
computes for one row ) 3,261 | 10, 948 52 Y
6 3,979 | 13,533 56 64
2 1, 115 3, 505 4 6
oddEvenSort: one loo ’ ’
iteration in a parallel ’ 3 2, 141 6, 699 0 8
odd-even sorting 4 3,947 | 12, 458 8 12
implementation 5 6, 320 | 20, 217 10 13
6| 10,713 | 34, 757 12 19

Table 10.2: The experimental results of verifying MPI collective-style functions with
respect to state-requirements and -guarantees. The experiments are under an assump-
tion that no interference can happen.
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name #procs | #states | #seen #trans | #prover | time(s)
gather_w 2 5, 953 5 19, 597 48 12
3 | 218, 766 302 764, 096 123 208
allgather 2 9, 848 6 32, 835 31 22
3| 164, 155 93 547, 753 92 378
matmat 2 3, 116 1 11, 102 39 37
3| 23,254 17 83, 359 48 75
4| 342, 653 285 | 1, 229, 132 110 704
oddEvenSort 2 1, 824 0 6, 327 4 6
3 8, 706 8 30, 164 6 10
4| 96, 961 115 338, 889 10 66
diffidIter 2 5, 668 5 19, 745 35 10
31492, 163 567 | 1, 779, 177 182 505
diffidExchange 2 3, 485 3 11, 300 21 8
3| 114,173 150 388, 751 66 75
dotProd 2 1, 711 1 6, 058 6 7
3 7,127 5) 25, 431 12 15
41 36, 450 23 130, 936 18 43
5| 225, 223 119 811, 950 24 389

Table 10.3: The experimental results of verifying full validity of MPI collective-style
functions.

statements following itself. Therefore, the function contract of gather_w shall include
a path-requirement asserting that no process shall send a message with a specific tag
to root after exiting gather w until the root process exits. Otherwise, the contract
system cannot prove the validity of this function with respect to a function contract.

For the same reason, in allgather and matmat examples, contracts of the collec-
tive functions shall be strong enough to make sure that the calls to gather_w will never
be interfered. For example, in allgather, a call to bcast follows a call to gather_w
hence the contract of bcast shall guarantee that it cannot interfere gather_w.

For the rest of the examples in Table 10.3, interference is impossible since only
deterministic send and receive operations or MPI collective functions are used. So for
these examples, in addition to what have been verified in the first part, their guarantees
are verified in the second part.

Most of the examples in the second part can barely be scaled to more than 3
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processes within 1, 000 seconds. Compare to the corresponding result in the first part,
the full validity verification of an example has to explore much more executions that
are commutative to the ones already explored in the first part. In theory, commutative
executions will eventually run into a same state. This explains why the numbers of
prover calls of two corresponding runs in the first part and the second part respec-
tively are close though the states they explored differ significantly. State-guarantees
are barely repeatedly checked for commutative executions. For example, the contract
system explores only 3, 947 states for oddEvenSort with 4 processes in the first part
while it explores almost 25 times more states for oddEvenSort with the same setting
in the second part. The difference in the number of prover calls is only 2.

We can conclude that the current POR algorithm is sound for full validity
verification but it is insufficient to claim its effectiveness in performance. Either better

POR algorithm or new approach for check absence assertions is needed.
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Chapter 11

SUMMARY AND FUTURE WORK

11.1 Dissertation Summary

The correctness of MPI applications is critical. Formal verification techniques
have been showed effective in finding standard property violations in MPI programs
but there is little contribution in specifying and verifying the functional correctness of
MPI programs.

Procedure contracts have been widely used for formally specifying sequential
programs. Existing contract languages, such as ACSL for C or JML for Java, provide
rich primitives to express various functional correctness properties. A contract spec-
ifies a sequential procedure by describing its input and output. But for parallel MPI
programs, the behavior of a procedure depends not only on its input but also on other
components running in parallel. Hence procedure contracts cannot be directly applied
to MPI programs.

The first contribution made by this dissertation is a new theory for adapting
procedure contracts for general message-passing programs. To illustrate the theory pre-
cisely, a toy message-passing programming language, MiniMP, was invented (Chapter
4). A specification language for specifying functional and communication correctness
of MiniMP was designed (Chapter 5).

Hoare logic is the basis of the sequential procedure contract approach in that a
procedure with a contract is represented by a Hoare triple. With the inspiration given
by Hoare logic and various its extensions, a MiniMP procedure with its specification is
represented by a collective triple (Chapter 5). Specially, not every but only collective-
style MiniMP procedures can be specified as valid collective triples. The collective-

style procedure based approach preserves the advantages of its sequential origination:
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1) it provides formal specification for message-passing programs; 2) it is suitable for all
MiniMP programs and is able to divide a program into several small enough procedures
in most cases. In addition, it abstracts a certain level of communication details away
from functional correctness reasoning.

Similar to Hoare logic, a set of inference rules for collective triples are defined in
Chapter 6. A proof of soundness of these rules are given. But the rules are not complete.
That means not every collective triple can be proved valid by only applying the rules
with a set of boolean assumptions. Mostly, these rules are used for decomposing a
collective triple into a number of sub-triples, each of which specifies a sub-procedure.

To verify the validity of collective triples, a model checking and symbolic ex-
ecution based verification approach was introduced (Chapter 7). By leveraging the
automation of model checking and symbolic execution, a collective triple can be auto-
matically verified in a modular and composite way.

Another main contribution of this dissertation is bringing the theory from a
toy language to MPI (Chapter 9). This includes a contract programming language
for MPI collective-style functions and a contact system implementation. The contract
language for C/MPI programs was extended from ACSL. The extension comprises
a set of constructs for concurrency and MPI. The contract system was implemented
in a general verification framework called CIVL. It takes in C/MPI programs, where
function contracts are annotated, and verifies whether collective-style functions satisfy
their contracts automatically.

This system was evaluated with a set of MPI functions (Chapter 10). The eval-
uation shows that the MPI contract language is expressive enough to specify various
properties of MPI functions, such as the correctness of data distribution, sortedness
and permutation. A contract can be shared by various implementations of a function.
Verification results can be effectively re-used. Moreover, by re-using the contracts of
verified functions, irrelevant details in those function definitions are abstracted away.
The contract system is able to handle arbitrary inputs except for the number of pro-

cesses. Without considering interferences, the satisfaction to state-requirements and
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-guarantees by all the tested MPI functions can be verified with up to 6 processes
within a reasonable amount of time. However, full validity verification cannot be
scaled to more than three processes due to the coarseness of modified POR algorithm

for checking path predicates.

11.2 Future Work

The current contract system can be improved in the following directions.

Separating State and Path Predicate Verification. By observation, for a
contracted MPI function, the verification of the validity of a state-guarantee is barely
dependent to verifying path-guarantees and interference freedom.

We have showed in the evaluation in Chapter 10 that without considering in-
terference and absence assertion, the contract system is effective. On the other hand,
if not proving the state-guarantees, first, there will be less prover calls. Second, state-
requirements, as well as the state-guarantees of the called functions, can be simplified
accordingly. This can result in much simpler path conditions, which are periodically
reasoned about during a verification run.

The verification for path-guarantee and interference freedom is mainly about
the communication patterns. Isolating such verification enables the possibility of ap-
plying other approaches or other model checkers, which are specific for communication
correctness or have been optimized for checking path predicates.

Implementing Collective Loops. The contract system uses loop invariants
to perform unbounded verification for sequential (or process-local) loops. MPI ap-
plications may also contain “parallel loops”, of which the body is a collective-style
procedure. Such as the iterative computation process in parallel diffusion solvers or
the iterative sorting process in the parallel odd-even sorting algorithm. The current
contract system is not able to deal with such parallel loops.

In [103], Siegel et al. introduced a symbolic execution based approach for proving
loop invariants of parallel loops. The approach takes care of the complicated situation

that multiple processes can be in different iteration levels at a state during a collective
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execution of a parallel loop. However, for MPI programs, according to the loop rule
defined in our inference system in Chapter 6, if one can prove that for any two consecu-
tive iterations, no interference can happen, the loop is functionally equivalent to a new
loop that is obtained by wrapping the old loop body with a pair of “bulk-synchronous”
barriers. For the new loop, the loop body can be treated as a collective-style procedure
and the loop invariants can be proved by induction on a contract of the body.

Parametric Verification with Global Invariants. Global invariants are
used by static verifiers [4,13,18,25] to perform parametric verification for concurrent
programs. The basic idea was explained in §2.2 that one must show that the global
invariant cannot be violated at any location by any statement of a program. Particu-
larly, [78] shows how to use a global invariant to statically prove properties for a simple
message-passing program.

The main challenge in the use of global invariants is that for a program, espe-
cially a concurrent program, a strong enough global invariant is notoriously hard to be
found. We observe that, in [78], a big portion of the global invariant is for expressing
communication correctness. At the same time, one of the advantage of our MPI con-
tract approach is to abstract away communication details. In the future, we will exploit
the possibility of combining global invariants with function contracts for MPI program
verification. By annotating contracts to collective-style functions, there will be less
communication details that are visible to the global invariant. Thus, hopefully, the
user can pay less attention on the side of communication correctness when attempting

to figure out a proper global invariant for a message-passing program.
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