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Abstract—Program verification techniques based on de-
ductive reasoning can provide a very high level of assurance
of correctness. These techniques are capable of proving
correctness without placing artificial bounds on program
parameters or on the sizes of inputs. While there are a
number of mature frameworks for deductive verification
of sequential programs, there is much less for parallel
programs, and very little for message-passing. We propose
a method for the deductive verification of message-passing
programs that involves transforming the program into an
annotated sequential program that can be verified with
off-the-shelf deductive tools, such as Frama-C. The method
can prove user-specified correctness properties without any
bounds on the number of processes or other parameters.
We illustrate this method on a toy example, and analyze
its strengths and weaknesses.

I. INTRODUCTION

Message-passing parallel programs have long been a
mainstay of high performance computing. This situation
is expected to continue for the foreseeable future; for
example, a recent survey in the U.S. Exascale Computing
Project found that a large majority of the software
development efforts in that project are using or plan
to use MPI [1]. Verification tools for message-passing
parallelism are therefore of central importance to HPC.

A number of verification tools targeting MPI programs
have been developed. These include model-checking-
based tools such as CIVL [2], ISP [3], DAMPI [4],
and MOPPER [5]. Yet these tools require (often small)
bounds on the number of processes and on other pa-
rameters, such as the sizes of input data structures. Of
course, if a bug is found within these bounds, the tool
has served a useful purpose. But if the goal is to verify
correctness of a program, such tools can only provide a
limited kind of evidence.

Deductive verification approaches, in contrast, are able
to prove properties of programs without such bounds.
These approaches typically require more manual effort
and skill from the user, but the field has matured
considerably since its origins in the work of Floyd and
Hoare. Today there are a number of robust frameworks

for deductive verification — at least for sequential pro-
grams. The Frama-C static analysis platform [6], [7],
for example, together with the WP plug-in [8], [9], has
been used to prove correctness of a wide range of C
programs. The Why3 verification platform [10], [11],
which is often used as a back-end for Frama-C, has
also been very successful. Many of the applications of
these tools have been to problems of interest in HPC.
These include the verification of a large collection of
algorithms on basic data structures [12] and the programs
in the Toccata “Gallery of Verified Programs” [13]. The
gallery includes many programs with precise floating-
point accuracy requirements, such as Kahan’s algorithm
for computing a discriminant [14], [15], verification of
convergence and other numerical properties in a one-
dimensional wave equation solver [16], and the verifi-
cation of Strassen’s matrix multiplication algorithm for
arbitrary matrix sizes [17].

There is also a growing body of theoretical and prac-
tical work extending deductive approaches to concurrent
programs. While most of the developments in this area
apply to shared-variable (multi-threaded) concurrency, in
recent years there have been investigations in deductive
approaches for MPI programs. A notable example is the
ParTypes tool, which uses “session types” and deductive
reasoning to verify communication properties of MPI
programs [18]–[20]. The user of ParTypes specifies a
communication protocol in a special language, and the
tool verifies that the program complies with the pro-
tocol. If the verification succeeds, the program must
be communication-correct, and in particular, deadlock-
free. While there are restrictions on the program and its
use of MPI (e.g., it cannot use wildcard receives), the
verification process does not require any bounds on the
number of processes or other parameters.

In this paper, we propose a new method for con-
structing mechanized correctness proofs of message-
passing programs. The basic idea is to view the message-
passing program as a sequential program for an arbitrary



process—reflecting the “SPMD” style in which most
MPI programs are written. Annotations and ghost state
are added to this program in order to specify and prove
a global invariant. The send and receive functions are
replaced by stubs that permit arbitrary changes in state
preserving the invariant. We call the resulting sequential
program an invariant-preserving projection (IPP) of the
original program, and show that the correctness of the
projection implies the correctness of the original pro-
gram. Deductive verification tools for sequential pro-
grams can then be applied to prove the projection.

This work is very preliminary, but we believe it will
be of interest to the HPC correctness community because
the method exhibits three nice qualities:

1) it can use existing verification platforms for se-
quential programs—taking advantage of the mature
language processing, analysis, and verification con-
dition generation capabilities they provide;

2) it can be applied to C code, and not just to modeling
languages or process algebras, and

3) it can be used to verify functional correctness
properties expressed in a rich contract language,
in addition to deadlock-freedom and other generic
safety properties.

The basic approach is described in Section II. Sec-
tion III describes an application to a simple example,
using Frama-C, WP, and Why3. Section IV deals with
deadlock-freedom and termination. Additional related
work is discussed in Section V. In Section VI, we
assess the strengths and weaknesses of the method, and
the challenges that must be overcome to apply it more
broadly.

II. CONSTRUCTION OF THE INVARIANT-PRESERVING
PROJECTION

In this section, we describe how a message-passing
program P is transformed into a sequential program that
can be proved using existing deductive verifiers, such as
Frama-C.

We assume P is written in C with simple send and
recv primitives, and that global variables nprocs and
pid hold the number of processes and the process ID (in
0..nprocs−1), respectively. For simplicity, we assume
there is some fixed channel size d > 0, i.e., for any two
processes p and q, up to d messages sent from p to q
can be buffered at any time.

An example of such a program is the cyclic exchanger
of Figure 1. Each process in this program starts with
an arbitrary value in sbuf. It sends this to its right
neighbor, receives a value from its left neighbor, copies
that value into sbuf, and repeats nsteps times. The
channel size is assumed to be 1. At termination, variable
rbuf will hold the value that was originally in sbuf
on the process nsteps to the left (cyclically). Our goal

1 int rank, nprocs, nsteps;
2 double rbuf, sbuf;
3 #define LEFT(pid) ((pid)>0 ? (pid)-1 : nprocs-1)
4 #define RIGHT(pid) ((pid)<nprocs-1 ? (pid)+1 : 0)
5 ...
6 void exchange() {
7 int t = 0;
8 while (t < nsteps) {
9 send(&sbuf, RIGHT(rank));
10 recv(&rbuf, LEFT(rank));
11 sbuf = rbuf;
12 t++;
13 }
14 }

Fig. 1. Cyclic exchanger: each process sends to its right and receives
from its left.

is to prove that every process terminates with this result,
for any nprocs ≥ 1 and nsteps ≥ 1.

The first step is decompose P into blocks. A block
is just a contiguous sequence of statements in which no
statement other than the first is a send or recv. These
two communication statements can occur only as the first
statement of a block.

Now consider the program P ′ in which each block
is executed atomically, i.e., without interleaving of other
processes. It is well-known (see, for example, Lipton
[21]) that P and P ′ are equivalent in all important
respects. In particular, the final states of P and P ′

are identical, and P is deadlock-free if and only P ′ is
deadlock-free.

To see why these claims hold in our context, consider
an execution of P , which is represented as some inter-
leaved sequence of statements from different processes:

s0, s1, s2, . . . , sn.

If si and si+1 are statements from two different pro-
cesses, and at least one does not involve communication,
then the two statements commute, i.e., executing si+1

followed by si results in the same state as executing si
followed by si+1.

Now if s0 is in process p, find the least i > 0 such
that si is in process p. Because si commutes with all
sj (1 ≤ j < i), we can move si all the way to the
left until it occurs just after s0. We can proceed in
this way until all of the statements in the block started
by s0 are contiguous. The next statement starts a new
block, and we proceed in the same way to bring all
statements in that block together. Continuing in this
way, we eventually end up with a sequence which is
an execution of P ′, and ends in the same final state as
P .

The transformation process requires the formulation
of a core global invariant ϕ. This is an assertion about
the global state of the program that (1) is expected to
hold in the initial state, and (2) should be preserved by
each block. If these conditions hold, and all processes



terminate, then ϕ must hold in the final state. If ϕ implies
the desired postcondition, the program is correct.

There is no method for constructing ϕ; rather, it
requires a deep understanding of the algorithm and why
it is correct. In the cyclic exchanger, for example, ϕ will
include the following claim: if 0 ≤ i < nprocs and
the channel from process i to its right neighbor is not
empty, then the message it contains is the original value
of sbuf on the process that is s− 1 steps to the left of
i, where s is the number of sends executed by process
i.

As can be seen from this example, the core global
invariant may refer to parts of the state on all pro-
cesses as well as the message channels. To enable this,
one introduces ghost state into the program. These are
variables occurring only in annotations and used only
for verification. We add ghost variables to model the
message channels. Additional ghost state may be added
as needed. If there is a need to refer to a program variable
x, then one must create a ghost array, say x_g, which
has length nprocs and element type the type of x.
An element x[i] in this array mirrors the value of the
variable x on process i. At any point in the code where
x is updated, similar ghost code updating x_g[rank]
must be inserted. The exact ghost state added will depend
on the particular problem and the part of the process-
local state referenced in the global invariant. Details for
the cyclic exchanger are given in Section III.

Next, we add stubs for the send and recv functions.
These are function prototypes with contracts that specify
the effects of these functions on the ghost code. The
contract for send contains a precondition that states the
send can only occur if the outgoing channel is not full.
A postcondition specifies that when it returns, the given
message has been added to the channel, and that no other
state has changed. The contract for recv is similar.

Of course, it is not necessarily the case that a send
or receive statement will be enabled as soon as control
reaches such a statement. In general, a process may have
to wait until actions from other processes enable the
communication. If we attempted to prove the program
as currently described, the proof would fail because the
preconditions on the communication statements would
not be met. This is as it should be—without further
information, one cannot rule out the possibility that the
program will deadlock.

For now, we will assume that every communication
event is eventually enabled and focus on proving the
functional correctness of the code, i.e., on partial correct-
ness. In Section IV, we discuss how to prove deadlock-
freedom and termination.

We must also encode the assumption that just before
each block, other processes can change any part of the
non-local state in any way that preserves ϕ. To deal with

these issues, the IPP includes two more function stubs:
pre_send_interleave and pre_recv_interleave. The con-
tracts for each assume ϕ holds in the prestate and ensure
ϕ holds in the poststate. Function pre_send_interleave
also contains a postcondition stating that the sending
channel is not full; pre_recv_interleave ensures the
receive channel is not empty. The appropriate interleave
function is called immediately before each communica-
tion operation.

Finally, the IPP includes an assertion that ϕ holds in
the initial state, and a postcondition stating the desired
correctness properties. The result is a closed, annotated
sequential program that makes repeated calls to inter-
leave functions which mix up the shared state in a way
that preserves a global invariant. One is now free to
use all the tools of deductive verification for sequential
programs, including loop invariants, additional “process-
local” ghost code, and axioms, to prove this program.

III. EXAMPLE: CYCLIC EXCHANGER

We now show how the method described above plays
out for the cyclic exchanger. The annotations are ex-
pressed in ACSL, the specification language used by
Frama-C. The entire IPP for the cyclic exchanger is given
in Figure 2.

The channels are represented using ghost variables
chans and sizes, both arrays of length nprocs.
For 0 ≤ i < nprocs, the integer sizes[i] is the
number of buffered message in route from process i to
process (i+ 1)%n. We are assuming each such channel
can hold at most 1 message; it is not hard to generalize
this to any capacity. The variable chans[i] holds the
actual data for the message in case sizes[i] = 1; if
sizes[i] = 0, the contents of chans[i] is ignored.
We have also simplified the send and recv functions
by removing the source and destination parameters, since
these are fixed.

A ghost array sc has been added to keep track of the
“send count”: sc[i] is the number of sends that have
been executed by process i. Similarly, the array rc is
the “receive count.” These will be used to express the
core invariant.

We use a logical function oracle to specify the
expected contents of the send and receive buffers at
each time step. The oracle function is uninterpreted,
but constrained by formula oracle_ax. The expres-
sion oracle(0,i) represents the initial value of
sbuf on process i and is unconstrained; for t > 0,
oracle(t,i) is defined to be the value of oracle
at time t−1 on the left neighbor of process i. This same
technique can be used to define an oracle for many dif-
ferent numeric schemes, including stencil computations.

The contracts on the interleave functions require that
ϕ hold in the prestate and ensure that ϕ hold in the post-



1 int rank, nprocs, nsteps;
2 double rbuf, sbuf;
3 #define LEFT(rank) ((rank) > 0 ? (rank) - 1 : nprocs - 1)
4 /*@ axiomatic OracleSpec {
5 @ logic double oracle(integer t, integer i);
6 @ axiom oracle_ax: \forall int t, i; t > 0 ==> oracle(t-1,LEFT(i)) == oracle(t,i);
7 @ } */
8 //@ ghost int * sc; // send counters, one per proc
9 //@ ghost int * rc; // recv counters, one per proc

10 //@ ghost double * chans; // sending channels, one per proc
11 //@ ghost int * sizes; // sending channel sizes, one per proc
12 /*@ predicate inv0 = \valid(sc+(0..nprocs-1)) && \valid(rc+(0..nprocs-1))
13 @ && \valid(chans+(0..nprocs-1)) && \valid(sizes+(0..nprocs - 1)) &&
14 @ \separated(sc+(0..nprocs-1), rc+(0..nprocs-1), chans+(0..nprocs-1),
15 @ sizes+(0..nprocs-1));
16 @ predicate inv1 = \forall int i; 0<=i<nprocs ==> 0<=sizes[i]<=1;
17 @ predicate inv2 = \forall int i; 0<=i<nprocs ==> 0<=sc[i]<=nsteps;
18 @ predicate inv3 = \forall int i; 0<=i<nprocs ==> 0<=rc[i]<=nsteps;
19 @ predicate inv4 = \forall int i; 0<=i<nprocs ==> rc[i]==sc[LEFT(i)]-sizes[LEFT(i)];
20 @ predicate inv5 = \forall int i; 0<=i<nprocs ==> (sizes[i]==1 ==> chans[i]==oracle(sc[i]-1,i));
21 @ predicate inv6 = \forall int i; 0<=i<nprocs ==> (sc[i]-rc[i]==0 || sc[i]-rc[i]==1);*/
22 #define inv (0 <= rank < nprocs && inv0 && inv1 && inv2 && inv3 && inv4 && inv5 && inv6)
23 /*@ requires \valid(x) && sizes[rank] == 0 && 0 <= rank < nprocs;
24 @ assigns chans[rank], sizes[rank];
25 @ ensures chans[rank] == *x && sizes[rank] == 1; */
26 void send(double * x);
27 /*@ requires \valid(y) && sizes[LEFT(rank)] == 1 && 0 <= rank < nprocs;
28 @ assigns *y, sizes[LEFT(rank)];
29 @ ensures *y == chans[LEFT(rank)] && sizes[LEFT(rank)] == 0; */
30 void recv(double * y);
31 /*@ requires inv;
32 @ assigns sizes[0..nprocs-1], chans[0..nprocs-1], sc[0..nprocs-1], rc[0..nprocs-1];
33 @ ensures sc[rank]==\old(sc[rank]) && rc[rank]==\old(rc[rank]);
34 @ ensures sizes[LEFT(rank)]==1 && chans[rank]==\old(chans[rank]) && inv; */
35 void prerecv_interleave(void);
36 /*@ requires inv;
37 @ assigns sizes[0..nprocs-1], chans[0..nprocs-1], sc[0..nprocs-1], rc[0..nprocs-1];
38 @ ensures sc[rank]==\old(sc[rank]) && rc[rank]==\old(rc[rank]);
39 @ ensures sizes[rank]==0 && chans[rank]==\old(chans[rank]) && inv; */
40 void presend_interleave(void);
41 /*@ requires inv && sizes[rank]==0 && sbuf==oracle(0, rank);
42 @ requires 0<nsteps && sc[rank]==0 && rc[rank]==0;
43 @ assigns chans[0..nprocs-1], rbuf, sbuf, sizes[0..nprocs-1], rc[0..nprocs-1], sc[0..nprocs-1];
44 @ ensures rbuf == oracle(nsteps-1, LEFT(rank));*/
45 void exchange() {
46 int t = 0;
47 /*@ loop invariant inv && 0 <= t <= nsteps;
48 @ loop invariant t == 0 ==> sbuf == oracle(0, rank);
49 @ loop invariant t > 0 ==> (sbuf == oracle(t-1, LEFT(rank)) && sbuf == rbuf);
50 @ loop invariant t == sc[rank] && t == rc[rank];
51 @ loop assigns sbuf, t, rbuf, sc[0..nprocs-1], rc[0..nprocs-1];
52 @ loop assigns chans[0..nprocs-1], sizes[0..nprocs-1];
53 @ loop variant nsteps - t; */
54 while (t < nsteps) {
55 presend_interleave();
56 send(&sbuf);
57 /*@ ghost sc[rank]++;*/ /*@ assert A0: inv6; */
58 prerecv_interleave();
59 /*@ assert A1: inv4;*/ /*@ assert A2: inv5; */
60 recv(&rbuf); /*@ assert A3: inv5;*/
61 /*@ ghost rc[rank]++;*/
62 /*@ assert A4: inv4;*/ /*@ assert A5: inv6; */
63 sbuf = rbuf;
64 t++;
65 }
66 }

Fig. 2. Annotated code used to prove partial correctness of the cyclic exchanger. This program is proved using Frama-C+WP with Why3, and
provers Alt-Ergo and CVC4.



state. Furthermore, these functions may modify any of
the shared (ghost) variables in an arbitrary way—as long
as in the resulting state ϕ holds. Hence the assigns
clause includes all of the shared ghost variables. An
exception is made for the ghost arrays x_g that mirror
program variables — since other processes cannot access
the x on “this” process, this procedure must ensure that
x_g[i] == \old(x_g[i]).

The core invariant inv includes the following claims:
1) rank is in the range 0..nprocs− 1,
2) the various arrays are allocated and occupy disjoint

memory regions,
3) the size (current number of buffered messages) of

any channel is either 0 or 1,
4) all send and receive counts are bounded by

nsteps,
5) the number of messages received by process i

equals the number of messages sent by its left
neighbor minus the number of those messages cur-
rently buffered,

6) if the outgoing channel from process i is not empty,
the value of the buffered message is the value of the
oracle at time step sc[i]-1 in position i, and

7) on any process the send count equals the receive
count, or is one greater than the receive count.

Loop invariants and intermediate assertions to assist
the provers have also been added.

We used Frama-C+WP (Chlorine-20180501) to gen-
erate verification conditions for this program, and Why3
(v0.88.3) to discharge the VCs not automatically proved
by WP. Using the Why3 IDE, we repeatedly applied
the “Split” and “Inline” transformations to the VCs. We
then invoked Alt-Ergo (v2.2.0) and CVC4 (v1.6) with
a timeout of 6s and then invoked them again with a
timeout of 100s. All VCs were discharged. The total
time required to do this was approximately 113s. This
experiment was done on a MacBook Air with a 1.6GHz
i5 CPU and 8 GB RAM.

IV. DEADLOCK-FREEDOM AND TERMINATION

A. Deadlock-freedom

A small extension to the method can be used to prove
deadlock-freedom. We say a process is disabled at a
state s, if that process is attempting to execute a send
but the outgoing channel is full, or it is attempting to
execute a recv and the incoming channel is empty. A
deadlock occurs at a state s if at least one process has not
terminated and every non-terminated process is disabled.

The program is deadlock-free if, at each interleave
point in an execution, at least one process is enabled.
We wish to express this as a predicate in ACSL. We
form such a predicate as follows. First, we can number
all communication statements in the program, starting
from 0. Given an index j, one can construct a predicate

θi,j that holds precisely when the jth communication
statement is enabled in process i. If communication
statement j is a send in process i with destination
expression d, then θi,j will state that the channel from i
to d is not full. For a receive, θi,j states that the channel
from the source to i is not full. Next, introduce a ghost
array pc[nprocs] of integers, with the property that
pc[i] is the ID number of a communication statement
when control is just before that statement, otherwise
pc[i] is −1. The predicate

EN = ∃i . 0 ≤ i < nprocs ∧(
pc[i] = −1 ∨

∨
j

(pc[i] = j ∧ θi,j)
)

says that some process is enabled. (We should also
include the case that every process has terminated, but
we leave that out to simplify the discussion.)

In the cyclic exchanger, we let pc[i] = sc[i]− rc[i].
If pc[i] = 0 then process i is just before the send, else
pc[i] = 1 and it is just before the recv. Then EN is
equivalent to the following:

∃i .0 ≤ i < nprocs∧
(
(pc[i] = 0∧sizes[i] = 0)∨

(pc[i] = 1 ∧ sizes[LEFT(i)] = 1)
)
.

To prove deadlock-freedom we could either add EN to
the core invariant or simply prove the validity of inv →
EN. We took the latter approach, inserting this formula
as a lemma into the program. On our first attempt, the
automated provers were unable to prove this lemma.
However, when we placed a concrete upper bound on
nprocs the lemma could be proved automatically by
Z3. Increasing this upper bound increases the time it
takes Z3 to do the proof. For an upper bound of 20,
this took 47s. We also manually encoded the lemma in
the input language of CVC4, (using arrays instead of
pointers), and were able to prove it with an upper bound
of 100 in 36s; for 200, it took 6 minutes and 13s. We
have not yet found an automated prover that can prove
this theorem without a concrete bound on nprocs. An
informal proof of the theorem is given in Appendix A.

B. Termination

It is possible that a parallel program can be deadlock-
free but not terminate, just as with a sequential program.
However, if we have already established that the program
is deadlock-free, then termination can be proved by
purely process-local reasoning. If we can show that no
process can execute an infinite number of statements,
then we know that every execution is finite. If in addition
the program is deadlock-free, then every process must
terminate—otherwise there would be a finite execution
in which some process did not terminate, i.e., a deadlock.



1 #define NPROCSB 20
2 #define LEFT(rank) ((rank) > 0 ? (rank) - 1 : nprocs - 1)
3 //@ ghost int sc[NPROCSB], rc[NPROCSB], sizes[NPROCSB];
4 int nprocs, nsteps;
5 /* note that inv0 and inv5 is not needed for proving the deadlock-freedom condition */
6 /*@ axiomatic FDL {
7 @ predicate inv1 = \forall integer i; 0 <= i < nprocs ==> 0 <= sizes[i] <= 1;
8 @ predicate inv2 = \forall integer i; 0 <= i < nprocs ==> 0 <= sc[i] <= nsteps;
9 @ predicate inv3 = \forall integer i; 0 <= i < nprocs ==> 0 <= rc[i] <= nsteps;

10 @ predicate inv4 = \forall integer i; 0 <= i < nprocs ==> rc[i]==sc[LEFT(i)]-sizes[LEFT(i)];
11 @ predicate inv6 = \forall integer i; 0 <= i < nprocs ==> (sc[i]-rc[i]==0) || (sc[i]-rc[i]==1);
12 @ predicate fdl = \exists integer i; 0 <= i < nprocs && ((sc[i]-rc[i]==0 && sizes[i]==0) ||
13 @ (sc[i]-rc[i]==1 && sizes[LEFT(i)]==1));
14 @ lemma bounded_free_of_deadlock : inv1 && inv2 && inv3 && inv4 && inv6 && 0<nprocs<=NPROCSB ==> fdl
15 @ }*/

Fig. 3. ACSL lemma for proving deadlock-freedom in the cyclic exchanger, with nprocs ≤ 20.

To check that a process cannot execute infinitely, we
can use Frama-C’s techniques for proving termination.
This mainly involves adding loop variants—integer ex-
pressions which are strictly decreasing and which imply
the loop must exit once they are negative. This is quite
straightforward in the example, and in fact in most
HPC programs, which typically use for loops or other
counters to guarantee that a program will terminate.

V. RELATED WORK

Ashcroft [22] introduced the idea of using a global
invariant to prove properties of parallel programs. Fur-
ther theoretical groundwork includes the work of Owicki
and Greis, which introduced an axiomatic proof system
in the style of Hoare’s logic [23]. A proof in that system
consists of a proof for each process which satisfies a
“non-interfering” property; other efforts along these lines
include [24]–[26].

There are a growing number of deductive verification
tools targeting concurrent systems. In addition to the
tools mentioned in Section I, proof systems and tools for
process algebras such as CSP have also been developed
[27].

Many of these tools target shared-variable programs.
VCC [28] uses an annotation language for multithreaded
C programs and generates verification conditions for the
Boogie platform. Other tools in this category include
VerCors [29] and VeriFast [30]. These tools and lan-
guages deal with notions such as type invariants and
object ownership, which are somewhat different from
the issues that arise in message-passing.

There has been some research into verifying properties
for MPI programs of arbitrary scale. Dataflow analyses
on “parallel control flowgraphs” that generalize the tradi-
tional notions for sequential programs are one approach
[31]–[34]. To the best of our knowledge this type of
dataflow analysis has not been used to prove functional
correctness properties of MPI programs. We have already
discussed the ParTypes approach in Section I.

VI. CONCLUSION AND FUTURE WORK

In this paper, we introduced a new method for ver-
ifying message-passing programs without bounding the
number of processes or other parameters. In this method,
one transforms the program into a sequential program
representing a generic process (the IPP), and then applies
deductive verification techniques to show that the IPP
preserves a global invariant.

We demonstrated the method on a simple example, the
cyclic exchanger. We manually transformed the program,
and then used Frama-C/WP to verify the invariant. We
also used Frama-C to try to verify three properties: the
result computed by the program is correct (where the
expected result was specified using a simple inductive
formula); the program is free of deadlocks; and all
processes terminate normally. For the deadlock property,
the key formula could not be proved valid by any of
the automated provers we used. However, these provers
could validate the formula when placing an upper bound
(as high as 200) on the number of processes; we also
provide an informal proof in Appendix A. All other
properties were fully proved.

While the example used in this paper is simple, it
uses a general pattern that is common to many stencil
computations. A 1-dimensional diffusion equation solver
(“diffusion1d”), for example, might perform a cyclic
ghost cell exchange at each time step that differs from
the cyclic exchanger only in that the ghost cell exchange
takes place in both directions. In addition, diffusion1d
performs a nontrivial update at each time step. The
update formula can be encoded in the oracle in a way that
is similar to the oracle definition in the cyclic exchanger;
see Figure 4.

For diffusion1d, since a process sends to its left and
right neighbors, a single channel for each process will
not do. Two channels per process could be used, or for
greater generality, one could use a 2-dimensional array
of channels with the entry at (i, j) a FIFO queue of
buffered messages sent from process i to process j.
The invariant for diffusion1d would specify the block



ghost double **a;
predicate oracle = \forall integer t, i; 0 < t && 1 <= i < (nx-1) ==>

a[t][i] == a[t-1][i] + k * (a[t-1][i+1] + a[t-1][i-1] - 2 * a[t-1][i]);

Fig. 4. Oracle for a 1d-diffusion solver

distribution of the temperature array, and would relate
the buffered messages with the oracle; see Figure 5.

With a little more work, these proof techniques could
be applicable to higher-dimensional simulations (e.g.,
2d- or 3d-diffusion), and a wide range of parallel stencil
computations.

There are some ways this method could erroneously
conclude that an incorrect program is correct. First, there
could be a defect in Frama-C or the WP plugin, causing
these tools to produce incorrect proof obligations (POs).
Frama-C and WP are not formally verified programs;
however, they are mature, widely-used tools that are
actively developed and maintained. In this study, we also
created several intentionally erroneous versions of the
cyclic exchanger and re-ran Frama-C/WP on each. In
each case, one or more POs could not be discharged,
increasing our confidence in the soundness of these tools.
One could also apply different deductive verification
tools to confirm the Frama-C/WP results.

Second, a prover might erroneously conclude an in-
valid PO is valid. One can guard against being led astray
by an errant prover by running several different provers
on each PO. It is very unlikely that several would all
make the same error.

Third, our transformation embeds a model of the
MPI runtime in the sequential program. The model is
specified by ghost state and contracts on prototypes for
the message-passing functions. While this is relatively
straightforward in this simple example, programs that
use more complicated MPI routines will require corre-
spondingly more complex models. If the model does not
faithfully represent the MPI semantics, one could reach
an erroneous conclusion. To move this approach forward
will require the development of carefully crafted, general
models of large parts of the MPI Standard. These models
should be able to be used across different programs,
rather than designing bespoke models for each problem.

In our experience, the main barrier to this approach
is the ability to discharge the generated verification
conditions. Even for the toy example used here, we had
to repeatedly insert intermediate assertions before the
provers could discharge all conditions. We also had to
provide some manual guidance using the Why3 IDE to
transform the formulas. As mentioned above, the validity
of the formula which implies deadlock-freedom was
never established by any automated tool (though it was
proved for nprocs ≤ 200). We were surprised that the
correctness of such a simple program entails such com-

plex theorems. We plan to provide these queries to SMT
prover developers, with the hope they will guide future
developments of those tools. It may also be the case
that verification conditions arising from message-passing
programs are often beyond the current capabilities of
automated theorem proving, and interactive provers will
be required.
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APPENDIX A
PROOF OF DEADLOCK FREEDOM

In this section we prove the validity of the deadlock-
freedom formula inv → EN of Section IV.

Let n = nprocs, si = sc[i], ri = rc[i], and
zi = sizes[i] (0 ≤ i < n). Then inv implies all of
the following:

n ≥ 1 (1)
∀i . 0 ≤ si − ri ≤ 1 (2)

∀i . 0 ≤ zi ≤ 1 (3)
∀i . si−1 − ri = zi−1 (4)

The indexes are to be read modulo n; e.g., if i = 0 then
zi−1 = zn−1. We wish to show

∃i.(si−ri = 0∧zi = 0)∨(si−ri = 1∧zi−1 = 1). (5)

Summing (4) over all i, we obtain∑
i

(si − ri) =
∑
i

si −
∑
i

ri =
∑
i

zi. (6)

Suppose si − ri = 1 for all i. By (6),
∑

i zi = n,
so by (3), zi = 1 for all i. Hence any i will satisfy the
second clause in (5).

Suppose si − ri = 0 for all i. By (6),
∑

i zi = 0, so
by (3), zi = 0 for all i. Hence any i will satisfy the first
clause of (5).

So let us assume that neither si− ri = 0 for all i, nor
si − ri = 1 for all i. Then n ≥ 2, and there exists j for
which sj − rj = 0 and sj+1 − rj+1 = 1. There are two
cases: zj = 0 or zj = 1. If zj = 0, then i = j satisfies
the first clause of (5). If zj = 1, then i = j + 1 satisfies
the second clause of (5).

APPENDIX B
ARTIFACT DESCRIPTION FOR REPRODUCIBILITY

In order to install the tools used in these experiments,
first install the package manager OPAM (https://opam.
ocaml.org). The exact versions of the tools used here
can then be installed as follows:

opam pin add frama-c 20180501
opam pin add why3 0.88.3
opam pin add alt-ergo 2.2.0

It is possible that later versions of these tools will also
work; to get the latest versions for which packages are
available, use instead

opam install frama-c why3 alt-ergo

The automated theorem prover CVC4 can be ob-
tained from http://cvc4.cs.stanford.edu/downloads/. We
used the latest version at the time of publication, 1.6. The
download site provides binaries for various platforms, as
well as the source code and instructions for building from
source. Alternatively, on OS X it can be installed using
Homebrew with the following commands:

brew tap cvc4/cvc4
brew install cvc4/cvc4/cvc4

The automated theorem prover Z3 can be obtained from
https://github.com/Z3Prover/z3/releases. We used the bi-
naries of the latest version at the time of publication,
4.7.1. The download site provides binaries for various
platforms, as well as the source code and instructions
for building from source.

After all of these tools are installed, configure Why3
with the command

why3 config --detect

The experiments described in this paper can now be
replayed using the artifacts at https://vsl.cis.udel.edu/
correctness18. File cyclic_exchanger.c contains
the annotated program shown in Fig. 2. The program
can be proved as follows:

1) The command
frama-c -wp -wp-prover why3ide
cyclic_exchanger.c

launches Frama-C/WP with the Why3 GUI. Figure
6 is a screenshot of the Why3 GUI. The “Theo-
ries/Goals” tree gives the verification obligations
generated by Frama-C/WP.

2) Select File→Preferences. In order to achieve the
performance reported in the paper, we set prover
timeout to 10 seconds, memory to 4GB, and al-
lowed at most 6 processes (which share the 4GB
memory) to call provers in parallel. These param-
eters might require adjustment to obtain similar
performance on different platforms.

3) Select the root goal, “exchange_Why3_ide.why”,
and click the “Alt-Ergo” and “CVC4” buttons. Most
of the goals should be discharged by the two
provers, but a few will remain unproved.

4) With the root goal still selected, click the “Inline”
button three times. This repeatedly transforms the
formulas by inlining predicate definitions, until no
further inlining is possible.

5) Click the “Split” button once to break up conjunc-
tive formulas into separate sub-goals.

6) Click the “Alt-Ergo” and “CVC4” buttons again.
Several more goals should be proved.
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Fig. 6. Screenshot after using Why3 to discharge all the verification obligations for the cyclic exchanger

7) Set prover timeout to 50 seconds and allow at most
1 process to call provers sequentially. Click “Alt-
Ergo” and “CVC4” again and all remaining goals
should be proved.

The deadlock-freedom lemma is contained in file
fdl.c, and can be proved using Frama-C/WP in a
similar way. Only one proof obligation is generated.
It was discharged by setting a timeout of 50 seconds,
choosing 4GB memory, and then clicking the “Z3”
button.

The deadlock-freedom lemma expressed directly in
the native language of CVC4 is given in file dl.cvc.
It can be proved quickly with the command

cvc4 --fmf-bound dl.cvc

This file uses an upper bound of 20 on nprocs, but
it can be edited to use other upper bounds. As reported
in Sec. IV, an upper bound of 200 required just over 6
minutes.

Note that the programs in the experiments can be
verified with many different settings and SMT provers.
The procedures we presented above are the most efficient
we have found.
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